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Struéna anotace k vysledku:

The main aim of the European Conference on Security Research in Cyberspace is to broaden our
knowledge and to share information and experience in the field of cybernetic security in the Czech
Republic and in the world. On the ocassion of the Presidency of the Czech Republic in the Council of
the European Union, the conference will provide forums enhancing interconnection of the foremost
researchres in the field of security research not only from Brno University of Technology and Masaryk
University but also end users of the research results and representatvies of the state sector from the
Czech Republic as well as from abroad. Another aim is to present the actual challenges and
opportunities in this field and to discuss them, as well as to raise awareness about excellent results of
the security research conducted by the Ministry of Interior, and to familiarize the conference members
with the particular participants” attitudes to the current form of the technological progress monitoring
system and the system of implementation of research results into practice in the course of discussion.
This event represents a unique opportunity to present cybernetic security research as a key part of the
security research system in the Czech Republic.
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Ministry of the Interior’'s programme Strategic Support for the

* Development of Security Research in the Czech Republic 2019-
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SCHEDULE

Monday

September 12, 2022

SCALA UNIVERSITY CINEMA

Time Program

12:00-12:30 Check-in

12:30-13:30 Buffet lunch

13:30-14:00 Foreword
Minister of Interior, Rector of Brno University of Technology (BUT), Rector of Masaryk University (MU), Director
of National Cyber and Information Security Agency (NUKIB)

14:00-14:30 Security Research Support Interdepartmental Conception
Jan Vykoukal, Director of the Department of Security Research, Czech Interior Ministry

14:30-15:00 National Plan for Development and Research in the Field of Cybersecurity
Lubos Fendrych, Director of Department of Education, Research and Projects NUKIB (The National Cyber and
Information Security Agency of the Czech Republic)

15:00-15:30 Opportunities of Security Research Supportin
Horizon Europe and Beyond
Wide Hogenhout, European Commission, DG CONNECT

15:30-16:00 Coffee break

16:00-16:30 Presentation of the European Cybersecurity Competence Centre and
Network and of the National Coordination Centre of the Czech Republic
Pascal Steichen, Chairman of the European Cybersecurity Competence Centre (ECCC), Jan Begka, NUKIB (The
National Cyber and Information Security Agency of the Czech Republic)

16:30-17:30 Keynote speech: Current Challenges in the Field of Cybersecurity -
State of the Discipline, Challenges
Prof. Bart Preneel, KU Leuven

17:30-19:00 Buffet dinner - Scala University Cinema

19:00 1st day - end of main programme

19:00-21:00 Optional accompanying programme- guided tour of the city of Brno




SCHEDULE

Tu eSday (TraCk 1) September 13, 2022

BRNO UNIVERSITY OF TECHNOLOGY - FACULTY OF INFORMATION TECHNOLOGY

Time Program

8:00-9:00 Check-in, refreshments
9:00-10:00 Panel: Professional qualification in the Field of Cybernetic Security
MU FI (Masaryk University - Faculty of Informatics)
10:00-10:30 Coffee break
10:30-11:30 Panel: Post-quantum Security and Formation of International
Quantum Network
BUT FEEC (Brno University of Technology - Faculty of Electrical Engineering and Communication)
11:30-12:30  Panel: Education and Prevention in Cybernetic Security
BUT FEEC
12:30-14:00 Buffet lunch
14:00-15:00 Cyber Criminality and Digital Investigation
BUT FIT (Brno University of Technology - Faculty of Information Technology)
15:00-15:30 Coffee break
15:30-16:30 Speech Mining
BUT FIT
16:30-17:30 Safe Artificial Intelligence
MU FI (Masaryk University - Faculty of Informatics)
17:30-18:00 Coffee break
18:00-19:00 Image Processing and Security
BUTFIT
19:00 Gala dinner
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Tu eSday (TraCk 2) September 13, 2022

BRNO UNIVERSITY OF TECHNOLOGY - FACULTY OF INFORMATION TECHNOLOGY

Time Program

8:00-9:00  Check-in, refreshments
9:00-10:30 Roundtable: Foresight for (Cyber)secure Future
Technology Centre, Czech Academy of Sciences (TC CAS), Ministry of the Interior of the Czech Republic
10:30-11:00  Coffee break
11:00-12:30 Roundtable: Ways of application of research results and
technologies in practice
Technology Centre, Czech Academy of Sciences (TC CAS), Ministry of the Interior of the Czech Republic
12:30-14:00 Buffet lunch
14:00-15:00 Tools to Support Security Research - Overview of National Programs
of Security Research
Ministry of the Interior of the Czech Republic
15:00-15:30 Coffee break
15:30-17:00 Cybersecurity Research Support in Horizon Europe programme
Technology Centre, Czech Academy of Sciences (TC CAS), Trilateral Research

19:00 Gala dinner




SCHEDULE

Wed neSday September 14, 2022

BRNO UNIVERSITY OF TECHNOLOGY - FACULTY OF ELECTRICAL ENGINEERING AND COMMUNI-
CATION

Time Program

8:00-9:00  Check-in, refreshments

9:00-9:20 Welcome at FEEC BUT
prof. Ing. Jaroslav Koton, Ph.D., Vice-Dean for Science and Research

9:20-10:00 National Programs
Roles of application guarantees / user organisations, introduction of application guarantees and their needs (Michaela
Ceklova (MVCR), representatives of NUKIB, Police and HZS)

10:00-10:30 European Programs

Searching partners for Horizon Europe consortia (Lenka Svejcarova, TC AV), Introduction of European Defence

Fund (EDF) and the process of proposal creation and evaluation (Katefina Stejskalova, AOBP)

10:40-11:00 Discussion, matchmaking with coffee/refreshments

11:00-12:30 Presentation of BUT FEEC Laboratories and Other Premises of the
Organizing Universities MU Fl + BUT FIT
It is necessary to register in advance. The tours are connected with the pre-
sentation of excellent security research projects in the field of cybersecurity.

BUT FEEC: Quantum Security Laboratory, 5G+ Laboratory, loT Laboratory, CyberGrid
BUT FIT: Computer Networking Laboratory
MU F1: KYPO cybernetic polygon

12:30 Closing of the conference
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Keynote Speaker

BART PRENEEL is a full professor in the COSIC research group in
the Department of Electrical Engineering at the Katholieke Univer-
siteit Leuven in Belgium, former president of International Associ-
ation for Cryptologic Research (IACR) and manager of the ECRYPT
project. He is also the principal investigator of numerous research
projects funded by European programs. With more than 28K cita-
tions and h-index over 80, prof. Preneel is one of the most signifi-
cantresearchers in cryptography and information security.

Moderator

Speakers

ONDREJ KRATOSKA has worked as a sports commentator for
Eurosport, a moderator of conferences, sporting and cultural events
since 1998. Since 2016, he serves as the press secretary of the Min-
istry of the Interior of the Czech Republic.

JAN BECKA employed at the National Cyber and Information Se-
curity Agency since 2021, his primary focus lies in the cooperation
in the realm of cybersecurity research and development on the na-
tional and European level. He coordinates the establishment of the
National Coordination Center, which is part of a network of centers
collaborating with the European Competence Center for Research
and Development in the area of Cybersecurity.
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MICHAELA CEKLOVA works in the Security Research Unit of the
Department of Security Research and Police Education as a senior
analystforresearch, developmentand innovation. She mainly deals
with program management of security research at the Ministry of
the Interior of the Czech Republic. Herareas ofinterestare the prepa-
ration and evaluation of security research programs, the correlation
of security research and science policy of the Czech Republic, and
the implementation of security research results. She isa member of
the Horizon Europe program committee, Cluster 3 Civil Security for
Society. She studied security and strategic studies at the Faculty of
Social Studies of Masaryk University.

JAN CERNOCKY is full professor and Head of the Department

of Computer Graphics and Multimedia at the Faculty of Information

gj ) Technology, Brno University of Technology. He serves as manag-

\ | 9 ing director of BUT Speech@FIT research group. His research in-

N & terests include artificial intelligence, signal processing and speech,
\\\w speaker and language recognition. In the past 20 years, he led and
’/ participated in numerous research projects funded by US DARPA,
, IARPA, European framework programs, Czech funding agenciesand

industry. At FIT, he is responsible for signal and speech processing
courses. In 2006, he co-founded Phonexia. He was general chair of
Interspeech 2021in Brno.

PETR CiKA works as an associate professor and secretary at the
Department of Telecommunications at the Faculty of Electrical En-
gineeringand Communication Technologies, Brno University of Tech-
nology. Research activities include communication technologies,
cybersecurity and cybersecurity certification. Assoc. Prof Cika is
team leader of national applied research projects dealing mainly with
cybersecurity and communication in critical infrastructure. In ad-
dition to research activities, he teaches in the field of communica-
tions technologies and multimedia services.
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FABIO DI FRANCO is working for ENISA since 2017 and is cur-
rently leading the activities in ENISA on cyber skills development
for highly skilled people, with the development of the European cy-
bersecurity skills framework. He is also responsible for developing
skillsin the EU member states and EU institutions through trainings
and exercises for cybersecurity professionals. Fabio has worked
more than 15 years in public and private organizations and has a
master and a PhD in telecommunication engineering. He is a fre-
quent speaker to conferences and events and an advocate in order
attract new talents to cybersecurity.

MILOSLAV DUSEK is a professor of physics and a vice-dean at
the Faculty of Science of the Palacky University in Olomouc. He achieved
his PhD in 1994 at the Charles University in Prague. His scientific in-
terests cover quantum optics, foundations of quantum theory, quan-
tum cryptography, quantum information processing, and quantum
technologies. In the 1990s, he was involved in the development of

a laboratory prototype of a fully functional device for quantum key
distribution.

MILOS DVORAK has been with the National Cyber and Informa-
tion Security Agency since August 2017 and previously worked at
the National Security Authority since its inception. He is the head of
the Cryptology and Cryptologic Resource Development Unit of the
NCISA and therefore he primarily works on applied cryptography
and development of cryptographic resources. His main focus is on
the practical application of cryptography, information and commu-
nication security and on the protection of communication and mo-
bile technologies. He is a graduate of the Faculty of Technical Engi-
neering of the Czech Technical University in Prague.

MARTIN FATUN is working in department of strategic studies of
the Technology Centre CAS as an analyst and project manager. He
concentrates primarily on information and communication technolo-
gies, security and foresightissues. Inthe Technology Centre he works
since 2006. Previously Martin was engaged in computer program-
ming and database applications development. Afterwards he en-
tered IDG Czech publishing house, where he gradually occupied po-
sitions of expert editor and editorial director of Computerworld weekly
and Business World monthly. Martin graduated from the Faculty
of Mathematics and Physics of the Charles University in Prague in
field of mathematical informatics, theoretical cybernetics and sys-
tem theory, with focus on automatic computers and programming.
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LuBOS FENDRYCH employed at the National Cyber and Infor-
mation Security Agency since 2018, currently as the Head of the De-
partment of Education, Research and Projects. In the area of re-
search, he focuses on the involvement of the Agency in national and
international projects, and has also participated in the creation of
the National Plan of Research and Development in Cyber and Infor-
mational Security.

FLORIAN FROWIS is a quantum physicist by training (Ph.D. in

2012 from the U. Innsbruck) with several years of postdoc experi-

ence at the U. Geneva. He joined ID Quantique in 2018 to take care

of collaborative research projects, mainly with European academic

and industry partners. In 2022, he became General Manager of ID

Quantique Europe, aVienna-based company with the mission to pro-
tect the European critical infrastructure with QKD.

JAN HAUNY works as an associate professor at the Faculty of
Electrical Engineeringand Communication at Brno University of Tech-

% & nology. He is the head of the Brno Applied Cryptography & Secu-
f . rity Engineering group, member of the faculty's Scientific Commit-

» z tee and the person responsible for the Information Security study
, programs. The scientific activities of prof. Hajny include research

'“\ﬁj into modern cryptography and privacy protection. Prof. Hajny is

\ L the principal investigator of many projects, including Czech grants
(GACR, TACR, MVCR, MPO, MSMT) and international projects (Hori-
zon 2020, Horizon Europe, Digital Europe). He leads the SPARTA
WP9 Cybersecurity Training and Awareness group, contributes as
a member to the ENISA EU Cybersecurity Skills Framework group,
leads the Quantum security lab at BUT and participates on the Czech
national quantum infrastructure creation.

ADAM HEROUT is a full professor at the Brno University of Tech-
nology, Faculty of Information Technology, Czech Republic. His re-
searchinterestsinclude computervisionanditsapplications, mostly
focused on surveillance and intelligent traffic systems.
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WIDE HOGENHOUT works in the Cybersecurity Technology and
Capacity Building Unit of the Directorate-General for Communica-
tions Networks, Content and Technology of the European Commis-
sion. He did his PhD at the Nara Institute of Science and Technology
in Japan, and has a background in computer science. After working
in industry for several years, he joined the European Commission in
2004. Until 2020 he worked for in the area of Future and Emerging
Technologies, including in particular the Graphene Flagship. To-
day he focusses in particular on the Digital Europe programme and
other actions in the area of cybersecurity.

TOMAS HORVATH is a member of the Fiber Optic group at the
Faculty of Electrical Engineering and Communication at the Brno
University of Technology (BUT) and CESNET a.l.e., Czech Republic .
Research activities of Dr. Horvath include the security of fiber-optic
infrastructures, high-speed transmission of data over fiber-optic
infrastructures, and optical access networks. He is a researcher
in several Czech scientific projects focused on cybersecurity and
GEANT EU project.

HANNES HUBEL obtained his PhD in 2004 from Queen Mary, Uni-
versity of London, UK. In the same year he joined the quantum in-
formation group at the University of Vienna. After several years in
Canada and Sweden, he joined the AIT Austrian Institute of Tech-
nology in 2015. He currently holds the position of a Thematic coor-
dinator for all Quantum Technology activities at the AIT. As senior
scientist he is also responsible for the experimental QKD develop-
ment at the AIT. He is very much involved in the European Quantum
Technology Flagship effort as coordinator of the UNIQORN project
as well as the OPENQKD project. Besides his scientific work, he is
also consulting the European Commission on the deployment plans
foritslarge quantum communication initiative, the EuroQCI. He fur-
thermore coordinates all QKD developments within Austria and the
cross-border activities with neighboring countries for the EuroQCl
initiative, as well as participating in the EuroQCl architecture stud-
ies QSAFE and SAGA PHASE-A for the terrestrial and satellite part of
the European quantum communication network.
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RASTISLAV JANOTA (National Cyber Security Center SK-CERT,
Director) has more than 20 years of experienceintheIT and telecom-
munications sectors. During his professional career, he has held
several expert and top management positions in the field of ICT and
cyber security, both in private sector and state administration, both
in Slovakia and various countries abroad. Since january 12016 he
has been the chairman of the newly created Committee for Cyber
Security of the Security Council of the Slovak Republic. And since
July 1, 2016, after joining the National Security Office, he manages
the area of cyber security where he created and manages the Na-
tional Center for Cyber Security SK-CERT.

SILVIA JIRASKOVA has long beeninvolvedinsupporting the over-
all development of young technology-oriented companiesatthe Tech-
nology Centre CAS and leads the Scale-up your business mentor-
ing programme. She helps prepare companies for negotiations with
private investors and has a broad overview of funding opportunities
from national and European programmes. She helps companies to
navigate through these programmes, identify suitable sources, in-
cluding mentoring in the preparation of project plans. Silvia gradu-
ated from the Faculty of Chemical Technology at STU in Bratislava.
Prior to joining the Technology Centre CAS in 2015, she worked in
sales and business development in the chemical and pharmaceuti-
cal sectors, preparing and managing a number of successful edu-
cational projects funded by structural funds. Since January 2022,
she has been the Head of the Department of Business Development
and Coordinator of the Enterprise Europe Network Czech Republic
consortium.

HEIKKI KALVIAINEN is a full professor of Computer Science and
Engineering atthe Lappeenranta-Lahti University of Technology LUT,
School of Engineering Science, Finland. Prof. Kalvidinen is a head
of the Computer Vision and Pattern Recognition Laboratory at the
Department of Computational Engineering. His research interests
include computer vision, pattern recognition, machinelearning, and
especially applications of digitalimage processingand analysis. Be-
sides LUT, Prof. Kalviainen has worked more than six years in other
universities: as a Professor of Computing at School of Information
Technology of Monash University Malaysia and as a Visiting Profes-
sor at the Faculty of Information Technology of Brno University of
Technology, Czech Republic, the Center for Machine Perception (CMP)
of Czech Technical University, and the Centre for Vision, Speech,
and Signal Processing (CVSSP) of University of Surrey, UK.
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TOMAS KUBALA hasworked inthe area ofengineering (from con-
sulting to production and managing) his whole life, particularly in
the automobile industry. Graduated from the Brno University of Tech-
nology in 1994 (Faculty of Mechanical Engineering, specializing in
Quality Control). Afterwards, he studied and worked in Japan for
two years, and has continued to return there professionally since
then. Spent a part of his career in a multinational company, and af-
terwards worked in a Czech private company. He has shared his
gained experiences for a long time in the area of consulting, espe-
cially in the areas of quality control, increasing effectiveness, com-
petitivenessandinnovationimplementation. Since 2018, he has been
the Chairman of the Board and executive director of INDUSTRY CLUS-
TER 4.0, which focuses its activities towards supporting modern-
ization and digitalization of production processes for smalland medium-
sized companies. Since 2018, he's also been a member of the Scien-
tific Council of the National Centre of Competence in Cybersecurity,
where he formulates the demands of industry in the area of cyber-
security. Since 2020 he has been the Deputy Chairman of the Board
of the Brno Regional Chamber of Commerce, where he is respon-
sible for the topics of Industry 4.0, digitalization, cybersecurity and
cooperation with clusters.

RADIM KUDLA has gained extensive knowledge of IT solutions
architecture and topology, audio processing, speech analytics and
voice biometrics deployments, business strategies and subsidy con-
sultingservicesin hiscareer. Radim participated in severalresearch
and development IT projects co-financed by European Commission
or national funding. He also gained experience of product manage-
ment and go-to-market with IT solutions.
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QUENTIN LADETTO is research director at armasuisse Science
and Technology where he started the Technology Foresight program,
also known as deftech (Defence Future Technologies) - https://deftech.ch.
The goal of the program is to identify disruptive technology trends
and anticipate their use cases that willhave animpacton how Switzer-
land's security is defended and preserved. After a PhD in Geomatics
from the Swiss Institute of Technology in Lausanne (EPFL), Quentin
joined Safran Vectronix AG to industrialize the pedestrian naviga-
tion system developed during his thesis, which would be then se-
lected to be part of the US Land Warrior military program. Prior
to joining armasuisse he worked with different start-ups compa-
nies helping developing various hardware and software solutions
in the fields of Internet mapping, fleet and assets management and
the Internet of Things (IoT). In parallel Quentin completed an Execu-
tive MBAin managementand corporate finance from HEC Lausanne
and a diploma in Technology Management from IMD Lausanne.

MARIA LEITNER is Professor of Computer Science (Process-oriented
Informaation Systems) at the Research Group Workflow Systemsand
Technology, Faculty of Computer Science at the University of Vi-
enna.
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PAVEL LOUTOCKY is a lawyer, researcher and head of section
at the Faculty of Informatics, Masaryk University, where he works
within the Centre of Excellence focusing on issues related to cy-
bercrime, cybersecurity and protection of critical information infra-
structures. He is also a researcher at the Institute of Law and Tech-
nology, Faculty of Law, Masaryk University and a lecturer within the
Cyber Security study programme at the Faculty of Electrical Engi-
neeringand Communication Technologies, Brno University of Tech-
nology. Apart from cybersecurity and cybercrime, his main areas
of interest are electronic identification and electronic documents,
online consumer protection, online dispute resolution, online plat-
forms, electronic contracting, domain names, edustice & eGovern-
ment and international aspects related to some of these areas. He
hascompleted ayear of studies at the University of Abertay, Dundee,
Scotland and a PhD at the Institute of Law and Technology, Masaryk
University, Faculty of Law. Since 2012, he has been a regular mem-
ber of selected working groups within the United Nations Commis-
sion on International Trade Law (UNCITRAL). He is also an external
lecturer at the Queen Mary University of London and Georg-August-
Universitat Gottingen.

ALEKSEJ MAKAROV is Director of Scientific Cooperation and
a former CTO at the Vlatacom Institute of Technology. He was re-
sponsible for one of first elD projects globally, which is the corner-
stone of today’'s e-government services in Serbia. This experience
has been transferred to the protection of data and access authen-
tication in numerous Vlatacom projects in Asia, Latin America and
Africa, in the area of national ID, border control, traffic control and
secured communication systems. His current cyber-security inter-
ests focus on secret key agreement over public channels. He previ-
ously worked at various positions with STMicroelectronics, Orange
Communications, The European Patent Office and the University of
Oxford. He graduated in Electrical Engineering from the University
of Belgrade, and received his PhD degree in telecommunications
from the Swiss Institute of Technology (EPFL).
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LUKAS MALINA is an Associate Professor at the Department of
Telecommunications at Brno University of Technology (BUT), Czech
Republic. For more than ten years, he focuses on cybersecurity, ap-
plied cryptography, privacy-preserving protocols, and authentica-
tion systems. Further, he deals with post-quantum cryptography
and system and device security. He has published more than 90
papers in international journals and conferences, and he has pro-
vided several invited research and teaching lectures at universities
in Europe. Assoc. Prof. Malina is involved as a senior researcher
and team leader in several European and Czech scientific projects
focused on cybersecurity.

MIROSLAV MARES is professor at Faculty of Social Studies of the
Masaryk University in Brno, responsible for the study program se-
curity and strategic studies. He studied political science (1997) and
law (1999) at the MU. He focuses on the research on security policy,
extremism and terrorism, namely in the Central and Eastern Euro-
pean context. He was an advisor of the National Security Audit of
the Czech Republic (2016) and recently he isa member of expert pool
of the European Centre of Excellence for Countering Hybrid Threats
(Hybrid CoE). He is a co-author (with Daniel Novak) of the commen-
tary on the Constitutional Act on the Security of the Czech Republic
(Wolters Kluwer 2019).

PETR MATOUSEK is Associate Professor at the Faculty of Infor-
mation Technology, Brno University of Technology, Czech Republic
with focus on computer networks, cyber security, monitoring and
analysis of network communication. His research activities include
anomaly detection of security incidentsin industrial networks, analy-
sis of encrypted communication, monitoring and management of
loT. He participated in the development of the Computer Network
Research Lab at FIT. Petr externally teaches for Strathmore Univer-
sity in Kenya.

KRISTYNA MEISLOVA works in the Strategic Studies Depart-

ment of the Technology Centre of the CAS as a Senior research an-

alyst and Innovation project manager. She focuses on developing

and cultivating internal and external innovation ecosystems. Her

working domains are horizon scanning, technology foresight, and

designand evaluation ofinnovation strategies. Kristyna holds a mas-
ter of science degree in Social Geography and Regional Develop-

ment from Charles University in Prague.
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LUDEK MORAVEC currently serves as Science and Technology
Attache at the Czech Embassy in Washington, DC. Ludek graduated
in International Area Studies at Charles University in Prague, CZE,
holds MSc in Strategic Studies and Intelligence from the University
of Aberystwyth, UK. Between 2007 and 2012 worked with the de-
partment of security studies, Charles University in Prague and af-
ter a short stay with NATO, he transferred to the Ministry of the In-
terior to support its analytics and programme management efforts
in homeland security research. Ludek took over his current assign-
mentin 2017 in order to establish the science diplomacy line of work
inthe USA, with an emphasis on defense research collaboration. He
remains active in homeland security research in an advisory capac-
ity both in CZE and EU.

PETR MUNSTER is an associate professor and head of the Fiber
Optic group at the Faculty of Electrical Engineering and Commu-
nication at the Brno University of Technology (BUT), Czech Repub-
lic. Research activities of Assoc. Prof. Munster include the security
of fiber-opticinfrastructures, fiber-optic sensors, and transmission
of data and non-data services over fiber-optic infrastructures. He
is a senior researcher and team leader in several Czech scientific
projects focused on cybersecurity. He also participates in the op-
eration of the Quantum security lab at BUT.

MICHAL PAZOUR is head of the Strategic Studies Department
and deputy director for strategy at the Technology centre of the Czech
Academy of Sciences. He specializes in evaluations, analyses and
foresight-based design of research and innovation policies. Michal
is an author or co-author of numerous analytical and policy stud-
ies prepared for the Czech government, European Commission, Eu-
ropean Parliament or OECD. Before joining the Technology Centre
in 2007, Michal worked as an innovation policy analyst at the Czech
Ministry of Industry and Trade. Michal holds a PhD in economic pol-
icy from the University of Economics in Prague.
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EDMUNDAS PIESARSKAS isan expertat Lithuanian Cybercrime
Center of Excellence for Training, Research & Education (L3CE) work-
ing in the field of cybersecurity. Experience in cybersecurity was
build working in several projects, varying from development of com-
petence communities to constructing comprehensive cybersecu-
rity models. Main areas of expertise include education and training
in cybersecurity, innovation uptake issues, cyber componentin hy-
brid threats context. He is also a member of ENISA ad-hock work-
ing group for development of European Cybersecurity Skills Frame-
work.

TOMAS PITNER is a professor at Masaryk University, Faculty of
Informatics where he acts as the Academic Director at Center for
Research and Education in IT (CERIT) and Head of the Lasaris Re-
search Lab. Since 2007, he has worked as an external professor
at the Faculty of Computer Science at University of Vienna. His re-
search focuses primarily on cybersecurity, critical infrastructures,
namely for power grids, e-health applications, enterprise software
architectures and technologies. He also deals with the communica-
tion aspects ofacademic andindustrial cooperation as well as qual-
ifications and professional growth of expertsinIT, particularly in cy-
bersecurity. He leads large-scale applied and contractual research
projects and drives the academic activities within the Cybersecu-
rity Innovation Hub under the Digital Europe. He also acts as the
Secretary of International Advisory Board at National Competence
Centre for Cybersecurity (NC3) since 2019, and he led Research Pro-
gram at Czech CyberCrime and Critical Information Infrastructure
Protection Center of Excellence (C4e).

RADIM POLCAK is the head of the Department of Law and Tech-
nology at the Faculty of Law in the Masaryk University in Brno. As
a guest, he regularly lectures at law schools and judicial training
institutions in Europe and USA. His research focuses on legal the-
ory, information and communication technology (ICT) law and en-
ergy law. He is also arbitrator of the tribunal for .eu and .cz domain
names, a founding member of the European Academy of Law and
ICT. He has published over 150 professional articles, chaptersin pro-
fessional books, conference papers and monographs in the fields of
legal theory, ICT law and energy law.
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PARESH RATHOD is a seasoned technocrat, cyber expert, ed-
ucator and innovator. Currently, he is serving as an international
cyber expert at Laurea-Finland, co-chair of the European Cyberse-
curity Organisation working group-5 and European Cybersecurity
Agency (ENISA) expert-rapporteur in AHWG (European Cybersecu-
rity Skills Framework) and vice-president [ITEDA (UK). His exper-
tiseadding valuesinthe European innovation projects and develop-
mentworkincluding ECHO, CyberSecPro, EU-HYBNET, ECOLHE and
many projects. His development work and projects are contribut-
ing towards the goals of the European cyber secure societies and
European digital single market. Paresh has trained more than 10
thousand students and professionals in the Finland alone. Paresh
Rathod's prime focus of the developmentincludes integration of re-

search, developmentand innovation projects within higher-professional
education, society and businesses.
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ONDREJ RYSAVY is an associate professor at the Brno Univer-
sity of Technology. He specializesin cybersecurity and digital foren-
sics. He has led numerous R&D projects and conducted collabora-
tion with industrial partners in the area of system and network se-
curity, in particular, security network monitoring, threat detection,
and industrial system cybersecurity.

PETR SEIFERT has been working at the National Office for Cyber
and Information Security since 2021 as Head of Education. He deals
with awareness, education, prevention, professional qualifications
and competences in the field of cyber security.
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MARK SCANLON is an Associate Professor in the UCD School of
Computer Science, Founding Director of the UCD Forensics and Se-
curity Research Group, Programme Director of the Mastersin Foren-
sic Computing and Cybercrime Investigation and Principal Inves-
tigator at Ireland’'s National Centre for Applied Al (CeADAR). He is
a Fulbright Scholar in Cybersecurity and Cybercrime Investigation.
Both his MSc and PhD are in the field of Remote Digital Forensic
Evidence Acquisition and Analysis. His research interests include
Remote Evidence Acquisition, Evidence Whitelisting & Data Dedu-
plication, Cloud Forensics, File Synchronisation Service Forensics,
Network Forensics, and Digital Forensics Education. Dr. Scanlon is
an active member of the digital forensics research community and
is a keen editor, reviewer and conference organiser across a range
of key journals and conferences in the field.

PASCAL STEICHEN is founder and CEQ of SECURITYMADEIN.LU,
the Cybersecurity Agency for the Luxembourg Economy and Munic-
ipalities. For more than 20 years, he has been involved in the main
cybersecurity initiatives of the Luxembourg Government, in order to
fosterand empower CYBERSECURITY Luxembourg, the national cy-
bersecurity ecosystem. Building on his huge experience in cyber-
security, today, among others, Pascal is member of the Luxembourg
Cybersecurity Board, lecturer in information security at the Univer-
sity of Luxembourg, board member of CLUSIL (the main association
representing the cybersecurity landscape of Luxembourg), mem-
ber of WomenCyberForce, and involved in the curricular board of
the BTS cybersecurity. Since February 2022, he is the Chair of the
European Cybersecurity Competence Centre (ECCC).

KRISTYNA STEJSKALOVA is the Associate Director of the De-
fence and Security Industry Association of the Czech Republic (DSIA),
which associates companies dealing with research, development,
manufacturing, trade and marketing of defense and security tech-
nology, material and services. Kristyna Stejskalovais also the Czech
defence minister'snominee to the post of the National Focal Point of
the European Defence Fund, is a member of the NATO Science and
Technology Board (STO), and the deputy director of the Czech dele-
gation to the NATO Industry Advisory Group (NIAG). She also lectures
about international security at the Prague University of Economics
and Business.
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TEREZA SAMANOVA As a lawyer with large regulatory experi-
ences from working within the Governmental bodies as well as NGO
sector, she was among the founders of Czechinno Association in
2011 and currently serves as its Member of the Board and Execu-
tive Director. From 2017, she is also coordinator of Central Euro-
pean Platform for Digital Innovations CEEInno grouping stakehold-
ers active in the digital innovation implementation in CEE region -
and, among others, also all the currently registered Czech Digital
Innovation Hubs. In 2019, within the CEEInno Platform crystallised
consortium of Hub for Digital Innovations (H4DI) DIH, where Tereza
serves as an executive representative. She also collaborates as an
expert with Cybersecurity Innovation Hub as one out of the five se-
lected Czech European Digital Innovation Hub. She has also ad-
ministrated the Czech DIH Community within DIHNET Project and
was inaugurated into position of DIHNET Project and 14MS Initia-
tive Ambassador. She is one of the members of the authors’ team
of the Czech National Initiative Industry 4.0, of several governmen-
tal advisory bodies for research, innovations and digital agenda, of
a research team charged with elaboration of expert studies for the
Czech Government in the field of Society 4.0 and a legal expert in
the field of data protection in the digital age and requlatory aspects
of digital economy. She is an active lecturer and author of expert
publications in this field.

LENKA SVEJCAROVA works at the Technology Centre CAS as
a national contact point for Horizon Europe research and innova-
tion programme (HE). She focuses on security research and the dig-
ital area, i.e. Cluster 3 and Cluster 4 sub-programmes of HE. She
also has the role of a national delegation member to the HE pro-
gramme committees in European Commission. Lenka manages the
IDEAL-IST and SEREN projects supporting the cooperation of Euro-
pean national contacts. Before joining the Technology Centre CAS
she worked as a grant project manager at the Czech University of
Life Sciences in Prague. In her previous jobs in Czech Airlines and
later Telefonica Global Solutions, she was engaged in several inter-
national projects as a data analyst and reporting specialist.
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LYUDMYLA TYSYACHNA works in the Technology Centre CAS
as the Czech National Contact Point (NCP) for researchers applying
to European Research Council (ERC) and Marie Sktodowska-Curie
Actions (MSCA) calls in the EU's Horizon Europe Framework Pro-
gramme. She represents the Czech Republic as a delegate in dis-
cussions with the European Commission in the Programme Com-
mittees of both parts of Horizon Europe. Previously, she occupied
the position of Head of the European Research Area Section at the
Czech Academy of Sciences Head Office. In the past, she was also
involvedininternationalisation of Czech higher education sectorand
in promotion of international development cooperation in educa-
tion. She graduated from the Faculty of Social Studies, Masaryk Uni-
versity, in the field of International Relations.

V/LADIMIR VESELY works as an assistant professor for Computer
Networks at Brno University of Technology since 2017. His research
involves: 1) cryptocurrencies and practical deployment of blockchain-
based technologies; 2) modelling and simulation of complex sys-
tems; and 3) large-scale routing/switching networking designs. He
regularly assists law enforcement agencies in tracking cryptocur-
rency assetsinvolved withillicit activities and identifying their own-
ers. He co-founded company called Netsearch, which researches
and develops specialized solutions for cryptocurrency forensics, pass-
word recovery, traffic interception and decoding.

JAN VYKOUKAL has been working at the Ministry of the Interior
since 2000. He has served as the head of the Department of Secu-
rity Research of the Ministry since 2008. Jan Vykoukal participated
in the creation of crucial conceptual and strategic documentsin the
area of security research. He is a member of multiple advisory bod-
ies for the Interior minister responsible for the running of programs
of public support for security research.

ROBERT WOODWARD is a Research Scientist and Team Leader
at the Cambridge Research Laboratory (UK) of Toshiba Europe Ltd.
His research investigates new fibre-based QKD technologies and
theirintegrationinto existing network infrastructure, alongside work-
ingon the development of Toshiba's new QKD products. Priortothis,
he worked in academia in both the UK and Australia, researching
nonlinear fiber optics and ultrafast laser physics.
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DAVID WRIGHT founded Trilateral Research in 2004. David wrote

and won his first two EU projects on the topics of ambient intelli-

‘ gence and risk communications respectively, topics that have con-
T eaiied b tinued to permeate many of TRI's other EU-funded projects. Davidis

. aprolific writer, continually expanding TRI's areas of research through
2 = his work and thought leadership. He has been the principal author
%( ! \\{‘f for many of TRI's winning proposals. He currently co-ordinates the
\\ \m \ ,’m \I' EU-funded (H2020) CC-DRIVER project on the human and techni-

cal drivers of cybercrime. He has published more than 70 articles
in peer-reviewed journals; he has co-edited and co-authored four
books, including Privacy Impact Assessment (Springer, 2012) and
Surveillance in Europe (Routledge, 2015). He coined the term and
published the first article on ethical impact assessment. He has
participatedinseveral foresight expert groups, including four ENISA
expert groups and a DG Research Trust-at-Risk foresight group. He
has developed several scenario construction methodologies, includ-
ing policy scenarios for the EU-funded SHERPA project as well as
“dark scenarios’, a term he coined in the SWAMI project. He is a
member of the European Foresight Monitoring Network and a free-
lance member of the faculty of Law Science.

PAVEL ZEMCIK is the dean of the Faculty of Information Technol-
ogy, Brno University of Technology. Previously he worked as a head
of department of Computer Graphics and Multimedia at the same
faculty, visiting professor at PennState, Behrend College, Erie, PA.
USA, researcher at Lappeenranta University of Technology, Finland,
at University of Surrey, UK, and at University of Bristol, UK. He is in-
terested in research and teaching of image processing, computer
graphics, and computer vision as well as their applications, secu-
rity aspectsand accelerationin hardware. Heisauthor or co-author
of over 180 scientific publications including papers at renowned in-
ternational scientific conferences and in international journals. He
participated on development of over 30 functional samples and soft-
ware tools, b patents, and products, such as visual inspection sys-
temsinindustry or trafficenforcement, in which cybersecurity plays
an importantrole.
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JIRI ZLATUSKA is a Czech computer scientist, university profes-
sor and former politician. He currently serves as the Dean of the
Faculty of Informatics of Masaryk University, which he founded be-
fore his election as Rector of Masaryk University in 1998, where he
was instrumental in the implementation and promotion of the en-
tire University information system and in the preparation of the im-
plementation of the Bohunice University Campus in the form of the
then largest investment by the European Investment Bank outside
the then EU. Jifi ZlatuSka graduated from the Faculty of Science of
Masaryk University in 1981 with a degree in Mathematical Computer
Science and Theoretical Cybernetics. In 1994, he founded the Fac-
ulty of Computer Science at Masaryk University, which he headed
until1998 and then, after the end of hisrectorial mandate, in 2004-20T11
and again since 2015. He has worked on conceptual modelling of in-
formation systems, lambda-calculus, logic programming and com-
putational logic, computer typography and the wider societal impli-
cations of informatics and computerisation.

MOTI ZWILLING is a staff member of the Economics and Busi-
ness Administration at Ariel University. He completed his doctoral
= studies in bio-infotermatics in 2008 at Hebrew University under the
R K] guidance of Prof. Shai Arkin of the Biological Chemistry Depart-
' ment, and Prof. Nati Linial of the Computer Sciences Department.
3' In addition, he completed his doctorate in Marketing (which dealt
M with application of learning algorithms to solve problems in the ad-
vertising field) in 2007, under the guidance of Prof. Gila Fruchter
of Bar Ilan University, School of Economics and Business Admin-
istration. In 2010 he served as a post-doctoral student for one year
in the Systems Information Engineering Department at Ben-Gurion
University, under the guidance of Prof. Lior Rokach. In the post-

doctoral framework, he worked in the research laboratories of Deutsche
Telekom in the field of information security, in the project: “ldenti-

fying keyboard characteristics and behavior characteristics of In-
ternet surfers” through application of learning algorithms.
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Security Research Support
Interdepartmental Conception

Monday, September 12, 2022, 14:00-14:30
JAN VYKOUKAL, DIRECTOR OF THE DEPARTMENT OF SECURITY RESEARCH, CZECH INTERIOR MINISTRY

The Interagency Security Research Support System Policy of the Czech Republic 2017-2023
with a view to 2030 is the general framework for the systematic development of the
system of public support for security research, development and innovation as an in-
tegral part of the research, development and innovation policy specifically realized to
the advantage of the security system of the Czech Republic. The key principle guiding
the management of the support system is the specific link to the security system of the
state, an effort to utilize the existing research capacities in a rational way via comple-
mentary programs of public support, the need to utilize the full potential of bilateral and
multilateral international cooperation; all of this on the condition of social responsibility
in the approach to the security research agenda. Security research develops the abil-
ities of security forces and reacts to current societal needs in the realm of security. In
the scientific context, it facilitates communication between the research and end-user
environments. The key characteristics of security research as laid out in the presenta-
tion include specific aims, determined by the wide spectrum of security benefits, and a
focus on security threats.

National Plan for Development and Research
in the Field of Cybersecurity
Monday, September 12, 2022, 14:30-15:00

LUBOS FENDRYCH, DIRECTOR OF DEPARTMENT OF EDUCATION, RESEARCH AND PROJECTS NUKIB (THE NA-
TIONAL CYBER AND INFORMATION SECURITY AGENCY OF THE CZECH REPUBLIC)

The National Cyber and Information Security Agency (NUKIB) is the central administra-
tive body for cyber security, including the protection of classified information in com-
munication systems and cryptographic protection. Based on the National Cyber Secu-
rity Strategy of the Czech Republic, NUKIB also serves as the national contact point for
coordination of R&D activities in respective areas. To create the strategic framework
for R&D activities in the Czech Republic, NUKIB has published The National Plan for Re-
search and Development in Cyber and Information Security 2022 - 2025.

The Planidentifies research prioritiesin cyber and information security. The nextgoal is
to strengthen cooperation between academic, private and public sectors in R&D and to
ensure technological transfer. Lastly, it focuses on effective cross-border cooperation
and strengthening the role of the Czech Republic in the European Research Area.
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Opportunities of Security Research Support
in Horizon Europe and Beyond

Monday, September 12, 2022, 15:00-15:30
WIDE HOGENHOUT, EUROPEAN COMMISSION, DG CONNECT

The European Union works on various fronts to promote cyber resilience, safequarding
our communication and data and keeping online society and economy secure. The Eu-
ropean Commission and the High Representative of the Union for Foreign Affairs and
Security Policy presented a new EU Cybersecurity Strategy at the end of 2020, which
covers the security of essential services such as hospitals, energy grids and railways.
It also covers the security of the ever-increasing number of connected objects in our
homes, offices and factories. The Horizon Europe Programme and the Digital Europe
Programme provide strategic funding to answer such challenges.

Presentation of the European Cybersecurity
Competence Centre and Network and of the
National Coordination Centre of the Czech Republic

Monday, September 12, 2022, 16:00-16:30

PASCAL STEICHEN, CHAIRMAN OF THE EUROPEAN CYBERSECURITY COMPETENCE CENTRE (ECCC)
JAN BECGKA, NUKIB (THE NATIONAL CYBER AND INFORMATION SECURITY AGENCY OF THE CZECH REPUBLIC)

The need to respond to new cybersecurity challenges, to build resilience and improve
technological and industrial skills of EU member states, and to address the fragmenta-
tion of their industrial and research initiatives, has led to the creation of the European
Cybersecurity Competence Centre (ECCC), which aims to increase Europe’s cybersecu-
rity capacities and competitiveness in cooperation with a Network of National Coordi-
nation Centres. The talk will focus on the process of establishing the ECCC and its main
tasks, the fulfilment of which will enhance European technological sovereignty through
jointinvestments in strategic research projects in cybersecurity.

The presentation will also focus on the present state of the National Coordination Centre
(NCC) in the Czech Republic, which is one of the priorities of the current National Plan for
Research and Development in Cyber and Information Security. Furthermore, the main
tasks of the NCC will be discussed, as well as its benefits to the Czech expert commu-
nity in the field of research and development in cyber security at both the national and
international level.
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Keynote speech: Current Challenges in the Field
of Cybersecurity - State of the Discipline, Challenges

Monday, September 12, 2022, 16:30-17:30
PROF. BART PRENEEL, KU LEUVEN

Research and business investments in cybersecurity are booming yet the state of cy-
bersecurity seems to be getting worse over time. This paradox can be explained by a
combination of technology, market and policy failures. Certification can resolve this
problem, but getting it right is very challenging. At the same time, cybersecurity is see-
ing a shift from attack prevention to detection based on sophisticated big data and Al
solutions. This approach is promising but it results in collateral damage to privacy and
may well bring new cybersecurity risks. This talk will discuss how these challenges can
be addressed by a innovative research solutions embedded in a strategic policy.

Panel: Professional qualification in the Field of
Cybernetic Security
Tuesday, September 13, 2022, 9:00-10:00

PAVEL LouTocKY (C, MUNI - CzECHIA)
MIROSLAV MARES (C, MUNI - CZECHIA)

JAKUB CEGAN (CYBERSECURITY HUB - CZECHIA) PETR SEIFERT (NATIONAL CYBER AND INFORMATION SECU-
RITY AGENCY)

PRE-RECORDED INTRODUCTION FROM FABIO DI FRANCO (ENISA - EU)

The panelfocuses on Czech and EU initiatives aimed at raising skillsand building capac-
ity in the field of cybersecurity. The low availability of qualified professionals in this field
is a global problem that needs to be addressed systematically through needs analysis
and subsequent implementation of appropriate measures. This issue will be discussed
by a panel of experts representing public administration, academia and industry. In
particular, current initiatives and projects, available needs and resource analyses, and
mechanisms through which the availability and skills of the cybersecurity workforce
could be effectively increased will be discussed.
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Roundtable: Foresight for (cyber)secure future
Tuesday, September 13, 2022, 9:00-10:30

«  MODERATOR: MICHAL PAZOUR (TECHNOLOGY CENTRE CAS, CZECH REPUBLIC)
«  QUENTIN LADETTO (ARMASUISSE, SWITZERLAND)
+ LUDEK MORAVEC (CZECH EMBASSY IN WASHINGTON DC, USA)

KRISTYNA MEISLOVA (TECHNOLOGY CENTRE CAS, CZECH REPUBLIC)

Today's world is characterised by considerable volatility, uncertainty, complexity and
ambiguity. This is reflected in a wide range of areas, including defence and security.
Timely and relevant information on dynamic technological and related societal changes
is important for strategic decision-making by governments, businesses, academic in-
stitutions and individuals. Very rapid and dynamic technological and societal changes
and their potential impacts need to be anticipated and responded to in a timely and flex-
ible manner. Therefore, it is essential to continuously monitor technological and soci-
etal trends and to identify in advance the resulting opportunities and potential threats
to the security system and to society in general. The aim of this session is to discuss
approaches to systematically identify technological trends relevant to the security do-
main.

Panel: Post-quantum Security and Formation of

International Quantum Network
Tuesday, September 13, 2022, 10:30-11:30

FOREWORD: ASSOC. PROF. LUKAS MALINA (FEEC BUT, CZECH REPUBLIC)
- PRESENTATION OF RESEARCH ACTIVITIES: TOMAS HORVATH (FEEC BUT, CZECH REPUBLIC)
MODERATED BY: ASSOC. PROF. PETR MUNSTER (FEEC BUT, CZECH REPUBLIC)
«  PRODUCERS REPRESENTATIVES: FLORIAN FROWIS (ID QUANTIQUE) AND ROBERT WOODWARD (TOSHIBA)
« RESEARCH CORPORATIONS REPRESENTATIVES: HUBEL HANNES (OPENQKD, AUSTRIA)
« UNIVERSITY REPRESENTATIVES: PROF. MILOSLAV DUSEK (UPOL, CZECH REPUBLIC)

This panel focuses on presentation of activities in EU and the Czech Republic in the
field of quantum and post-quantum technologies, followed by a discussion of the issue.
Representatives of both academic and private sector from Czech Republic as well as
from abroad will participate in the panel discussion. Issues that will be discussed in the
panel: the current state of national quantum network formation, technical equipment
accessibility, the state of European quantum infrastructure (EuroQCl), the standardizing
process of quantum and post-quantum systems, possibilities of European fund financ-

ing.
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Roundtable: Ways of putting technologies and
research results into practice
Tuesday, September 13, 2022, 11:00-12:30

MODERATOR: MARTIN FATUN (TECHNOLOGICAL CENTER OF THE CZECH ACADEMY OF SCIENCES)
« SILVIA JIRASKOVA (TECHNOLOGY CENTRE CAS)
. TOMAS KUBALA (INDUSTRY CLUSTER 4.0)

TEREZA SAMANOVA (CZECHINNO)
« DAVID WRIGHT (TRILATERAL RESEARCH, UK
MILOS DVORAK (NATIONAL CYBER AND INFORMATION SECURITY AGENCY)

Panel focused on the (eco)system for cooperation between the research sphere and en-
terprises and public institutions in the field of cyber security and for effective transfer
of research results into practice. What structures and tools are available for collabo-
ration between research and practice, where reserves do we have and how should we
improve the existing mechanisms and their use? Experiences of researchers and po-
tential users, barriers, good practices and recommendations for further development
will be presented and discussed.

Panel: Education and prevention in cybersecurity

Tuesday, September 13, 2022, 11:30-12:30
FOREWORD: ASsOC. PROF. PETR Cika (FEEC BUT, CZECH REPUBLIC)
- PRESENTATION OF RESEARCH ACTIVITIES: ASS0OC. PROF. JAN HAUNY (FEEC BUT, CZECH REPUBLIC)
«  PETR SEIFERT (NATIONAL CYBER AND INFORMATION SECURITY AGENCY - NUKIB, CZECH REPUBLIC)
TOMAS PITNER (MASARYK UNIVERSITY, CZECH REPUBLIC)
«  MARIA LEITNER (UNIVERSITY OF VIENNA, AUSTRIA)

« PARESH RATHOD (LAUREA UNIVERSITY OF APPLIED SCIENCES, FINLAND)
« EDMUNDAS PIESARSKAS (LITHUANIAN CYBERCRIME CENTER OF EXCELLENCE FOR TRAINING)

This panel focuses on the issues of education in the field of cybernetic security in the
Czech Republic and EU. A presentation of activities concerning this matter in the Czech
Republic and EU, followed by an international roundtable discussion with representa-
tives of universities, security forces and EU organizations are part of the roundtable. Is-
sues that will be discussed in the panel (i.a.): educational framwork (e.g. EU CSF), new
training technolgies (e.g. cyber-range), the role of national authorities in education, co-
operation in forming new study programmes.
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Cyber criminality and Digital Forensics
Tuesday, September 13, 2022, 14:00-15:00

FOREWORD: ASSOC. PROF. RYSAVY (FIT BUT, CzZECH REPUBLIC)
PRESENTATION OF RESEARCH ACTIVITIES: ASSOC. PROF. PETR MATOUSEK (FIT BUT, CZECH REPUBLIC)
RASTISLAV JANOTA (NATIONAL CYBER SECURITY CENTER SK-CERT, SLOVAKIA)
«  MARK SCANLON (ASSOCIATE PROFESSOR, UNIVERSITY COLLEGE DUBLIN, IRELAND)
STANISLAV KOVARNIK (KRAJSKE REDITELSTVi POLICIE JIHOMORAVSKEHO KRAJE, CZECH REPUBLIC)
« VLADIMIR VESELY (NETSEARCH, CZECH REPUBLIC)

Cyber criminality is an imminent threat to modern digitalized society. Many individuals
and companies experienced cyber-attacks where the damages were from hundreds of
euros to millions. As our society depends on digital infrastructure, we must carefully
protect our critical assets and fight cybercriminals. A high level of cybersecurity is cru-
cial for the trust of Europe’'s society and citizens in the digital environment, which is the
major driving force of growth and competitiveness.

Tools to Support Security Research - Overview
of National Programs of Security Research

Tuesday, September 13, 2022, 14:00-15:00
MINISTRY OF THE INTERIOR OF THE CZECH REPUBLIC

The Ministry of the Interior is the gestor of security research and a provider of state
support in research, development and innovation. This support is provided primarily
through security research programs. The main goal of security research programs is
to support development, testing and evaluation activities in the area of the security of
the state and its citizens, in accordance with the characteristic needs of the security
system.

The Ministry of the Interior therefore implements a program portfolio consisting of four
basic programs. Each security research program focuses on different types of research
projects, defines the preferred types of main results and their ownership, as well as
the involvement of user organizations in the projects in the roles of application guar-
antors and testing authorities. Due to the specific focus of security research programs,
projects are selected using adequate selection and evaluation criteria, which empha-
size different attributes of both projects and solution characteristics.
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Speech Mining
Tuesday, September 13, 2022, 15:30-16:30

FOREWORD: PROF. JAN CERNOCKY (FIT BUT, CZECH REPUBLIC)
« RADIM KUDLA (GOVERNMENT SOLUTIONS, PHONEXIA, CZECHIA)
« CHRISTOPH PRINZ (CTO, HENSOLDT ANALYTICS GMBH, AUSTRIA)

«  CLAUDIA CEVENINI (CONSULTANT ON LEGAL INFORMATICS, IT ETHICS, AND DATA PROTECTION, ADJUNCT PRO-
FESSOR OF IT LAW, DISI UNIVERSITY OF BOLOGNA, ITALY)

Speech has been the main modality of human to human communication since the be-
ginning of mankind and besides its legitimate use, it is also the main communication
vehicle of the “bad guys”’. US DARPA projects were at the very start of automatic speech
recognition research and development and security and defense organizations con-
tinue to be the main sponsor of speech research and development. While with cur-
rent widespread use of voice assistants and services, it might seem that “speech” is
solved, speech mining for security (tactical, investigation and forensic use) still presents
challenges: multilinguality, robustness, operation with far-field microphones and many
others. This panel includes specialists from academia, industry and legal field and will
discuss the future of speech R&D in security research and deployment.
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Cybersecurity Research Supportin
Horizon Europe programme
Tuesday, September 13, 2022, 15:30-16:30

LENKA SVEJCAROVA, TECHNOLOGY CENTRE CAS, CZECH REPUBLIC
LYUDMYLA TYSYACHNA, TECHNOLOGY CENTRE CAS, CZECH REPUBLIC
DAVID WRIGHT, TRILATERAL RESEARCH, UNITED KINGDOM

Horizon Europe is the EU's 9th Framework Programme for funding research and inno-
vation, with the most ambitious scope and largest budget in history. Security research
funding opportunities are placed in the sub-programme Cluster 3 “Civil Security in So-
ciety’, which is implemented through collaborative projects carried out by consortia of
partners. The presentation of Lenka Svejcarova, who is the national contact for Cluster
3, will inform about the currently open calls focused on cybersecurity.

In addition to grants designated merely for international project consortia, Horizon Eu-
rope offers also funding for individual excellent researchers. The European Research
Council (ERC), an autonomous part of the EU's Framework Programmes governed and
evaluated solely by scientists, supports ground-breaking ideas throughout research
domains with no prescribed priority topics. Lyudmyla Tysyachna, the national contact
for ERC, will address these opportunities and present the support system that Czech
applicants can benefit from.

As acomprehensive follow up of the previous presentations David Wright from Trilateral
Research (UK), which has successfully partnered in and coordinated dozens of Horizon
projects, will share his experience with the preparation and writing of project proposals,
with the partner search, and will also focus on the collaboration with end-users from
public and private sectors.
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Safe Artificial Intelligence
Tuesday, September 13, 2022, 16:30-17:30

OPENING TALK: JIRi ZLATUSKA (MUNI - CZECHIA)
RADIM POLCAK (FACULTY OF INFORMATICS, MASARYK UNIVERSITY - CZECHIA)
« ANTONIN KUCERA (FACULTY OF INFORMATICS, MASARYK UNIVERSITY - CZECHIA)
«  TOMAS VOUNAR (FACULTY OF INFORMATION TECHNOLOGY, BRNO UNIVERSITY OF TECHNOLOGY - CZECHIA)
« ALZBETA KRAUSOVA (INSTITUTE OF STATE AND LAW, CZECH ACADEMY OF SCIENCES - CZECHIA)
« PETR KoUBSKY (DENIKN - CZECHIA)

Artificial intelligence is one of the disruptive technologies that are and will continue to
impact all spheres of digital society. On the one hand, its implementations provide new
tools to ensure security, but at the same time, it also brings certain technical, social,
ethical or legal security risks that need to be actively evaluated and addressed. This
panel will discuss the current situation in the field of Al security, the main security chal-
lenges related to the use of this technology and the approaches to addressing them that
current research offers. Research institutions, public administration and industry are
represented on the panel.

Image Processing and Security
Tuesday, September 13, 2022, 18:00-19:00

- FOREWORD: PROF. ADAM HEROUT (FIT BUT, CZECH REPUBLIC)
HEIKKI KALVIAINEN (LUT UNIVERSITY, FINLAND)

«  ALEKSEJ MAKAROV (VLATACOM INSTITUTE OF TECHNOLOGY, SERBIA)

«  MOTIZWILLING (ARIEL UNIVERSITY, ISRAEL)

« PaVEL ZEMCIK (FIT VUT, CZECH REPUBLIC)

Image and video processing presents a significant source of Information in security.
The image and video contain not only security-relevant Information (such as the pres-
ence and identity of persons, vehicles, and other objects) but also more advanced Infor-
mation (such as their speed and trajectory; in the case of multi-camera systems, also
Information about motion in more extended periods). Image and video can also be used
for biometry and to extract safety-related Information. On the other hand, image and
video processing are also subjects of cybersecurity, as well as other matters such as
the data authenticity, timing of its acquisition, or data protection. Finally, images and
video can present a threat to privacy and issues, such as to what extent the society is
ready to process iamge and video on a wide scale and how the technology can be made
safe from the privacy point of view are subject of interest as well.
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