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Introduction

m Procedure for checking entailments in separation logic.

m Separation logic (SL):
» a formalism for reasoning about heaps,
» allows for scalability: local reasoning,
» used, e.g., in Space Invader, Slayer, HIP/SLEEK, Predator, S2, ...
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Introduction

m Procedure for checking entailments in separation logic.

m Separation logic (SL):
» a formalism for reasoning about heaps,
» allows for scalability: local reasoning,
» used, e.g., in Space Invader, Slayer, HIP/SLEEK, Predator, S2, ...

m Reasoning about heap-manipulating programs:
» crucial for many program analysis tasks,
» difficult: oo sets of graphs,
» still under heavy research.
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Separation Logic

m Basic formulae of SL:

@ = A, .., Xp . [NTAX

M = xy=Xo| Xy #Xo | Xx=null |1 Al pure part

Y o= emp|x— {(f1,x1),...,(fn,Xn)} | 1 x X  shape part
m Example:

¢ = 3Ix1.E — {(next,x1)} * x; = {(next, F)}
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Separation Logic

m Basic formulae of SL:

@ = A, .., Xp . [NTAX

M = xy=Xo| Xy #Xo | Xx=null |1 Al pure part

Y o= emp|x— {(f1,x1),...,(fn,Xn)} | 1 x X  shape part
m Example:

¢ = 3Ix1.E — {(next,x1)} * x; = {(next, F)}

m Inductive predicates:
» Abstraction:
e adata structure of any length (size) via recursion.
» Example (singly linked list):

SIE,F) L (E = F A emp)v
(E # F A3Xy. E v {(next, Xy)} * sl(Xy, F))
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Entailments in Separation Logic (1/2)

?

o EY

Is ¢ an unfolding of ¢? )

m Example:
Ix1, X2 . E — {(next, x1)} * sll(xq, X2) * X2 — {(next, F)}
?
= sll(E, F)
m where

SI(E,F) % (E=F rnemp)V
(E # F A3Xy. E — {(next, Xy)} * sl(Xy, F))
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Entailments in Separation Logic (2/2)

m Invariant checking for heap-manipulating programs:

» resolving verification conditions in deductive verification,
» fixpoint checking in abstract interpretation-based approaches.

m In general undecidable.
m There exist decision procedures for various fragments.

» In what follows, one such fragment and a decision procedure are
presented.
» Originally published at APLAS 14.
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Considered Singly-Linked Fragment (1/3)

We start with various kinds of singly-linked lists expressible using the
template:

P(E,F,B): (E=FAemp)Vv
(EZ(F)UE A X332 . 5EXy, ZUB) P(X, F E))

This template allows us to express:
m Simple singly-linked lists (SLLs):

E F
(" £ sl(E,F)
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Considered Singly-Linked Fragment (1/3)

We start with various kinds of singly-linked lists expressible using the
template:

P(E,F,B): (E=FAemp)Vv
(EZ(F)UE A X332 . 5EXy, ZUB) P(X, F E))

This template allows us to express:
m Simple singly-linked lists (SLLs):

E F
=" | sl(E,F)
m SLLs with additional (e.g. head/tail) pointers:
E F

II ]

= slib(E, F, B)
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Considered Singly-Linked Fragment (2/3)

P(E,F,B)= (E— Fremp)v
(EZ(F)UE A X3Z 5(EXy, ZUB) P(X, F E))

m Cyclic lists:

E n n n
i n = slic(E)
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Considered Singly-Linked Fragment (2/3)

P(E,F,B)= (E— Fremp)v
(EZ(F)UE A X3Z 5(EXy, ZUB) P(X, F E))

m Cyclic lists:

E n n n

% n = sllc(E)
m Skip lists:

n2 n2 n2 n2
E F
M Ny WOy Ny NG | gkI2(E, F)

T Yy = skI3(E, F)
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Considered Singly-Linked Fragment (3/3)

P(E,F,B)= (E— F /emp)v
(EZ(F) OB A %32 . 5E Xy, ZUB) P(X, F E))

m Nested combinations of the above:

B = nsll(E, F,B)
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Overview

— ?
3X.I'I¢AZ¢):FI¢/\Z¢
—_— =

® (0

Normalize ¢ and v:
» add implied (dis)equalities,
» remove empty inductive predicates.
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Normalize ¢ and v:
» add implied (dis)equalities,
» remove empty inductive predicates.
Test entailment of normalized pure parts (is I, = M, SAT?).
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Overview
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HX.I'I¢,/\Z¥,|:I'I¢/\Z¢
—_———— ——

¥ (G
Normalize ¢ and v:
» add implied (dis)equalities,
» remove empty inductive predicates.
Test entailment of normalized pure parts (is I, = M, SAT?).

Match every points-to x — {...} in X, with a points-to in X.
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Overview
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¥ (G
Normalize ¢ and v:
» add implied (dis)equalities,
» remove empty inductive predicates.
Test entailment of normalized pure parts (is I, = M, SAT?).
Match every points-to x — {...} in X, with a points-to in X.
Reduce the r?est of ¥, and Z?¢ to:

? 7
o1EP1 N paEP AN pz3EP3 A

© Transform ¢; ~ tree 7,
e spanning tree + routing expressions.
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» add implied (dis)equalities,
» remove empty inductive predicates.
Test entailment of normalized pure parts (is I, = M, SAT?).
Match every points-to x — {...} in X, with a points-to in X.
Reduce the r?est of ¥, and Z?¢ to:

? 7
o1EP1 N paEP AN pz3EP3 A

© Transform ¢; ~ tree 7,
e spanning tree + routing expressions.
@® Transform P; ~ tree automaton Ap;:
e all unfoldings of P;.
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Overview

— ?
HX.I'I¢,/\Z¥,):I'I¢/\Z¢
—_———— ——

¥ (G
Normalize ¢ and v:
» add implied (dis)equalities,
» remove empty inductive predicates.
Test entailment of normalized pure parts (is I, = M, SAT?).
Match every points-to x — {...} in X, with a points-to in X.
Reduce the r?est of ¥, and Z?¢ to:

? ?
o EPT AN pEP AN p3EP A

© Transform ¢; ~ tree 7,
e spanning tree + routing expressions.
@® Transform P; ~ tree automaton Ap:
e all unfoldings of P;.
©® Test:

T, € L(Ap)
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Normalization (1/3)

— ?
EIX.I'Iw/\Z@):I'Ilb/\ZQp
—_— —

® (0

Boolean abstractions of ¢ and :
m A conjunctive formula constructed as follows:
m Start with () and process the pure part first.
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Normalization (1/3)

— ?
EIX.I'Iw/\Z@):IM/\qu
—_— —

® (0

Boolean abstractions of ¢ and :
m A conjunctive formula constructed as follows:
m Start with () and process the pure part first.

m Add an encoding of IM:

» For E= FinM,add [E = F] for a Boolean variable [E = F].
» For E # Fin, add —[E = F].
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Normalization (1/3)

— ?
EIX.I'Iw/\Z@):IM/\qu
—_—— ——

v (U
Boolean abstractions of ¢ and 1:
m A conjunctive formula constructed as follows:

m Start with () and process the pure part first.
m Add an encoding of IM:
» For E= FinM,add [E = F] for a Boolean variable [E = F].
» For £ # Fin N, add —[E = F].
m Add an encoding of equality:
» reflexivity: [E = E] for all E,
» symmetry: [E = F] < [F = E]forall E,| F,
» fransitivity: [E = F]A[F = G] = [E = G]forall E, F, G.
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Normalization (2/3)

— ?
HX.I'I¢,/\Z¥,):I'I¢/\Z¢
—_— =

® (0

Boolean abstractions of ¢ and :
m Pure part 1 finished, now do the shape ¥.
m Add an encoding of ¥:
» Fora=E — {fi — xq,...}in X, add [E, g]. (E is allocated in a.)
> Fora=P(E.F. B)in <, add [E, &) @ [E = F].
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Normalization (2/3)

— ?
HX.I'I¢,/\Z¥,|:I'I¢/\Z¢
—_— =

® (0

Boolean abstractions of ¢ and :
m Pure part 1 finished, now do the shape ¥.
m Add an encoding of ¥:
» Fora=E > {fi— xq,...}in X, add [E, a]. (E is allocated in a.)
> Fora=P(E.F. B)in <, add [E, &) @ [E = F].
m Add an encoding of separating conjunction x:
» ([E=F]A[E,a]) = —[F,d]forall E,F,a+# a.
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Normalization (3/3)

— ?
HX.I'ISO/\Z@):I'W/\ZQ/,
—_— —

¥ (0

Boolean abstraction of ¢ (for ¢ similar):
m Properties of BoolAbs[y]:

» ¢ and BoolAbs|y] are equisatisfiable.
» © = E = Fiff BoolAbs|y] = [E = F].
» o = E +# Fiff BoolAbs|yp] = —[E = F].
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Normalization (3/3)

— ?
3)(.FM7A\Z¢ FZH#,A\Z¢
—_— —

¥ (0

Boolean abstraction of ¢ (for ¢ similar):

m Properties of BoolAbs[]:
» ¢ and BoolAbs|y] are equisatisfiable.
» o = E = F iff BoolAbs[y] = [E = F].
» = E +# F iff BoolAbs[y] = —[E = F].
m Normalization of ¢:
» If BoolAbs[y] is UNSAT:

e ' := false; return ¢';
» If BoolAbs|y] is SAT:
o ¢ =y
e o := 'U (dis)equalities implied by BoolAbs[y];

e o := '\ empty inductive predicates; #/ P(E,F, B) s.t. E= F iny'

e return ¢;
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A Complex Entailment Example 1 = 12 (1/3)

v = 31, Y2, Y3, Ya, 0,2, L. X £ ZNL F Z N
X — {(S, 22), (h, Z1)} * Zo > {(s,y), (h, Zg)} * 15(21,2) * lS(Zg,Z)
lS(y, Y1) * sklg(y, Y3) * ls(Y1, Yg) *
Y3 — {(fg, t), (f1, Y4)} * Y4 — {(fg,null), (f1, t)} * {(S, Y2)}

Yo =y F#tAnll(X,y,z)*skla(y, ) xt = {(s,y)}
Y s Y,
o=
1s S
Y-
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A Complex Entailment Example 1 = 12 (2/3)

Before normalization: Y. Y
1ls
O—
1s s S
y 3 X Y t
1, 7 n11(2) m
O t = —
fy . e
Ya

After normalization:
Yi, Y2
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Entailment of Shape Parts

— ?
IX Ny AX =My A Xy

¢’ Y

For every shape atom of ¥, find a subformula of ¥ /:
m For each points-to E — {(f,Xx1),...}in Xy:
> find E — {(fi,x),...}in .
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Entailment of Shape Parts

— ?
Ix. rlgo’ A 290' }= I'IW A ZW
¢ (o
For every shape atom of ¥, find a subformula of ¥ /:

m For each points-to E — {(f,Xx1),...}in Xy:

» find E — {(fi,x1),...}inZ,.
m For inductive predicates P(E, F, B) in Xy

» in the order from the most specialized to the most general,
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¢’ Y

For every shape atom of ¥, find a subformula of ¥ /:
m For each points-to E — {(f,Xx1),...}in Xy:
» find E — {(fi,x1),...}inX,.
m For inductive predicates P(E, F, B) in Xy

» in the order from the most specialized to the most general,
» look at X, as a graph,
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Entailment of Shape Parts

— ?
Ix. rlgo’ A 290' }= I'IW A Zw/
(p/ wl
For every shape atom of ¥, find a subformula of ¥ /:
m For each points-to E — {(f,Xx1),...}in Xy:
» find E — {(fi,x1),...}in X,.
m For inductive predicates P(E, F, E) in Xy
» in the order from the most specialized to the most general,
» look at X, as a graph,

» select a subgraph G of X, corresponding to E, F, and E)
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Entailment of Shape Parts

— ?
Ix. rlgo’ A ZQO' }= I'IW A Zw,
¢ '
For every shape atom of ¥, find a subformula of ¥ :
m For each points-to E — {(f,Xx1),...}in Xy:
> find E — {(fi,x),...}in .

m For inductive predicates P(E, F, §) in Xy
in the order from the most specialized to the most general,
» look at X, as a graph,

select a subgraph G of ¥,/ corresponding to E, F, and E)
transform G into a tree Tg with the root E,

v

\4

v

C. Enea, O. Lengal, M. Sighireanu, T. Vojnar | Compositional = Checking for a Frag. of SL Vienna UT, 2015 15/25



Entailment of Shape Parts

— ?
IX. I'ISD/ A Z‘P' ): I'wa A Zw/
¢ '
For every shape atom of ¥, find a subformula of ¥ :
m For each points-to E — {(f,Xx1),...}in Xy:
> find E — {(fi,x),...}in .

m For inductive predicates P(E, F, E) in Xy
in the order from the most specialized to the most general,
» look at X, as a graph,

select a subgraph G of ¥,/ corresponding to E, F, and B
transform G into a tree Tg with the root E,
transform P(E, F, B) into a tree automaton A

v

\4

v

>

P(E,F,B)’
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Entailment of Shape Parts

— ?
IX. I'ISD/ A Z‘P' ): I'wa A Zw/
¢ '
For every shape atom of ¥, find a subformula of ¥ :
m For each points-to E — {(f,Xx1),...}in Xy:
> find E — {(fi,x),...}in .

m For inductive predicates P(E, F, E) in Xy
» in the order from the most specialized to the most general,
» look at X, as a graph,

select a subgraph G of ¥,/ corresponding to E, F, and B

transform G into a tree Tg with the root E,

transform P(E, F, B) into a tree automaton A

test: ?
Ta € L(Ape £ 5))

P(E,F,B)’
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A Complex Entailment Example 1 = 12 (3/3)

Selected subgraphs:

’
\\\ ,’Select(”{/}1,l’lll(x,y,z))
N
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Entailment of Shape Parts

Transforming Graphs into Trees (1/2)

Identify a unique spanning tree of a rooted graph:

m Construct an ordering on selectors such that:

» selectors of a predicate < selectors of its nested predicates,
» “forward” selectors < selectors going “down” to nested predicates,
» selectors going “down” < selectors going to the border.

m Spanning tree edges: a part of minimal paths to particular nodes.
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Entailment of Shape Parts

Transforming Graphs into Trees (1/2)

Identify a unique spanning tree of a rooted graph:

m Construct an ordering on selectors such that:

» selectors of a predicate < selectors of its nested predicates,
» “forward” selectors < selectors going “down” to nested predicates,
» selectors going “down” < selectors going to the border.

m Spanning tree edges: a part of minimal paths to particular nodes.

Label nodes with minimal compacted paths: X ¢ 8 ¢V
m each f"in a path, n > 1, replaced by f, Sh A
m identifies repeated nodes of the same kind. shf th
shf shf
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Entailment of Shape Parts

Transforming Graphs into Trees (2/2)

Split every join node (> 1 incoming edges) into several copies:
m one for every incoming edge ¢ ST,
m label every copy with an alias:
» paths to variables: alias|M], M € Vars,
» Qo “up” to the closest label (loops): alias? [label],
» go “up” and then “down” (multiple joining paths)): alias?t [label].
m If no alias available, return L (out of fragment).
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Entailment of Shape Parts

Transforming Graphs into Trees (2/2)

Split every join node (> 1 incoming edges) into several copies:
m one for every incoming edge ¢ ST,
m label every copy with an alias:
» paths to variables: alias[M], M € Vars,
» go “up” to the closest label (loops): aliast [label],
» go “up” and then “down” (multiple joining paths)): alias?t [label].
m If no alias available, return L (out of fragment).

For example:
E

1 2 1
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Entailment of Shape Parts
Transforming Graphs into Trees (2/2)

Split every join node (> 1 incoming edges) into several copies:
m one for every incoming edge ¢ ST,
m label every copy with an alias:
» paths to variables: alias[M], M € Vars,
» go “up” to the closest label (loops): aliast [label],
» go “up” and then “down” (multiple joining paths)): alias?t [label].
m If no alias available, return L (out of fragment).

For example:
E f1 E| thI f1 F
3 3 f2
E 3 Xil alias[F]
f1 1
B (] o
f2
3 3 5~alias[F]
alias[B] alias[B]
aliast[f1]
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (1/3)

Derive a TA encoding all possible partial as well as full unfoldings of P
where folded and unfolded parts may arbitrarily interleave:
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (1/3)

Derive a TA encoding all possible partial as well as full unfoldings of P
where folded and unfolded parts may arbitrarily interleave:

Unfold the predicate P twice ~» PI2l:
» necessary to capture all possible alias relations we use.
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (1/3)

Derive a TA encoding all possible partial as well as full unfoldings of P
where folded and unfolded parts may arbitrarily interleave:

Unfold the predicate P twice ~» PI2l:
» necessary to capture all possible alias relations we use.
» E.g., Zp(E, Xy, B) = E — {(fi, Xu), (f2, Xy)(f3, B)}:

E

I F

f2

3 3

C. Enea, O. Lengal, M. Sighireanu, T. Vojnar | Compositional = Checking for a Frag. of SL Vienna UT, 2015 19/25



Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (1/3)

Derive a TA encoding all possible partial as well as full unfoldings of P
where folded and unfolded parts may arbitrarily interleave:
Unfold the predicate P twice ~» PI2l:

» necessary to capture all possible alias relations we use.
» E.g., Xp(E, Xy, B) = E — {(fi, Xy), (£, Xy)(f3, B) }:
E

oo AXU gy E
3 3 f2
B
Get the tree encoding 7pp:
E f1 EIthI f1 alias[F]
f2
f3 3 t5~alias[F]
alias[B] alias[B]
aliast[f1]
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (2/3)

Transform 7pp into a tree automaton App accepting {7pp }:
lias[F]

f1 f1 f
f2
B B f %Iias[F]
alias[B] liash[f1] | alias[B]
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (2/3)

Transform Tpyg into a tree automaton Apz accepting {7pp }:
lias[F]

f1 f1 f
f2
B & f %Iias[F]
alias[B] liasH[f1] | alias[B]

Add a loop enabling construction of the list backbone of size > 2:
lias[B]

0O aliasHf1]

f1
2 1 i1 AliasiF]
& f %Iias[F]
alias[B] liasH[f1] | alias[B]
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (3/3)

Duplicate backbone transitions with transitions over P ~ Appj,
» to enable arbitrary interleaving:

lias[B]
O aIiaPsﬁgﬂ] P(B)
T )/n\\fliaS[F]

%Iias[F]

f1

P(B

alias[B] alias[B]
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (3/3)

Duplicate backbone transitions with transitions over P ~ Appj,
» to enable arbitrary interleaving:

lias[B]
O aliasﬁgﬂ] P(B)
T )/ﬁ\fliaS[F]

%Iias[F]

f1

P(B

alias[B] alias[B]

A For every nested predicate edge over Q, insert Aq,
» and modify the aliases appearing in Aq.
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Entailment of Shape Parts

Transforming Inductive Predicates into Tree Automata (3/3)

Duplicate backbone transitions with transitions over P ~ Appj,
» to enable arbitrary interleaving:

lias[B]
O aliasﬁgﬂ] P(B)
T )/ﬁ\fliaS[F]

%Iias[F]

f1

P(B

alias[B] alias[B]

A For every nested predicate edge over Q, insert Aq,
» and modify the aliases appearing in Aq.

Unite Appy with App) ~ Apji.
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Soundness, Completeness & Complexity

The decision procedure is:
m sound,
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Soundness, Completeness & Complexity

The decision procedure is:
m sound,

m polynomial (relative to SAT) and incomplete:
» issues with possibly empty nested lists and consequent aliasing,
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Soundness, Completeness & Complexity

The decision procedure is:

m sound,
m polynomial (relative to SAT) and incomplete:

» issues with possibly empty nested lists and consequent aliasing,
B an easy extension — exponential and complete:

» exponential in the maximum height of the hierarchy of nested
predicates.
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Doubly-Linked Lists

dl1(E,F,P,S)=(E=SAF=PAemp)V
(E#SANF#P A 3Xc1. E— {(next, X:1), (prev, P)} « d11(X:1, F, E, S)).
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Doubly-Linked Lists

d11(E,F,P,S)=(E=SAF=PAemp)V
(E#SANF#P A 3Xc1. E— {(next, X:1), (prev, P)} « d11(X:1, F, E, S)).

A new kind of label is needed to close the next/prev loops:
m second predecessor with a given label.
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Doubly-Linked Lists

d11(E,F,P,S)=(E=SAF=PAemp)V
(E#SANF#P A 3Xc1. E— {(next, X:1), (prev, P)} « d11(X:1, F, E, S)).

A new kind of label is needed to close the next/prev loops:
m second predecessor with a given label.

P E

~ N

S
O
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Doubly-Linked Lists

d11(E,F,P,S)=(E=SAF=PAemp)Vv
(E#SANF#P A 3Xc1. E— {(next, X:1), (prev, P)} « d11(X:1, F, E, S)).

A new kind of label is needed to close the next/prev loops:
m second predecessor with a given label.

P E

n n n n

() ) M)

S
O
p p p p

n

aias[P] O E OO0
\p} ;

n

(O alias [S]
p p

alias [E] alias 12[n] alias 12[n]
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Doubly-Linked Lists

d11(E,F,P,S)=(E=SAF=PAemp)Vv
(E#SANF#P A 3Xer. E— {(next, Xc1), (prev, P)} + d11(X:1, F, E, S)).

A new kind of label is needed to close the next/prev loops:
m second predecessor with a given label.

P E

S
n NS

p p p p
n

aias[P] O E OO0
\p} ;

p p

n

(O alias [S]

alias [E] alias 12[n] alias 12[n]

One more kind of label needed for circular DLLs.
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Experimental Results

Implemented in a solver SPEN.
m Input format: SMTLIB2,
» extension for separation logic.

m Uses:

» MINISAT,
» VATA tree automata library.

m Benchmarks (from SL-COMP’14):

» 292 1s problems: < 8s — 2" place,

» 43 “fixed definitions” problems — operations on:
nested singly-linked lists,

nested circular singly-linked lists,

3-level skip lists,

doubly-linked lists.

average time: 0.35s — 1% place.
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Future work

m Generalize to a more expressive fragment of SL.

m Combine with reasoning about other kinds of data.

m Integrate into a program analysis framework.
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