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This software processes data about Tor network. The main source is Tor
CollecTor!, which is available for research purposes. The tool augment the data
with data from MaxMind GeoLite2 data® and data fetched from public DNS.

CollecTor contains all regisered public nodes that were usable as entry nodes,
exit nodes, and relays. Neither Tor bridges nor Tor users are stored in the
database.

Conceptually, this tool was inspired by the service Exonerator® and Torsta-
tus?. The database created by this tool differs from:

— FExonerator because it contains more details about the Tor nodes;
— Torsatus because it contains historical data.

The database is available as a REST API° and allows to fetch structured
data as JSON (for machine processing) and HTML (for human processing).
Data encoding is controlled by the Accept header.

You should set up the program (see install guide) so that the database is
automatically updated. CollecTor updates once per hour. MaxMind updates
once per week (ASN database) or month (location database).

1 Tool use cases

This section describes the anticipated use cases for the Toreator API and com-
plementary web service.

1.1 Law enforcement agencies

A detective learns an IP address that was revealed during an investigation to be
connected with a crime. The detective can consult the Toreator database. If the
IP address was not a part of the Tor network, the detective can continue with
the investigation according to regular schedule.

! https://metrics.torproject.org/collector.html

2 http://www.maxmind . com/

3 https://exonerator.torproject.org/

4 http://torstatus.blutmagie.de/

® You can try http://toreator.fit.vutbr.cz/ for an example instance of the API.
The FIT Toreator database was created as part of the Integrated platform for analysis
of digital data from security incidents project. This database contains data about
Tor network since January 2008.


https://metrics.torproject.org/collector.html
http://www.maxmind.com/
https://exonerator.torproject.org/
http://torstatus.blutmagie.de/
http://toreator.fit.vutbr.cz/

However, for IP addresses that are part of the Tor network, the investigator
will need to take additional steps. The detective should learn if the relay was an
exit or not. If so, learning the real identity of the offender might be impossible.

we anticipate that such investigation will involve an IP address and a time.
See Fig. 1 to see an example how such a search might look like.

193.23.244.244 ‘ ‘ 2020-02-18 Search

il Results

Nickname dannenberg published at 2020-02-17 09:07:43

o |Pv4 address 193.23.244.244 port 443
» |Pv6 address 2001:678:558:1000::244 port 443
« DNS reverse name dannenberg.torauth.de
queried at
o 2020-02-17 21:13:20
o 2020-02-17 22:13:54
o 2020-02-17 23:12:23
o 2020-02-18 00:14:46
o 2020-02-18 01:12:56
o 2020-02-18 02:13:46
o 2020-02-18 03:14:52
« Server flags in Tor network: Authority, Running, Stable, V2Dir, Valid, Tor exit policy reject 1-65535

Fig.1. A detective inserts an IP address and time into the tool to learn that
the IP address was a part of the Tor network.

The REST API allows law enforcement to develop own tools that use data
from Toreator database.

1.2 Network administrator

A network administrator might be interested if there are any Tor relays in the
maintained network. This information can be useful, for example, to detect nodes
that violate network policy as the Tor relay inevitably consume some bandwidth,
electricity and computing power. It is also possible that a botnet installs Tor
software. Such relays can be revealed by Toreator.

As Fig. 2 shows, the network administrator is interested only in the main-
tained network. The REST API can be used to develop custom tools that auto-
matically obtains the updated information.

1.3 Tor relay operator

A Tor relay operator can be interested about the state of their node, or what
information about the node is publicly available. Hence the operator performs a
search for the IP address of the relay, as already depicted in Fig. 1.



147.229.0.0/16

i Results

147.229.8.26 147.229.10.250 147.229.13.223 147.229.13.251 147.229.14.158
147.229.14.249 147.229.46.104 147.229.46.139 147.229.64.82 147.229.64.83
147.229.64.113 147.229.64.150 147.229.64.155 147.229.64.164 147.229.64.175

147.229.65.11 147.229.65.58 147.229.65.64 147.229.65.69 147.229.65.137
147.229.65.217 147.229.65.219 147.229.65.233 147.229.65.251 147.229.117.167
147.229.145.187 147.229.147.170 147.229.178.109 147.229.178.166 147.229.178.180
147.229.178.192 147.229.178.218 147.229.179.48 147.229.179.96 147.229.179.139
147.229.179.186 147.229.179.253 147.229.181.97 147.229.181.98 147.229.186.77
147.229.186.185 147.229.194.76 147.229.196.26 147.229.196.186 147.229.199.81
147.229.202.228 147.229.204.79 147.229.204.102 147.229.206.149 147.229.208.87
147.229.208.246 147.229.209.4 147.229.212.63 147.229.212121 147.229.212.221
147.229.213.203 147.229.216.20 147.229.218.150 147.229.220.156 147.229.220.183

147.229.220.231 147.229.221.25 147.229.221.61 147.229.221.156

Fig. 2. A network administrator inserts an IP address range to learn Tor relays
in the maintained network.

1.4 Tor network user

Tor users are often interested about the network state. Where are the relays
located?” Who operates them. Toreator can shed more light for these users. As
Fig. 3 shows, the users can perform different actions depending on their interests.
Besides searching (a), they have the opportunity to browse the networks and look
for the relays (b). Once they find the relay, the users can be interested in the
domain name of the relay (¢) and geographic and network location of the node

().

2 Personal data in the database

Generally speaking, the database created by this tool does not contain personal
data as defined by EU Regulation 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard
to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46 /EC (General Data Protection Regulation) as the Tor
nodes typically operate independently on their operator, see for example The
Tor Relay Guide®. However, some volunteers provide their own computers and
in such case, the IP addresses and DNS names identifies their computers. In such
cases, the database contains the personal data based on the legitimate interests
for scientific research. Hence, by running the package, you become a controller

S https://trac.torproject.org/projects/tor/wiki/TorRelayGuide


https://trac.torproject.org/projects/tor/wiki/TorRelayGuide
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206.0.0.0/8 207.0.0.0/8 208.0.0.0/8

211.0.0.0/8 212.0.0.0/8 213.0.0.0/8
218.0.0.0/8 219.0.0.0/8 220.0.0.0/8
223.0.0.0/8 250.0.0.0/8 2001::/16
2400:/16 2401:/16 2402:/16
2405:/16 2406:/16 2407:/16
Y Filters 240f:/16 2600:/16 2601::/16

(@Dpate | [@ vear | [@ Mot | (@ 2604:/16 2605:/16 2606::/16
* MaxMind Geolocation:
o from 2020-02-04 00:00:00:
= network: 193.23.244.0/24

continent: Europe
country code: DE
country: Germany
time zone: Europe/Berlin

= inside EU: True
* MaxMind autonomous system number:

* DNS reverse name dannenberg.torauth.de

queried at
o 2020-02-17 21:13:20 o from 2020-02-11 00:00:00:
o 2020-02-17 22:13:54 = AS network: 193.23.244.0/24
o 2020-02-17 23:12:23 = AS number: 50472
o 2020-02-18 00:14:46 = AS organization: Chaos Computer Club e V.
o 2020-02-18 01:12:56 » Valid in consensuses after ("2020-02-17 21:00:00"), fresh until
o 2020-02-18 02:13:46 » Tor software version: Tor 0.4.2.5
_ ©2020:0218 031452 d) * Node bandwidth: {"Bandwidth":"10"}

Fig. 3. A user might be interested in many attributes that our tool provides.

and need to asses the legal basis for processing the data, possibly perfom inga
balance test if you can process the data based on legitimate interests.

FIT hoste the database based on legitimate interests, as we believe, our

legitimate interests are not overriden by the rights of individuals for the following

reasons:

1. We process only information that is already public (CollecTor, DNS) or
available after simple registration (MaxMind).

2. Tools like Exonerator, Torsatus, and CollecTor already contain very similar
data and are available for public use.

3. The web page https://metrics.torproject.org/collector.html explic-
itly states: If you’re doing research on the Tor network, or if you’re devel-
oping an application that uses Tor network data, this is your place to start..

4. Web pages describing Tor relay setup warn operators that all relays will be
listed in the public list of Tor relays. Operators that do not want their data
to be processed can operate a bridge.

5. The use cases described in this document shows that the tool is beneficial

for a wide range of use cases and actors, including for the security purposes.


https://metrics.torproject.org/collector.html
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