Analyza a mitigace DDoS utoku

Tomas Podermanski
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Dashboard

PURCHASE A PLAN

Name

Silver

MNova

Master

Elite

VIP Gold

VIP Legendary

VIP ULTIMATE

Stress Hub Tools Support

VIP Boot Time Concurrents

VIP Access is disabled on this
No & plan, regular boot hub stress
tests are 15-20Gbps in strength.

oncurrent

No © 2700 1 Concurrent
No © 3600 1 Concurrent
No ©@ 10800 1 Concurrent
Yes @ 7200 1 Concurrent
Yes @ 21600 2 Concurrents
Yes © 86400

3 Concurrents

Length

1 Month

1 Month

1 Month

1 Month

1 Month

3 Months

4 Months

Price

$15.00

$30.00

$50.00

$100.00

$200.00

$400.00

$1000.00

Purchase



# Date end : 2015-10-15T10:02:00

# Datla : pe-kou.mgmt.net.vuthr.cz/ten-gigabitethernetl:0:40
# Info : 100G CESMNET-YUT
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tcph-»>window = rand _next() & exffff;
tcph->syn = TRUE;

add_auth_entry("\x58\x4D\x4D\x56", "\x5A\x41\x11\x17\x13\x13", 18);
add_auth_entry("\x58\x4D\x4D\x56", "\x54\x4B\x58\x5A\x54", 9);
add_auth_entry("\x58\x4D\x4D\x56", "\x43\x46\x4F\x4B\x4C", 8);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C", 7);
add_auth_entry("\x58\x4D\x4D\x56", "\x1A\X1A\x1A\x1A\Xx1A\x1A", 6);
add_auth_entry("\x58\x4D\x4D\x56", "\xSA\X4F\x4A\x46\x4B\x52\x41", 5);
add_auth_entry("\x58\x4D\x4D\x56", "\x46\x47\x44\x43\x57\x4E\x56", 5);

add auth entry("\x50\x4D\x4D\x56", "\x48\x57\x43\x4C\x56\x47\x41\x4A", 5);
add_auth_entry("\x58\x4D\x4D\x56", "\x13\x1e@\x11\x16\x17\x14", 5);
add_auth_entry("\x58\x4D\x4D\x56", "\x17\x16\x11\x1e\x13", 5);
add_auth_entry("\x51\X57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\x58\x56", 5);
add_auth_entry("\x58\x4D\x4D\x56", "", 4);

add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x52\x43\x51\x51\x55\x4D\x50\x46", 4);
add_auth_entry("\x58\x4D\x4D\x56", "\x50\x4D\x4D\x56", 4);
add_auth_entry("\x58\x4D\x4D\x56", "\x13\x1e\x11\x16\x17", 4);
add_auth_entry("\x57\x51\x47\x58", "\x57\x51\x47\x58", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "", 3);

add_auth_entry("\x58\x4D\x4D\x56", "\x52\x43\x51\x51", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C\x13\x10\x11\x16", 3);
add_auth_entry("\x58\x4D\x4D\x56", "\x13\x13\x13\x13", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x51\x4F\x41\x43\x46\x4F\x4B\x4C", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x13\x13\x13\x13", 2);
add_auth_entry("\x58\x4D\x4D\x56", "\x14\x14\x14\x14\x14\x14", 2);
add_auth_entry("\x58\x4D\x4D\x56", "\x52\x43\x51\x51\x55\x4D\x58\x46", 2);
add_auth_entry("\x58\x4D\x4D\x56", "\x13\x1e\x11\x1le", 2);
add_auth_entry("\x58\x4D\x4D\x56", "\x49\x4E\x54\x13\x10\x11", 1);
add_auth_entry("\x63\x46\x4F\x4B\x4C\x4B\x51\x56\x50\x43\x56\x4D\x58" , "\x4F\x47\x4B\x4C\x51\x4F", 1);
add_auth_entry("\x51\x47\x50\x54\x4B\x41\x47", "\x51\x47\x50\x54\x4B\x41\x47", 1);
add_auth_entry("\x51\x57\x52\x47\x50\x54\x4B\x51\x4D\x50", "\x51\x57\x52\x47\x50\x54\x4B\x51\x4D\x50", 1);
add_auth_entry("\x45\x57\x47\x51\x56", "\x45\x57\x47\x51\x56", 1);
add_auth_entry("\x45\x57\x47\x51\x56", "\x13\x1@\x11l\x16\x17", 1);
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Néekolik poznamek

Rostouci rafinovanost DDoS utoku.
DDoS utoky kombinované a promeénlivé v Case.

Velmi dobra znalost Utocniku o zdrojovém a
cilovém prostredi.

Integrace detekcnich a mitigacnich nastroju,
rozumna reakcni doba.

Ohrozovani okoli nami samotnymi.
Ekonomické aspekty DDoS.



Spoluprace — CESNET DDoS Protector




Analyza provozu

* Tvorba nastroju pro lepsi orentaci v datech

— Nastroj nfddos — analyza na zakladé netflow dat v
redlném case s odchycenim provozu/pakett
souvisejicich s DDoS utokem.

— Primarni ucel lepsi porozumeéni charakteru
utoku/utoka.



Mitigace DDoS

* Levna mitigace DDoS

— Podkladem popis ddos utoku (napf. DDoS
Defender, jiny zdroj na bazi Flow Spec)

— Filtraéni jednotka - vysoké rychlosti/nizka cena
* Sitovy prvek s podporou FlowSpec
* Autonomni zarizeni — wire speed filtrace

e Testovaci DDoS laborator



