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Cile projektu

« /pracovani ruznych typu dat z ruznych zdroja
» Potencialne velké mnozstvi dat
« Spoluprace analytiku

 Inteligentni analyza
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Cile projektu

« /pracovani ruznych typu dat z ruznych zdroja
Otevreny system

 Potencialne velké mnozstvi dat
Skalovatelny system

« Spoluprace analytiku
Viceuzivatelsky system, interaktivni analyza

 Inteligentni analyza
Machine Learning

Klient-server aplikace, uloziste a vypocty v klusteru, jednotlive
funkce implementovatelne v libovolném jazyce Ci jako wrapper
nad existujicimi nastroji, volne integrovane.
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Investigation Framework

Collection Reduction Analysis

Preservation Examination Presentation

http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=7740422



Zpracovani nestrukturovanych dat
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SELTHOGEROE

» E-Detective, NetDetector, Netintercept, NetSleuth, Netwaork
Miner, Netfox Detective, ...

« XPLICO
http://www.xplico.org/

e GRR
https://github.com/gooale/grr

 Apache METRON
http://metron.apache.org/

« APACHE SPOT
http://spot.incubator.apache.org/
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http://www.xplico.org/
https://github.com/google/grr
http://metron.apache.org/

Apache METRON
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Telemetry Event Buffer
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Apache SPOT

* Network Flows (nfcapd)
* DNS (PCAP) * Open source decoders
* Proxy * Load data in Hadoop

PARALLEL
INGEST
FRAMEWORK

MACHINE
LEARNING

OPERATIONAL

ANALYTICS

* Filter billions of events » Visualization, attack
to a few thousand heuristics noise filter
* Unsupervised learning
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TARZAN
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Fig. 3. An example of external application components utilizing the
TARZAN Platform (the ingestors on the left side are feed data to the platform,
computation tasks and an application on the top and bottom are processing
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DataBreachDetection

TarzanPlatform
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the data, and the monitors on right side are passing results to clients).
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Architektura

TarzanPlatform
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TARZAN Technologie

Ul (Angular)

*https://zdatainc.com/2014/09/apache-storm-apache-spark/
TARZAN 2017-06 nes s fit




Pripadova studie

Analyza PCAP soubor( a extrakce “zajimavych” objektd
(Network Miner):

ldentifikace komunikujicich stran

Extrakce souboru zHTTP, FTP, SMB, SMTP, POP3 a IMAP
Enhancement (GEO IP)

Uzivatelska jmena

DNS dotazy

ldentifikace 0S, weboveho prohlizece

Decapsulation GRE, 802.1Q), PPPoE, VXLAN, OpenFlow,
SOCKS, MPLS and EoMPLS
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Apache Metron TARZAN

T 4 stream processing\
Kafka PCAP_buffer = PCAP Primary analysis
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Fig. 4. Architecture of the PCAP Analysis tool with data-flows (including
processes, data storages, and external data sources and entities).



* Provedena analyza problemu, vytvoren prehled v soucasnosti
dostupnych reseni.

e Soucasny stav 201/-06:

 Vytvoren navrh systému dle specifickych pozadavku.

« /ahajeny prace na proof-of-concept nastroje pro analyzu PCAP
souborl - demonstrace 2017-09.

» TARZAN je fork projektu Apache SPOT (pro¢ ne Metron?)

* Prototyp bude k dis

« 2018+ rozsirovanip

nozici 2017-12.

atformy a integrace dalSich datovych zdroju a

analytickych moduld
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