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TARZAN — KryptoSkalsky dvur

[arzanova nejlepsi kamoska

Platform as a Service

Aktualni moduly

« Kryptoalarm

« Kryptoklienti
« sMaSheD

« MozArch

« Lemmit

« TOREATOR
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Metody obfuskace

A Zerocash

Cryptography Zerocoin Confidential

transactions
Ring signatures
TumbleBit
Ith addresses
CoinShuffle
Mixcoin XIM

CoinSwap

Used in Altcoins
Obfuscation Merge avoidance Not used
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Coindoining
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Your Unclean Coins. You receiving clean coins.
(0.10BTC Tumbler Fee)

Tumbler’s Reserve
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CryptoMixer CryptoMixer

Download the Letter of Guarantee before send us
coins

o Please enter bitcoin forward to address: ] ,
Send your coins (min 0.001, max 632.6802 BTC) to:

TF1tAazSx THUXCNLbtMDgows05GNndxgX 16h 4m

17eQFz8mMAIdr2jXSoYE1YYESB63pj666d
Add address Remove delay S
Add incoming address

Service fee: 0.8160% - 0.00% (discount)

Time delay

io/

I Xer
.

Hide calculator

You send:

10 BTC

Do you know: When you use CryptoMixer with the same code, you
pay less service fee! Your CryptoMixer code is- izwxo. Save it! See
Fees for details.

You receive [approxirnately) 7

921790000 BTC after 16h 4m
) to TFAazSxTHUXrCHNLbtMDgewso5GNNndxgX

//cryptom
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CONTINUE

Mix rmy bitcoins



https://cryptomixer.io/

Ktere Jsme analyzovali?

Top BTC Tumbling Service - Best Mixers Ranked May 2019

° B |‘tC oIn B | en d er Find out which Bitcoin Mixers 3 10P Bitcoin Tumbler Services 2019

1 -BitcoinMixer -
Minimum Fee: c.5% I

 Bitcoin Laundry Visit Website B matone et - s

TOR ONLY: NO
Tor Link Max Time Delay: Random delay available
No Logs Poliey: Deleted after 7 days.
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=
[
—*
5

2 - CoinMixer

« BextMixer.io

Bitcoin Laund 0.0 8 ¢ I
ry Transaction Fee: 0.co02/Address (INo Service Fee)
Minimum Deposit: o.coo; BTC

3 - Helix Light Visit Website Minimum Confirmations Required: 1
PrivCoi EEEE '< Yax T Del
93 Reviews | 91 likes Tor Lin Max Time Delay: Ves, User Controlled
® r I V O I n l No Logs Poliey: Ves. (7 Day Retention)
4 - BestMixer . 0.0
. Transaction Fee: 1% to 5%
« Blender.io v M Depasit
" Visit Website Minimum Confirmations Required: 5
TOR ONLY: No
Tor Link Max Time Delay: Ves, User Controlled

BestBitcoinMixers is open to everyt No Logs Policy: 24 Hrs, Auto Delete

i Our reviews come from real peopl . X if
° M IXTU m @ AnonyMix CryptoMixer ( Tk

all reviews before adding them to«¢ Transaction Fee: 0.5%
Minimum Deposit: o.0o0z2 BTC

Visit Website Minimum Confirmations Required: 1
We do not share personal dota of TOR ONLY: o
Tor Link Max Time Delay: Ves, User Controlled

No Logs Poliey: Ves

IMJnJmum Fee (Not Including the fee/address): 1 to 4%
_ » Minimum Deposit: c.0018 ETC
Visit Website Minimum Confirmations Required: No Define

. https://www.thedarkweblinks.co
m/best-bitcoin-mixer-services/ Tor Link Max Timme Delays User Requred.

No Logs Poliey: VES.

IMJnJmum Fee (Not Including the fee/address): 0.5% to 2.5%
Minimum Deposit: c.0001 BTC

. https://www.deepwebsiteslinks.
i . . ) . Visit Website Minimum Confirmations Required: 3
com/bitcoin-tumbler-services/ — ToRONLY T "

No Logs Policy: VES.
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https://www.thedarkweblinks.com/best-bitcoin-mixer-services/
https://www.deepwebsiteslinks.com/bitcoin-tumbler-services/
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Heuristika

o Urcit cluster (', do néhoz spada adresa pro zaslani penéz.

Prochazet transakce clustern ', jejichZz ¢as tz je vysSi nei cas vstupni transakeet),
dokud jejich ¢éas neprekona f + dpar, kde dpggr predstavuje maximalni dobu zpozdéni
(72 hodin).

e Pro kaidou transakei probéhne kontrola, zda spliuje nasledujici podminky:

— Obsahuje pravé 1 vstupnd a 2 vystupni adresy.

= Diruhsa vvstupni adresa spada do clusteru C.

Jestlize jsou podminky splnény, prida se do seznamu potencialnich
e Pro N od 1 do addrmar, kde addrg,. je nejvyasi podet moznych vystupnich adres:

— Zkouset kombinace pro N prvkil ze seznamu potencialnich.

— Pokud soudet jejich prvnich vystupnich adres je v rozmezi n, — fee, kde n; je
vetupni ¢astka a fee spada to intervalu mezi nejvy3iim a nejnizéim poplatkem
sluzby, prida se kombinace do seznamn moZnyeh feseni.

Naopak pro uréeni vstupni adresy na zakladé vystupni by se pouzil nasledujici postup:

o Urcit cluster ', do néhoz spadi adresa pro drobné ve viystupni transakei.

Prochazet transakee clustern O, jejichZ cas fz je mensi nez ¢éas vstupni transakeef,
pofinaje casem t — dyae. kde dyge predstavuje maximalni dobu zpoZdéni (72 hodin).

e Pro kazdou transakei uréit adresu vedouei do elusteru.

Jestlize je hodnota vystupni adresy transakce vedouci do clusteru v rozmezi n, +
fee, kde n; je ¢astka ve vvstupni transakei a fee spadi to intervalu mezi nejvyssim
a nejniziéim poplatkem sluzby, prida se transakee do seznamu moZnych fefeni.



BestMixer

BestMixer.io Offers the Top Bitcoin Blender 2019
and Complete Anonymity

The team behind BestMixer.io is proud to announce the launch of their top bitcoin blender. This is a
professional bitcoin mixer that allows you to perform any type of crypto transaction without any problem.
The platform is designed to offer all the adaptability and support you need, all while making everything

secure and very easy to use. This is designed to offer a very distinct, professional set of features for all
kinds of customers.




Vysledek

Coin Demixer

Basic search Advanced search

Search for matching input/output transaction

Input TX T

Qutput TX 1

Output TX 2

Qutput TX 3

No. of outputs 3

Currency Bitcoin (BTC)

Mixer BestMixer.io

Cluster. Tarzan

service

Min. fee (%) 0 Max. fee (%) 4
Min. address 0 Max. address 0.0004
fae fee

Min. delay 0 Max. delay 72
(hrs) (hrs)




Vysledek

Coin Demixer Basic search Advanced search

Search finished

Thie results can be fournd below. The addresses in red correspand to the entry and leaving points, Le. where the
money was transferrd to the cluster [in the input transaction] and where it was sent out back to the user's address
imn output transachions).

Transaction(s) entered by user

Input tranzaction (67 1bacfTh 7927 2cab3adeldPd31462bd?5a0151 54228337 5678bd 14 Beb54B652)

Inputs Cutputs
b lg58e3srpefurpamsfz0ctd 89pjahvawdktSaapg (0.00140844 BTC) belgBlBdgrdn @k TidnsgdeeamPeertpalogyescge (B.255E-5 BTC)

KUY poCEod ezMPrd T PrgnoDdsPik3Z (000015 BTC

Possible matches (1)
Matches for 1 address (1)

Output tranzaction #0 (8462101195594 103 /439146589 FESabYEA S 601 10332 Fe()9Pdac0 141 Ybdeacc)

Inputs Qutputs

A7nk 7 cWnlghSougyybPMPozgdANFEwrcd D) (0.00153854 BTC) 2V SRaSmY Y SPIYMIVhEP25nhGURwad W (0.0014285 BTC)

3AzCEpWNBnBzoswCod JozdvYpZ PYH5edT7 (6.578BE-5 BTC)




okracovani BestMixeru

BESTMIXER.IO

by the Dutch Financial Criminal Investigation Service (FIOD) under the authority of the Dutch Prosecutor's Office

Dutch Law Enforcement have started an investigation on Bestmixer.io in June 2018. In this investigation we have collected information about transactions, letters of
guarantee and support messages.

YOU ARE NOT ANONYMOUS

OPENBAAR MINISTERIE &% s(ll()\)(?nd Customs Administration
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Pokracovani BestMixeru

EU Authorities Shut Down Bltcom
Transaction Mixer

Stan Higgins = ¥ N
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Pokracovani BestMixeru

Europol alleged that much of the money that passed through

Bestmixer.io “had a criminal origin or destination,” contending that
“In these cases, the mixer was probably used to conceal and
launder criminal flows of money.” The agency said that the service,
which launched in May 2018, mixed approximately 27,000 bitcoins.

“The Dutch FIOD has gathered information on all the interactions
on this platform in the past year. This includes |IP-addresses,
transaction details, bitcoin addresses and chat messages,” the
agency said. “This information will now be analysed by the FIOD in
cooperation with Europol and intelligence packages will be shared
with other countries.”



Otazky?
zaslete na veselyv(@fit.vutbr.cz

Dekuji za pozornost...


mailto:veselyv@fit.vutbr.cz

