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Agenda

• OSINT

• TOR



Anders Brejvik



Anders Brejvik

• Joined 2009 on a forum on mass murdering, killing sprees, 
he talked about his admiration to mass murders

• Playing School Shooter game (HL2 mod) 

• He did tactical reloading in the act (inspiration from games)

• He was posting violent photographs/videos on 4chan

• On 4chan he also posted about the fact he was going to die 
tomorrow



Elliot Rodger

• "I didn't start this war... I wasn't the one 
who struck first... But I will finish it by 
striking back. I will punish everyone. 
And it will be beautiful. Finally, at long 
last, I can show the world my true 
worth."



Elliot Rodger

• On April 30, Rodger's parents saw his YouTube videos and 
became alarmed by them, so they contacted police. However, 
when the officers interviewed Rodger at his apartment, he 
downplayed the situation. They decided "he did not meet the 
criteria for an involuntary [mental health] hold", nor was there any 
reason to legally search his residence, so they left.  

• Rodger's final YouTube video was discovered after the killing 
spree by parents 2 days later and deleted from the website. 

• However, it was already too late, for it had been copied and re-
posted by other users beforehand. 



Ismaaiyl Abdullah Brinsley



Ismaaiyl Abdullah Brinsley

• Facebook profile - Blue Baracude, Instagram - same image -
Gmail account – YT channel

• Posted his intentions on FB

• Tried to find police officers FB and on Waze (where he 
communicated with other users in the search for police)

• Officer’s son posting the fact his father died on Facebook 
the same day 



Ecosystem



Tweet Deck



Social Searcher



BuzzSumo



KnowEm and NameChecker



Agenda

• OSINT

• TOR



Ecosystem

• Most of TOR sites are botnets 
(hundreds of thousands of visits per day)

• Child abuse sites
(hundreds of thousands+/day)

• Remainings are marketplaces, hidden wikis, search engines
(thousands+/day) 



Daisys Destruction

• Daisy's Destruction, which he sold to clients for up to $10,000. 

• Made in 2012, the multi-part film is so extreme that it was for some time regarded as 
an urban legend.

• It features the torture and brutal rape of a number of girls by Scully and some Filipina 
accomplices; the three main victims were Liza (aged 12), Cindy (11) and Daisy (18 
months).

• Peter Gerald Scully put Daisy's Destruction out under his "No Limits Fun" production 
company, selling it to other people via the dark web. Among those who acquired it was 
one of the biggest-ever purveyors of child pornography, Scully's fellow Australian 
Matthew David Graham.



BlueWhale Game

• The "Blue Whale challenge" was reported to be an online 
"suicide game" aimed at teenagers which set 50 tasks over 
50 days

• Ending with winning the game by 
taking a selfie and committing suicide 

• Distributed via ZeroNet



Ports



Users and Relays



Hyperion Gray

• https://blog.hyperiongray.com/dark-web-map-introduction/

https://blog.hyperiongray.com/dark-web-map-introduction/


Ahmia

• https://ahmia.fi/

https://ahmia.fi/


Tracking TOR servers

• https://video3.fit.vutbr.cz/ 

• https://www.shodan.io/search?query=Apache%2F1.3.41+Be
n-SSL%2F1.59+%28Unix%29+PHP%2F5.3.29

https://www.shodan.io/search?query=Apache/1.3.41+Ben-SSL/1.59+(Unix)+PHP/5.3.29


TOREATOR

• http://toreator.fit.vutbr.cz/addresses/193.165.189.6/month/

• http://toreator.fit.vutbr.cz/addresses/67.174.243.193/date/2018-08-20/

http://toreator.fit.vutbr.cz/addresses/193.165.189.6/month/
http://toreator.fit.vutbr.cz/addresses/67.174.243.193/date/2018-08-20/


Alpha Bay



Dream Market



Questions?
veselyv@fit.vutbr.cz

Děkuji za pozornost…

mailto:veselyv@fit.vutbr.cz

