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Chyté meéridla (smart meters)

* Umoznuji dalkoveé cCteni stavu

— Prevence chybného opisu
stavu

- Cteni v3ech mé&fidel ve shodny £ B Metor
cas
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* Doporuceni Komise ze dne 9. ’\.
bfezna 2012 o pripravach na \
zavedeni inteligentnich méricich |
systému (2012/148/EU)

- Pripravovana smernice EU o
spolecnych pravidlech pro
vnitrni trh s elektrinou
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AMR vs. AMI

automatic meter readout (AMR) advanced metering infrastructure (AMI)
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Nasazeni v distribucni siti

R. Rashed Mohassel et al./ Electrical Power and Energy Systems 63 (2014) 473-484
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Vyhody

* Odbératelé s chytrymi meridly maji nizsi spotrebu
vody/elektfiny (varinta AMI, zobrazovani grafu spotfeby)

* Brzka detekce Uniku vody a jinych problému sité (AMI)
* Snizeni ceny odectu (pfedevsSim AMI)

* LepSi analyza chovani spotrebitelll — predikce vyuziti sité
(AMI)

* Prevence proti podvodum (AMI)



Nahled na déeni v domacnosti
Vyhoda? Nevyhoda?



Sledovani déni v domacnosti

Power usage consumer profiling. source / Us National Institute of Standards and Technalogy

Cooker |
Peak = 7.18 KW Oven pre-heating

Mean = 0.49 KW Oven cycling

Daily load factor = 0.07
Energy consumption = 11.0 KWh
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NISTIR 7628, Guidelines for Smart Grid Cyber Security



Sledovani déni v domacnosti

Evening Activities:
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Laundry, Working
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With out detailed knowled ge of appliance signatures, intuitive observation with power consumption variations indicates human activity.

Credit: “Private Memoirs of a Smart Meter,” Molina-Markham, et.al, 2nd ACM Workshop On Embedded Sensing Systems For Energy-
Efficiency In Buildings (BuildSys 2010), Zurich, Switzerland, November 2, 2010.




Sledovani déni v domacnosti

* Dong Chen, D. Irwin, P. Shenoy and J. Albrecht, "Combined heat and privacy:
Preventing occupancy detection from smart meters," 2014 IEEE International
Conference on Pervasive Computing and Communications (PerCom), Budapest, 2014,
pp. 208-215.

- When occupied, a home's average power demand typically becomes larger and
more variable due to occupants turning loads on and off.
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Sledovani déni v domacnosti

Smart meter hacking can disclose which TV shows and movies you watch

https://nakedsecurity.sophos.com/2012/01/08/28c3-smart-meter-hacking-can-disclose-which-tv-shows-and-movies-you-watch/
http://www.youtube.com/28c3#p/u/54/YYedSwQn2GE

V tomto pripade se meriCe zasilaly elektrickou spotrebu v 2s intervalech


https://nakedsecurity.sophos.com/2012/01/08/28c3-smart-meter-hacking-can-disclose-which-tv-shows-and-movies-you-watch/
http://www.youtube.com/28c3#p/u/54/YYe4SwQn2GE

Sledovani déni v domacnosti
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Feng Chen, Jing Dali, Bingsheng Wang, Sambit Sahu, Milind Naphade, and Chang-Tien Lu. 2011. Activity
analysis based on low sample rate smart meters. In Proceedings of the 17th ACM SIGKDD international
conference on Knowledge discovery and data mining (KDD '11). ACM, New York, NY, USA, 240-248. DOI.

https://doi.org/10.1145/2020408.2020450



Sledovani déni v domacnosti
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Spotieba vody pri vyuziti pracky, myc¢ky a sprchovani s vyuzitim dat vyzkumu CSIRO.

Sources of critical contaminants in domestic wastewater: contaminant loads from household appliances.
Technicka zprava, 2008, CSIRO: Water for a Healthy Country National Research Flagship.



Vyzkum v oblasti prevence uniku dat

* Vyuziti baterii

— M. Backes and S. Melser, "Differentially Private Smart Metering withBattery Recharging,"
IACR Cryptology, no. 183, April 2012.

— G. Kalogridis, C. Efthymiou, S. Denic, T. Lewis, and R. Cepeda,"Privacy for Smart Meters:
Towards Undetectable Appliance LoadSignatures,"” in SmartGridComm, October 2010.

— S. McLaughlin, P. McDaniel, and W. Aiello, "Protecting ConsumerPrivacy from Electric
Load Monitoring," in CCS, October 2011.

—W. Yang, N. Li, Y. Qi, W. Qardaji, S. McLaughlin, and P. McDaniel,"Minimizing Private Data
Disclosures in the Smart Grid," in CCS,October 2012.

- K. Armel, A. Gupta, G. Shrimali, and A. Albert, "Is Disaggregationthe Holy Grail of Energy
Efficiency? the Case of Electricity," EnergyPolicy, vol. 52, no. 1, January 2013.

— M. Zeifman and K. Roth, "Nonintrusive Appliance Load Monitoring:Review and Outlook,"
IEEE Transactions on Consumer Electronics,vol. 57, no. 1, February 2011.

* Vyuziti ohrivac vody
— Dong Chen, D. Irwin, P. Shenoy and J. Albrecht, "Combined heat and privacy: Preventing

occupancy detection from smart meters," 2014 IEEE International Conference on
Pervasive Computing and Communications (PerCom), Budapest, 2014, pp. 208-215.
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Vypocet uctu s ohledem na soukromi

* Alfredo Rial, Markulf Kohlweiss and George Danezis. M.: Privacy-
preserving smart metering revisited. Int. J. Inf. Secur. (2018).

— Alfredo Rial and George Danezis: Privacy-Preserving Smart
Metering. ACM Workshop on Privacy in the Electronic Society
(WPES 2011)

* Meridlo podepisuje namerené hodnoty a poskytuje je Sifrovane
sdilenym klicem s uzivatelem

* Uzivatel na svem zarizeni desifruje namerené hodnoty
- Na zaklade dodané cenove politiky spocita ucet
* Dodavatel mUze verifikovat, Ze dodana cena je spocitana spravné

* Mechanismus podporuje rozsSifeni pro predvidani spotreby,
vyhledavani podvodu, profilovani apod.



Legislativa — prisna pri zpracovani

* Obecné narizeni o ochrane dat (aka GDPR)

— Article 29 Data Protection Working Party: Opinion 12/2011 on smart
metering.

* Article 29 Data Protection Working Party: Opinion 8/2014 on Recent
Developments on the Internet of Things.

- Ufad pro ochranu osobnich dajd: Stanovisko ¢. 1/2014 - Chytré
méreni a ochrana osobnich Gdaju. 2014

* Cteni hodnoty je mozné jen:
— s explicitnim souhlasem
- po uzavreni smlouvy vyzadujici Casté odecty
- Sablona pro posouzeni dopadt DPIA:

* https://ec.europa.eu/energy/en/topics/markets-and-consumers/smairt
-grids-and-meters/smart-grids-task-force/data-protection-impact-ass
essment-smart-grid-and-smart-metering-environment

* Doporuceni a smérnice EU/komise zdurazniuji dopady na soukromi a

nozaduiji aplikaci obrany — Sifrovani apod.
nes%@(joﬁt


https://ec.europa.eu/energy/en/topics/markets-and-consumers/smart-grids-and-meters/smart-grids-task-force/data-protection-impact-assessment-smart-grid-and-smart-metering-environment
https://ec.europa.eu/energy/en/topics/markets-and-consumers/smart-grids-and-meters/smart-grids-task-force/data-protection-impact-assessment-smart-grid-and-smart-metering-environment
https://ec.europa.eu/energy/en/topics/markets-and-consumers/smart-grids-and-meters/smart-grids-task-force/data-protection-impact-assessment-smart-grid-and-smart-metering-environment

Wireless M-Bus )
Dalkové odecCty nabizené 1 v CR



AMI s bezdratovymi prvky

Intro — Smart Metering

S

SECURITY

Metering Infrastructure Blue Print

Meter

Head-End Firewall Collector Meter, Relay
DSO DMZ WAN NAN
Legend

+ DSO Distribution System Operator
+ NAN Neighbourhood Area Network
+ Wireless M-Bus




Wireless M-Bus

* CSN EN 13757
— 4. Cast: bezdratové site
Minimalizace spotreby energie a ceny zafizeni

- Casto neni méfidlo u zdroje el. energie (stoupaci
sachty, radiator)

- Komunikaci vzdy zaCina meridlo

- U dvousmeérné varianty mize protistrana vyzadat dalsi
iInformace (po omezenou dobu)
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WM-Bus: maximalni perioda zasilani

* Specifikuje CSN EN 13757 podle varianty protokolu

Maod Maximalni perioda
T,C 15 min

S 120 min

R,N, K H 24 h

* V praxi 80s, 120s, 300s apod.



Normy CSN EN 13757

* Upozorneni, ze prenasena data mohou byt povazovana
za osobni data

- Je nutné se vyporadat legislativou (EU/narodni)

* Provedeni bezpecnostni analyzy podle ISO/IEC 27033 a
ISO/IEC 15408



Jak to chodi v praxi?

4

* Nabidka chytrych méficl
- ochrana soukromi uZivatel(l — odecet bez vstupu do bytu

- Informace o vyuziti Wireless M-Bus
* Chybi informace o Castych prenosech aktualnich hodnot
* Chybi informace o zabezpeceni
* Na webu chybna informace o prenosech (po-pa 8 -18 hod.)

- AMI: zabezpeceni pri pfenosu pres Internet?
— Chybi DPIA, bezpecnostni analyza

* SkuteCny stav
- Prenos po-pa ?-19 hod.: kazdych ~80s
- Jindy: kazdych ~300s
— Zabezpeceni AES se sdilenym klicem (data od méridia)
* Sila klice predmetem dalsiho vyzkumu



Vyuzitl a zneuziti dat, utoky



Vyuziti: kontrola dodrzovani zakonu

* VV Ohio potvrzeni pestiren Konopi
— Specificka spotreba el. energie
* Detekce pritomnosti osob
- El. energie, voda

— Dodrzovani |éCebného rezimu pri doCasné pracovni
neschopnosti

* Ochrana autorskych prav

- Televize/monitor zobrazuje film, ktery je zatim pouze v
Kinech

* AMI s nesSifrovanym prenosem pres Internet



Mozna omezeni

* Article 29 Data Protection Working Party: Opinion 03/2013 on
purpose limitation

- Example 20: Smart metering data used for tax purposes and to
detect indoor cannabis factories

* Such use may not be reasonably expected by the data subjects

* Therefore, it could only be permissible, subject to the strict
conditions set forth in Article33-efthe Directive - Cl. 23 GDPR

* Pravo Unie nebo ¢lenského statu muze prostfednictvim legislativnino
opatreni (autorizovat) s cilem zajistit ... prevenci, vysSetrovani,
odhalovani ¢&i stihani trestnych ¢inu nebo vykon trestu, véetné
ochrany pred hrozbami pro verejnou bezpecnost a jejich
predchazeni;

- Otazka, jestli takove pravo existuje



,Neocekavana“ vyuziti

* Sousedky stalking
* Priprava na vykradeni

- Hledani specifickych kfivek odbéru - databaze zafrizeni
- odhad financni situace obeéti

* Marketing
- Detekce pokazenych zarizeni
- Cileny prodej podle vyskytu konkrétnich zarizeni



DOS a utoky na infrastrukturu

* Organizované/neorganizované utoky na infrastrukturu

— Néktera meridla umi | vzdalené odpojit odberna mista
* NERC: Lessons Learned

- Utok na energetickou infrastrukturu v USA z 5.3.2019

Problem Statement

A vulnerability in the web interface of a vendor’s firewall was exploited, allowing an unauthenticated
attacker to cause unexpected reboots of the devices. This resulted in a denial of service (DoS)! condition at
a low-impact control center and multiple remote low-impact generation sites. These unexpected reboots

resulted in brief communications outages (i.e., less than five minutes) between field devices at sites and
between the sites and the control center.

- Zranitelnost firewalll davno znama, opravena, verejné
exploity



Utoky na WMBuUS

. Issues with Packet Replay
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+ Capture messages from original device
+ Shield device and replay messages




Utoky na WMBuUS

Issues with Packet Replay

SECURITY

Jam and Replay
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Dekujl za pozornost
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