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Regular expression matching is a time-critical operation in

. _ _ States without collisions is represented by deterministic unit
network security devices. Thousands of regular expressions

(DU), which uses binary encoding of states and appropriate

have to be matched at multi-gigabit speed to detect attack, part of transition table can be stored in memory. Others states
worms or viruses in current IDS/IPS systems. Software and transitions are mapped to the FPGA logic.

implementations have limited throughput to hundreds Mbps. f
Many hardware architectures have been proposed but they . :
can achieve high throughput only at the cost of many FPGA ‘30 A . o
resources or large and fast memories. Reduction of FPGA Qs |
logic or memory requirements have direct impact to required
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size of FPGA and price of security devices.
Effici fC t NFA Mapping Techni T
w Transition table of DU is stored in a memory (TMEM) and

owerlapping of rows is used. Collisions are detected by input
symbol and they are also stored in TMEM for every transition.

We have evaluated efficiency of current NFA mapping
techniques. Regular expressions from L7 decoder ware
transformed to NFA and than to DFA. Every DFA state is
represented by set of active NFA states. We have created
histogram of DFA states according to the number of
representing NFA states.

TMEM

400

Input Memory
symbol

350 [

300 [

A Next state
250 |-

200 [

Number of DFA states

N ﬁ TransNitLiJogﬁdbgcleveen @
| | Active states in NFA | Publications
Maximal amount of active NFA states is usually less than
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possible to split NFA into several parts. States which can not
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