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SwitchBlade - uvod

A platform for rapidly deploying custom
protocols on programmable hardware*

 NetFPGA, wirespeed
e Cile:

- Rapid development and deployment on fast
hardware

— Customizability and programmability

- Parallel custom data planes on a common
hardware platform
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SwitchBlade - navrh

* Programovatelna pipeline

e Moznost vlozeni vlastnich
moduldl

Field

Value

Description/Action

Mode

Default, Perform LPM on IPv4 destination address
Perform exact matching on hash value

Send packet to software for custom processing
Lookup hash in software exceptions table

Module
Selector
Bitmap

o0 f D =] W b2 =

16
32
64
128

Source MAC not updated
Don’t decrement TTL
Don’t Calculate Checksum
Dest. MAC not updated
Update IPv6 Hop Limit
Use Custom Module 1

Use Custom Module 2
Use Custom Module 3

User Interfaces

SwitchBlade Modules

Incoming Packet

........................... e

Module Descriptions

VDP Selection Stage

Admin interface
MAC addresses mms]

VDP Selector

VDP-identfiers

Attaches platform header
Copies VDP-id in the

platform header

Shaping Stage

Admin interface

for per-VDP rate

Rate controls VDP traffic
based on admin-specified

traffice rates

per-VDP i

Preprocessing Stage

Selects preprocessing
module, copies mode bits

to platform header

Exiracts custom fields from
the packet header, prepares
input for the Hasher module

Hashes input from
preprocessor.
Fills hash in platform header

Forwarding Stage

Performs LPM, exact match,
unconditional or exception-
based forwarding to CPU

based on mode bits

mode bits, Preprocessor
Module selection Selector
bitmap
per-VDP Custom
packet field —>|  Preprocessor
selections
Hasher
per-VDP l
LPM, exact match,
software exception, Output
ARP fables Port
per-VDP—3 Lookup
counters and stats
Postprocessor
Wrappers

Key

:Common Module
- Pluggable Module

Custom

Postprocessors

—— Register Interface

——Jp» Packet Path

----- Stage Boundary

Packet sent to
output queues

Selects custom fields for
postprocessors

Executes a subset of
post processors based on
module selection bitmap
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SwitchBlade - vysledky

* Implementace overena na trech protokolech:

- OpenFlow
- IPVv6
- PathSplicing
C ; IPv6 Packet | Src Dst o )
IPV6 : : Tk mac | | mac |
Fnrwardlng : :
- Open | : Logic : OpenFlow Packet :DUtF’Ut :
Flow {5Eparate
ey T
,,,,,,,, Path Splicing Packet beceenoead
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PacketShader - uvod

« Zpracovani paketu na PC za $7000
- 2 x NVIDIA GTX480
- 2 X Intel Xeon X5550

* Aplikace: IPv4 a IPv6 forwarding, OpenFlow
switching, Ipsec tunneling

* Vysledky: 39 Gbps na 64B |IPv4 paketech

ANT@FIT FIT VUT Brno



Throughput (Gbps)

PacketShader - architektura
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Figure 12: Average roundtrip latency for IPv6 forwarding
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Throughput (Gbps)

PacketShader - vysledky
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EffiCuts - Uvod

 Klasifikacni algoritmus, zlepSeni HyperCuts
o 4 zlepseni:

- Separable trees

- Selective tree merging

- Equi-dense cuts
- Node Co-location
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EffiCuts — Separable trees

* HiCuts | HyperCuts deli
prostor na stejné casti

» Je-li pravidlo ve vice
castech, je replikovano

- (i 10 000x)

* Rozdeéleni pravidel na
Jvelka“ a ,mala“ v

jednotlivych dimenzich o

FIGURE 1. HiCuts Example in a 2D Rule Space
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EffiCuts — Selective tree merging

« AZ 26 kategorii pravidel — stromu
-V praxi do 15

* Hloubka stromu vzniklého sloucenim je
vetsinou mensi nez soucet hloubek

* Ale je vetsi Sance replikace pravidel
* Heuristika
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EffiCuts — Equi-dense cuts

* Prostor se deli tak, aby casti obsahovaly stejny
pocet pravidel

- Ne aby byly stejne velké

0 0 s

0ce | Packet
s Indices: [ =7 |ndex = 18

Ty
nNo

0 —|
10 —k

—> 12 —»|

! ®/ L\@
E d Fused
,grlgjlgsslze Array

(a) (b)
FIGURE 4. Equi-dense Cuts: (a) Fusion (b) Lookup
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EffiCuts — Node co-location

e Drive: Na zaklade hlavicky se vycetl ukazatel,
a tam se skocilo

* Nyni: S ukazatelem se rovnou vycte hlavicka,
ta urCi offset od ukazatele

- Uzly jsou ulozeny za sebou jako u TreeBitmap

(b) Access 1 Header B, ptr B | Header C, ptr C
Header D, ptr D| Header E, ptr E

Y
S T~ Access 2 Header F, ptr F |Header G, ptr G %
Access 3 } [} ~ . NodeE Header H, ptr H|Header |, ptr | RE; 3

(a) Access 1

Access 2

Access 4 ptr F[ptr G Noc]e D
ptr H|ptr |

FIGURE 5. Node Co-location: (a) Before and (b) After
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EffiCuts — vysledky 1
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EffiCuts — vysledky 2

Table 3: Typical Power and Throughput Comparison

Classifier TCAM HyperCuts EffiCuts
'I‘yPE e —
20z |82 |5gl.-|e2 |z |85 |53 2 e |8 s
A H PR R R HIER G
o = S O = = &) = ~
£ |= E E z £ |= w & E 2|5 g = = |~
ACL 100K || 746 | 1695 | 23 | 37 | 1084 | 0.18 | 5.6 1 31 83 | 53 | 018 | 0.51 | 2
FW 100K 7.46 | 169.5 | 23 | 48 | 2433 | 0.21 83 | 2 81 53 | 37 1 020 | 043 | 2
IPC 100K 746 | 169.5 | 23 | 24 | 575 | 0.17 | 4.3 | 26 17 | 55 | 0.18 | 0.51
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