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Motivace 1

* Prijem paketu:
- 253 instrukci, 340 B metadat

e Odeslani paketu:
- 281 instrukci, 404 B metadat

* 10 Gb/s, pakety 1518 B obousmerneé:
- 435 MIPS, 4.8 Gb/s

* Rychlé procesory - velka spotreba
« Network procesory nevhodné kvuli latenci DMA
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Motivace 2

e Snhort

- Nevhodneé pocitat v SW na serveru
- Snaha o implementaci na interface

Read Decode Lo Preprocessors o Exact string | rhll-l?gs-c?er'g::; Notificatio
packet packet matching matching

Non-content 15%
2% 13% 46% Regexp 15% 1%

B Figure 1. The Snort packet processing loop with percentage of time spent in each phase.
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Navrh

e MIPS
e Ethernet

External SRAM

Ethernet controller with NIDS

‘ Instruction memory interface ‘

1128 bits
* Non-string Snort [ icache0 | [ icache 1 | [icache21]
32 bits
° Memory Transfer CPU 0 CPU 1 CcU2 | @@ CPU P-1
: | | | |
ASSIStS ] P+5 x S+1 crossbar (32-bit) ]
° Strl n g M atC h I n g Scratch Shared Scratch ® Scratch
ASSISt pad 0 DCache pad 1 o pad S-1
o . - = ‘ Bus interface ‘ 1 |
- P ametl Pl 1128 bits mg‘t;‘{,‘ﬁlg e
interface j ‘ ceic
External memory interface
* Crossbar
\‘\64 bits
PCl Full-duplex
bus ™ External DDR SDRAM — Ethernet
B Figure 2. Block diagram of proposed Ethernet controller architecture.
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Trocha historie

» Alteon Websystems (1996)

— ACEswitch 180: Prvni tri-speed switch
— ACEnic: Prvni Jumbo ramce

- Tigon: Prvni 1G sitovka
e Dnes Broadcom, 3Com, ...

* Nortel Networks (2000)
 Radware (2009)
* (bez afilact)
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Funkce firmware 1

* VVychazi z Tigon-Il
 Frame-level paralelism
 Work discovery

e Snort:

- SRC+DST IP hash (hash nalezena, nebo je
paket prirazen CPU s nejkratsi frontou)

- Stream reassembly do scratchpadu
- String Matching Assist

e In-order dokonceni
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Funkce firmware 2

Ethernet
frame
ready

Distributed
task queues

Ethernet
frame
ready

Stream
reassembly

Stream
reassembly

F::]szek:;‘r[;e Non-content
—:-lt’aerpnr —# rules, regexp —# Notification
ok matching
matching
Match verification stages
Hardware |
content
matcher
L
\ F;gi;ekaree Non-content
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Sxehive: matching
matching

Match verification stages

B Figure 3. Firmware parallelization strategy used for NIC-embedded Snort.
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Vysledky: Bez Snortu

e Spinach — cycle-

accurate toolkit for .
simulating

programmable network | s«

Interfaces

o Graf: :
~1518BUDPpakety

_ 1OG: 6 jader na 200 Mhz 100 125 150 S;rifreqizl:cym;::) 250 275 300

W Figure 4. Scaling core frequency and the number of processors
for 10 Gb/s Ethernet.

ANT@FIT FIT VUT Brno 8



Vysledky: Snort

o Graf: 500 MHz, realny provoz, realna pravidla
Snortu

* 1G: 6 jader na 300 MHz + Strlng Matching
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W Figure 5. Snort throughput results achieved with 2-8 CPUs for mail and Web rulesets with LL1 and LL2 input traces: a) inspection
throughput; b) normalized speedup relative to 2 CPUs.
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Diskuze
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