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| Fingerprints — technology principles
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| Fmger(prlnt) fakes — spooflng .
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Fake fingerprints of various materials
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| Finger(print) fakes — spoofing Il.
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| Liveness detection = anti-spoofing I.

« We have some international and national patents and
utility models in this area
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Macro-objective
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| Liveness detection = anti-spoofing Il.

« Heart activity detection

« Ultrasound principle / tomography

* Multispectral properties | =,
(acquirement of DB
+ patent)
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| Liveness detection = anti-spoofing IlI.

LED_02 (A = 644 nm; red) LED_01 (A =940 nm; IR}
L_Middle_Finger L_Ring_Finger L_Little_Finger L_Thumb L_Index_Finger L_Middle_Finger L_Ring_Finger L_Little_Finger

L_Thumb L_Index_Finger

Fake Finger_3D Fake_Finger_Gum Fake 01 Fake_02 Fake_03 _Finger_3D Fake_Finger_Gum Fake 01 Fake _02
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LH_IF_Fake 04 LH_IF_Fake 05 LH_IF_Fake 06 LH_IF_Fake 08 LH_IF_Fake 09 LH_IF_Fake_04 LH_IF_Fake_05 LH_IF_Fake_06 LH_IF_Fake_08 LH_IF_Fake_09

LH_IF_Fake 13 LH_IF_Fake_10 LH_IF_Fake_11 LH_IF_Fake_12 LH_IF_Fake_13 LH_IF_Fake_14

LH_IF_Fake_15 LH_IF_Fake_16
Toshiba - TLRE20TP {5 mm) Kodenshi Corp. - EL-1CL3 (3 mm)
" Used settings (for 4 diodes):
U=1315V; =115 mA; shutter = 8,500; gain = 100
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LH_IF_Fake_01 LH_IF_Fake_02 LH_IF_Fake_03 Fake_15 Fake_16

LH_IF_Fake_10 LH_IF_Fake 11

LH_IF_Fake_15 LH_IF_Fake_16

LH_IF_Fake 12 LH_IF_Fake 14

Used settings (for 4 diodes):
U =2.193 V; | = 192 mA,; shutter = 1,500; gain = 80




| Influence of skin diseases on fingerprints I.

- 5o
Famgertip eczema — a light o | ’ : Psoriasis — a partial sepire.
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Influence of skin diseases on fingerprints Il
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Influence of skin diseases on fingerprints lll.
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 Histopathologic changes
Change of skin color :
Histopathologic changes and color
We have internationally unique DB

change

 Algorithms for detection and recover
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| Other damages of fingerprints

* Liquids used in daily life

— Strong influence

Reference Shower gel Dish gel

W

Little influence

Reference Hand-cream Detergent
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| Synthetic fingerprints — generation |.

 Troubles in getting damaged fingerprints
* Very specific fingerprints

e Thisis an inverse biometric task

e Could be generated from random
minutiae points or from template!
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| Synthetic fingerprints — generation Il

 Application SFinGe
— biolab.csr.unibo.it/sfinge.html

— Generates very real fingerprints
 Application Anguli

— http://dsl.cds.iisc.ac.in/projects/Anguli/

— Similar principle to SFinGe

— Quick generation of large-scale DBs
 Our own application

— @Generation using minutiae points

— Damage/disease is a library

— Many various damages/diseases
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| Synthetic fingerprints — generation lll.

Sensor Type

| |Geneml Swipe Sensor | @) Siweep
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| Synthetic fingerprints — generation IV.
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| Synthetic fingerprints — generation V.

* Various fingerprint damages implemented yet

Pressure
Skin Damaged Damaged Swipe and
Original distortion fingerprint sensor sensor humidity
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| Synthetic fingerprints — generation VI. |

 Touch sensor Pressure
Dirty Skin Damaged Damaged and
Original SEensor

* Sweep sensor Pressure
Skin Damaged Damaged and

Original distortion fingerprint
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Fingerprints — an overview of our algorithm
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Thank you for your attention
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