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| Motivation: Finger(print) spoofs Il.
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| Multispectral skin properties
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| Optical properties — example from our DB

LED_02 (A = 644 nm; red) LED_01 (A =940 nm; IR}
L_Middle_Finger L_Ring_Finger L_Little_Finger L_Thumb L_Index_Finger L_Middle_Finger

L _Ring_Finger L_Little_Finger

L_Thumb L_Index_Finger

Fake Finger_3D Fake_Finger_Gum Fake 01 Fake_02 Fake_| 03 Fake_Finger_3D Fake_Finger_Gum Fake_01 Fake _02 Fake 03

Fake_05 Fake 06 Fake 08 Fake 09 Fake_04 | Fake_06 Fake_08 Fake_09

Fake 12 Fake_13 Fake_14 Fake_10 Fake_11 Fake_12 Fake_13 Fake 14
Fake_15 Fake_16 LH_IF_Fake_01 LH_IF_Fake 02 LH_IF_Fake_03 Fake_15 Fake_16 LH_IF_Fake_01 LH_IF_Fake_02 LH IF Fake _03

LH_IF_Fake_04 LH_IF_Fake_05 LH_IF_Fake_06 LH_IF_Fake_08 LH_IF_Fake_09

LH_IF_Fake_10 LH_IF_Fake_11 LH_IF_Fake_12 LH_IF_Fake_13 LH_IF_Fake_14
LH_IF_Fake_15 LH_IF_Fake_16

Kodenshi Corp. - EL-1CL3 (3 mm)
" Used settings (for 4 diodes):
U=1315V; =115 mA; shutter = 8,500; gain = 100
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Tokyo Institute of Technology

LH_IF_Fake 04 LH_IF_Fake 05 LH_IF_Fake 06 LH_IF Fake 08

LH_IF_Fake 13

Toshiba - TLRE20TP (5 mm)

LH_IF_Fake 14

LH_IF_Fake 12

LH_IF_Fake_10 LH_IF_Fake 11

LH_IF_Fake_15 LH_IF_Fake_16

Used settings (for 4 diodes):
U =2.193 V; | = 192 mA,; shutter = 1,500; gain = 80
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| Multispectral technology principle
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| Multispectral fingerprints and results

(a) Dry finger (b) Wet finger ) Strangulated finger
1.0k N
(a) Average genmine fnger sample
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GaussianNB (area = 0.64)
— SVC linear (area = 0,79)
— SVC rbf (area = 0.84)
02r — RandomForestClassifier (area = 0.80) ||
— DecisionTreeClassifier (area = 0.57)
KNeighborsClassifier (area = 0.72)
— AdaBoostClassifier (area = 0.66)
— RBM + |inear SVC (area = 0,66)
b) A fake fi l " e _
‘I 'r'r. Ty e "_I- 5 S' C 1 1 ! 1 1 1
(b} Average [ake finger sample e — - == = -

False Positive Rate
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| IR: Finger vein recognition I.

(1) acquired image (2) contours and (3) enhanced ROI (4) detected veins
rotation estimation
NIR LEDs

Cheap infrared LEDs and

Vein ' ' ' ' camera

Same or better

A —
performance than
el fingerprint recognition
. Suited as a multibiometric
CCD characteristic
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| IR: Finger vein recognition .
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| Distortion: Dirtiness on fingertips

Dry or wet fingers

e Dirt on sensor area

Veridicom 5™ Sense

e Dirt on fingertip surface

Earth dust Oiled finger

e Blurred images

Bergdata FCAT-100

e Change of pressure

e Latent fingerprints etc.

Veridicom 5" Sense

ot - e rd ok
About -10°C About +50°C
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| Distortion: Pressure stimulus + temperature

12702705 15.52.43 17702705 16,.22,20
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| Distortion: Influence of skin diseases on fingerprints I. | EiIFLl

e Histopathological changes
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| Distortion: Influence of skin diseases on fingerprints II. | EfIEll

) CRD ) DIN by . N Verruca vulgaris.
Fingertip eczema —a hght form_
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Acrodermatitis

Atopic eczema
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| Distortion: Hematoma

Original Image | Edited Image ‘Original Image | Edited Image

Bounded White BG Calculate size Hematoma size Hounded White BG Calculate size Hematoma size Menu

original Image Edited Image

Bounded White BG Calculate size 167915px Menu Baunded White BG Caltulate size Hematoma size Menu
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Thank you for your attention




