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Using Statistical Model Checking to Assess Reliability
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Key terms and definitions

Features of a system

Functionality Performance Cost Dependability ...

— Threats
—Availability
—Reliability
Dependability [1]— Attributes ———Safety
—Integrity
——Maintainability
— Means

Reliability can be meant in a qualitative or a quantitative

manner [2]; we concentrate on the latter one.
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The occurrence times of faults etc. cannot be specified
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certainly, but by means of the probability theory:

X77F ...a continuous random variable representing the
time to fault (TTF)

f(t) ...the probability density function (PDF) of X77£
representing the probability that a system fails in t

F(t) ...prob. that a failure occurs before or at t; the
cumulative distribution function (CDF) of Xy7£:

F() E [t f(x) dx

R(t) . ..reliability function (reliability): prob. that a fail-
ure occurs after t:

R(t) E' 1 — F(t) = [ f(x) dx

h(t) ...fallure/hazard (rate) function: prob. that a fail-
ure occurs in [t, t+ dt] given that no has occurred before:
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The quantification gets complicated by many real
circumstances (such as fault dynamics/dependencies,
multiplicity of faults, state-dependent behavior, repair fail-
ures, shared load/repair facilities).
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for Bathtub-Shaped Failure Rates

Josef Strnadel (http://www.fit.vutbr.cz/~strnadel, strnadel@fit.vutbr.cz)

What are typical components/shapes of a bathtub-shaped h(t) ?

infant  working life
mortallty (serwceablllty) N

r N\ r r N\

h(1)

Burn- :
- Wear-out

inoperability

L
IIIIIIIIIIIIIII

h(t)

Stress

reIie;PiIity

How we model the random variable with a bathtub-shaped h(t) ?
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> p1, P2, P3
.. probabillistic choice,
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.. exponential probability
distributions,
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distributions,

» [d...identification of the
produced fault

Our reliability models of simple systems. Ask us to know-how.
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Cooperation/research plans What is the probability of a failure within the given time ?

Pr[<= time_bound] {<> MODEL.failure}

To search for real problems to solve.
Assessment and validation using real-world
data — we search for partner(s).

Reliability assessment in the areas of re-
pairable and reconfigurable systems.

Representative results for a simplex system
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