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The increasing importance of network forensics in the investigations conducted by Law Enforcement Agencies (LEA) is indisputable. Today's internet does not carry ordinary TCP/IP traffic but utilizes many other encapsulations and tunneling protocols. In this paper, we overview the most used tunneling protocols and their features concerning digital forensic analysis. A case study of Generic Stream Encapsulation describes how the investigator can obtain encapsulated application data from within. 
[bookmark: _GoBack]The LEA uses lawful interception [16] as a tool to obtain indisputable evidence supporting cyber criminality investigations. We intend to provide an overview of common encapsulation protocols that are commonly used on today’s internet. This may be beneficent for network forensic practitioners that are responsible for the investigation, and executives that oversee selecting appropriate network forensic tools. As we have shown [17], network forensic analysis tools tend to lack complexity and support only a limited range of tunneling protocols. We show in this paper that some tunneling protocols [7, 8, 11, 12] that are not encrypted can be easily processed and contained information that may provide great value for investigators.  Also, extracting meta information from encrypted tunneling protocols [9, 10, 14, 15] may yield at least metainformation that can be correlated to other activities. Therefore, omitting encapsulation and tunneling protocols may lead to false evidence.
We provide a case study focused on the Generic Stream Encapsulation (GSE) [1, 2, 3, 4, 5, 6] protocol. The GSE may be used to carry IP network traffic [13] in satellite communication. We show that without support for GSE in network forensic analysis tools used by investigators, evidence might not be obtained. 
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