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Abstract—In this paper, we propose an application of a formal
authorization framework for defining and enforcing security poli-
cies in SCADA systems. Current generation of SCADA systems
are built as open networked systems often connected to public
networks. Thus the security becomes an important issue, which
needs to be properly addressed in these systems. The knowledge
gained from securing networked computer based systems may
help to develop security measures for SCADA systems too. Among
such methods, a policy based security methods are the most
applied. The contribution of this paper consists of an overview
of security issues related to SCADA systems and a proposal to
use a logic-based authorization framework in this environment
for achieving scalable and efficient authentication.

Index Terms—SCADA systems, authentication, security man-
agement, security policy management, formal methods

I. INTRODUCTION

This paper represents work in progress considering the ap-

plication of a formal authorization framework for implement-

ing authentication of critical requests in Supervisory control

and data acquisition (SCADA) systems. An authentication of

critical operations in SCADA systems is an important security

measure, which is nevertheless very rarely adopted in practice.

Because of the character of a SCADA environment, it is

impossible to propose a general solution to improve security

for all existing systems. Instead, a way to incorporate the

security mechanisms as parts of a basic infrastructure seems

to be a more viable option. Current proposals target mainly

the communication subsystem as one of the potential points

to enforce security policies [1], [2].

In our approach we propose to extend the communica-

tion subsystem to serve also as an authorization framework

protecting critical messages delivered in the system. The

inspiration comes from authorization frameworks developed

for grid systems [3]. We believe that an advanced authorization

framework may represent a useful security option for SCADA

applications by providing flexible, efficient and formally ver-

ifiable policy-based method for specifying and enforcing the

access to critical components and operations. Even preliminary

comparison to existing solutions shows that certain security

measures can be simplified if implemented in the considered

authorization framework. It seems that the key aspect is the

presence of the delegation principle.

The structure of the paper is as follows: In section II, we

provide background information on the subject of this paper, in

section III, we describe the previous work done in this area, in

section IV, we present a list of issues we plan to address in our

work, in section V, we present a proposal of the authorization

framework, and finally, in section VI we conclude the paper

discussing the current status of presented work.

II. BACKGROUND

A. SCADA Systems
SCADA systems are industrial control systems that monitor

and control industrial processes and through human-machine

interface interact with human operators by presenting mea-

sured data and accepting and executing operators’ commands.
The SCADA systems provide an instrument for supervis-

ing the underlying real-time controlled processes. With the

new technology available, the SCADA systems may also

incorporate some real-time control functionality. An adequate

characterization of SCADA systems can be as follows:

• Data are acquired, stored within the database for further

visualization or user-defined processing.

• System reacts upon occurrences of events, which classi-

fies its behavior as reactive. An event may cause operator

or automatic intervention.

• Individual subsystems may be spread over different loca-

tions. These subsystems communicate with a supervisory

station in a soft real-time manner.

• Recovery from a failure and a toleration of data loss is

implemented to meet the required reliability.

A SCADA system is a distributed environment consisting

of several subsystems. The actual architecture depends on the

character of a target application domain and an installation but

it usual comprises the following common components:

• A supervisory node (SN), which gathers all relevant

data in a system, maintains a database, and processes

commands issued through human-machine interface by

an operator. In complex systems, this component may

consist of multiple servers running distributed application

software.

• Remote terminal units (RTU) provide interfaces to sen-

sors and actuators in the system. They perform conversion

between electrical signals and its digital representation.
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Fig. 1. XACML authorization model

An authorization model contains following components: PEP - policy
enforcement point, PDP - policy decision point, PAP - policy admin-
istration point, and PIP - policy information point.

• Programmable logic controllers (PLC) implement real-

time control loops for particular processes controlled

within the system.

• Communication infrastructure (CI) interconnects all com-

ponents of the system. Usually, multiple communication

technologies and protocols are used within a single sys-

tem.

A real-time control is implemented within RTU and PLC

components. Host control functions implemented in SN are

restricted to monitoring and supervisory control, e.g., setting

parameters to control loops, switching system’s operational

modes. Data arising at the RTU and PLC are acquired as value-

timestamp pairs. They are logged in a (distributed) database

offering further analytical reasoning.

The Human Machine Interface (HMI) of SCADA systems

visualizes the data to an operator. The operator can change

available parameters of the system or manually control specific

components. An important part is alarm handling. Alarms are

expressed in a form of conditions that the system should satisfy

in its normal state. If these conditions are violated an alarm

is activated to draw operator’s attention.

Various types of communication media are used in SCADA

systems. Traditionally, proprietary protocols have been used to

communicate with PLC and RTU components, e.g. Modbus,

Profibus, RP-570. Currently, standard protocols, e.g., IEC

60870-5-101, DNP3, are preferred. In several application do-

mains, the Internet protocol suite has been deployed allowing

for accessing the system from the Internet. This offers to

provide a new functionality but also opens new possibilities

to attack these systems.

The SCADA architecture evolves from monolithic through

distributed to networked [4]. In the last generation of the

SACADA systems, standard communication protocols are

used and thus related security mechanisms are available for

protecting the system. However, many security analyses warn

that current systems are often poorly protected to an unautho-

rized access.

B. Security Issues in SCADA Systems
Security is an important aspect for SCADA applications.

SCADA systems are used to control safety critical processes,

e.g., water distribution, transmission of electricity, or a critical

industrial process. Compromising these systems may have

serious consequences. While there is a long list of security

issues related to SCADA systems, we focus only at the

class of security breach related to insufficient access control

enforcement. An overview of security issues related to the

SCADA network environment can be found, e.g, in paper by

Igure, Laughter and Williams [2]. They identified six classes

of security issues that require further research:

• Access Control

• Firewalls and intrusion detection systems

• Protocol vulnerability assessment

• Cryptography and key management

• Device and OS security

• Security management

A properly configured access control ensures that unau-

thorized persons cannot access system’s resources and data.

One of the fundamental elements in the access control im-

plementation is a proper authentication usually enforced by

assigning login accounts to authorized users. All problems

related to the authentication known from other environments

hold in SCADA systems too. SCADA systems may involve

complicated authentication patterns driven by business needs,

e.g., user accounts of a contractor may be temporal and with

limited responsibility area and privileges.
According to Alcaraz, Fernandez, Roman et al. in [5], the

security management means to define, implement and maintain

good security standards. Properly defined security objectives

can be enforced by using security policies, which must be clear

and comprehensive. Security policies have a wide scope. They

define authorized persons or system components for execution

of actions as a part of responsibility identification. Also, with

respect to security enforcement, the properly implemented

security policies should specify how to react to incidence,

to detect security violation by monitoring and auditing sys-

tem events, and to protect the system by using maintenance

operations and patch management [6].
Human interaction is necessary in SCADA applications.

Human operators also present the danger to SCADA systems.

In most of legacy SCADA systems, there is no authentication

involved, or a very limited form is implemented, e.g., non

per-user authentication. This presents a serious problem for

security of SCADA systems. Managing access rights is diffi-

cult in SCADA as there are thousands of possibilities because

of an enormous number of variables in the system and many

roles that different users can take. Some form of a flexible,

reasonable complex authorization mechanism is thus required.

An overview of security challenges in SCADA systems is

provided by Hentea in [7].

C. Authorization Frameworks
Authorization frameworks are widely used in complex and

distributed systems to implement access control policies. An
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industrial standard XACML defines a declarative access con-

trol policy language and the model of evaluation. Using the

XACML, we will present usual concepts of authorization

frameworks. An architecture of the framework is presented

in Fig.1.

The PEP analyses requests sent by users and asks the PDP

to make access decision according to the security policy. The

PAP is an administrator of these security policies. To make

a decision the PDP may ask the PIP to obtain additional

information and parameters related to analyzed request. While

security policy may be statically defined by an administrator,

the PIP provides run-time values that correspond to the current

system state.

Policies are written in a policy language. The XACML rec-

ognizes three kinds of elements, namely, PolicySets, Policies,

and Rules. Policies are expressed as collections of associated

Rules. A rule is defined by relating an action to subjects and

resources. A subject is an entity that requests the access. A

resource may be data, a service or a system component. An

action represents a type of access permitted on the resource.

The environment may provide additional information.

Since the XACML version 3, a delegation is supported.

The delegation is an important mechanism that supports the

decentralized administration of access policies. Delegation

rules are stored in administrative control policies separated

from access control policies. Delegation rules increase the

flexibility as certain modifications can be done without the

need to change root policies.

III. PREVIOUS WORK

In this section we overview previous work on securing

SCADA systems. Many works have been done on securing

communication in networked SCADA systems and enhancing

security of individual devices. In general, many approaches

tend to redefine concepts and methods from other domains.

Here, we present contributions that aim at addressing the

specific needs of SCADA systems.

Securing SCADA systems by applying authentication and

access control principles are proposed by Xiao, Yen, and

Bastani in [8]. The problem of scalability is solved by us-

ing a public key cryptography approach based on the grid

of certification authorities to reduce the burden of rekeying

requests. The integrity of a communication between SCADA

components is identified as the important security measure

by Fovino, Carcano and Masera in [9]. They proposed to

extend communication protocols in the SCADA environments

to contain computed signatures that protect the commands and

data carried by packets.

A security policy management is considered an important

aspect for security enforcement in IT systems. Many of the

principles are applicable to SCADA systems. Several works

deal with security models for SCADA systems.

Alcaraz, Fernandez and Roman et al. in [5] examine the

issues of user identification and authorization. They conclude

that currently used authentication mechanisms based on user

and password is insufficient for modern SCADA systems.

They recommend to follow security standards, e.g., NIST 800-

82. Cardenas, Amin and Sastry in their position paper [10]

identify and define the problem of secure control in general

and propose a set of challenges that need to be addressed. They

suggest that the solution needs to be based on the combination

of both proactive and reactive security techniques.

Ajos, Brito and Pires [11] proposed the application of

Ponder framework [12] for formal specification of policies and

rule validation. This idea follows principles defined for policy

based network management proposed by IETF [13]. Ponder is

a declarative language for specifying security policies. There

are following types of policies:

• Authorization policies define subjects that are permitted

to perform actions on objects in a target domain.

• Obligation policies specify which actions have to be

performed on objects of a target domain in the response

to an event.

• Refrain policies define actions that have to be refrained

from performing on target objects. The difference to

negative policy is that subjects are generally permitted

to perform these actions but are blocked from doing so

if certain constraints apply.

In the authorization system, policies are stored in a repository

and translated into specific device languages. The distribution

to devices is performed using appropriate protocols. Devices

thus autonomously enforce given security policy. Centralized

security policy management is necessary. Ponder offers formal

semantics and thus it may be possible to develop tools for

consistency and conformity verification of policies. None of

that has been done till the present time.

IV. PROBLEM STATEMENT

Current process control devices available in the market can-

not adequately enforce security policies. Because of resource

limitations and cost constraints it cannot be assumed that

much effort will be devoted to extend their functionality by

implementing advanced security mechanisms. In this paper,

we propose an architecture pattern that introduces new security

policy enforcement points. These points require no modifica-

tion of control devices. The key idea is that security should be

enforced mainly at the level of local control network, which

serves as a common communication medium between critical

system components.

To strengthen security in SCADA systems we propose

implementing the following principles:

• A security policy based on Role Based Access Control

(RBAC) should be implemented as a part of the under-

lying authorization framework. The RBAC reduces the

complexity and cost of security administration in complex

systems by the use of roles, hierarchies, and constraints

to organize user access levels.

• Securing communication in Local Control Networks

should be supported. Many PLCs are able to commu-

nicate using standard protocols, e.g., Ethernet, TCP/IP,

within Local Control Network. Such communication is
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not secured. An attacker with access to LCN can intercept

such messages or generate adversary packets to disrupt

system operations.

• Logging of events should be carried in order to provide

data for regular security audit and intrusion detection sys-

tems. Certain patterns of a system behavior may indicate

that there is an security violation attempt. Collecting of

events and statistical data provides an input for both on-

line and off-line security analysis. Proper and accurate

logs help to determine what caused a security event to

occur.

There are other security threats that we did not mention,

e.g., inadequate physical protection of network equipment,

no malware protection software deployed, etc. These are out

of the scope of this paper and our aim to propose a design,

which increases the security protection at the level of inter-

component communication and logical access.

V. PROPOSED APPROACH

Our approach is to modify and extend the communication

subsystem for supporting active security enforcement. This is

based on an authorization framework deeply embedded with

the communication protocol. As an experimental platform we

selected Distributed Network Protocol (DNP), which is an

open and optimized communication protocol primary devel-

oped for the SCADA environments.

A. DNPSec

The Distributed Network Protocol was designed to serve in

SCADA applications for efficient message delivery between

SCADA components. The protocol is based on the Master-

Slave communication schema. The protocol implements fea-

tures that make it robust, reliable, efficient but not secure

from attacks. Several proposals deal with adding security to

the DNP. The DNPSec proposed by Majdalawieh at al. in

[14] defines a security framework providing authentication,

integrity and confidentiality. In addition to the DNP a new

communication pattern is introduced in the DNPSec which

serves for the key exchange. This is used during the installation

and connection setup between the Master and Slave compo-

nents and after an old session key expires and new keys are

distributed. Authors claimed that because a static nature of the

SCADA environment a simple key management is sufficient.

While the key management always represents a performance

penalty, the authors ensures that the delay is not significant

for current systems because of sufficient capacity and speed

of communication networks and processing power at the end

systems.

B. Application Authentication

Recently, the application-layer authentication mechanism

for DNP was published as a standard [15]. At application layer

it is possible to authenticate individual users. The standard

assumes that there are multiple users located at the site of

a master node and the authentication is performed for each

user separately to others and to the master station itself. The

implementation is based on two concepts:

• A challenge response protocol to protect specific critical

Application Service Data Unit (ASDU).

• A calculation of a Message Authentication Code (MAC)

for each Application Service Data Unit.

The general behavior is that a device performing a critical

operation issues the challenge-based authentication to protect

this operation. Usually, a master station sends an ASDU

carrying the request for performing a critical operation such

as setting up new parameters in a control process. On the

delivery of this critical ASDU, the receiving device invokes

the authentication mechanism by replying with a challenge

message. The master device must reply before communication

can continue to authenticate the previous operation. The device

checks the response from the master station and if the response

is valid then the critical ASDU operation is executed. In other

case, the authentication failure error is sent back to the master

station. There is also an option to use aggressive mode for

authentication, which means that the response is precomputed

and sent together with a critical ASDU. A user authentication

relies on the maintaining a database of active users. While

the standard does not specify how such database should be

implemented, the character of authentication requires that each

unit participating on the authentication process should be

able to identify a user by its User Number (UN), which is

unique within a particular DNP association. Briefly, a DNP

association is a logical connection between particular master

and slave stations.

C. Logic-based Access Control

The previous method for authentication requires complex

treatment of user identities in order to work properly. The

authentication should serve to protect operations from being

executed by users that do not have rights to do so. To

provide the same level of authentication security but advance

the flexibility we propose to use a distributed authorization

framework based on formal logic. In this subsection, we shape

a possible design of the framework that may be applied in this

specific environment.

A high level model is shown in Fig.2. An authorization

framework is a top layer of a communication subsystem. Each

component composes messages by calling functions of the

authorization framework. The types of messages remain the

same as defined in the DNP specification. However, the autho-

rization framework is responsible for adding necessary security

and authentication information to each message. Similarly to

DNPSec, the protocol is modified to carry MAC data used

for verification of frames integrity. Moreover, for the purpose

of the authorization framework, the critical requests are ac-

companied with authorization assertions. This is analogous

to the approach defined in the DNP authentication standard

[15]. The difference is however in the processing of critical

requests. By using the logic-based authorization, each critical

command is accompanied with security assertions before the

command is send to a slave node. If these assertions together
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Fig. 2. A model of authorization framework

A communication subsystem is extended with Authorization Engine
that manages adding and verifying authorization assertions for re-
quests.

with the slave node’s local policy assertions are enough to

successfully evaluate the request then the critical command can

be executed. In other case the slave node can either refuse the

execution or ask for additional assertions either by querying

the master station or an external authorization node. In the

strictness case, when the node refuses the execution of the

command the burden of providing evidence that the user has

enough rights to execute the command is on the master station.

This represents an efficient one pass authentication.

To demonstrate the way the policy assertions are specified

and used we provide a simple example written in SecPAL

language [16]. The assertions have a simple form, e.g., the

following defines that a person Alice is an operator. Because

it is said by the administrator the system trusts this assertion.

admin SAYS Alice is operator .

If Alice wants to execute a command that modifies a control

parameter, set(alertLevel,10), then such request has to

be sent with a collection of assertions that allow receiving node

to verify that this action is permitted. Consider that receiving

node allows all operators to perform this action, which means

that a local policy contains the following assertions:

node SAYS admin can sayx is operator .

node SAYS operator can set alertLevel .

Taking these two assertions and the assertion that comes with

a request it is possible to infer that Alice can set the alert level

at this node.

To implement this kind of authentication it is necessary that

every node maintains a predefined set of local policies. Also

every assertion must be signed by its issuer, which guarantees

its authenticity.

VI. CONCLUSIONS

In this paper, we proposed to employ a logic-based au-

thorization framework for implementing a flexible applica-

tion layer authentication in SCADA systems. The current

security issues of SCADA were briefly reviewed. From the

presented review it is evident that authentication and secure

communication are necessary to be implemented in order to

ensure an adequate protection level of critical processes in

SCADA applications. We discussed how this proposal fits with

the current architecture. In particular, we focus at the DNP

communication infrastructure, which seems to be a suitable un-

derlying technology for the experimental implementation. Our

future steps include experimental design and implementation

of the proposed authorization framework through extending

the DNP following the similar approach as proposed for the

DNPSec and in the DNP3 Secure Authentication Standard.
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