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Predhovor

V mene organizatorov 15. rocnika ¢esko-slovenského seminara doktorandov Pocitacové architektury
a diagnostika — PAD 2017, vitame vSetkych jeho Ucastnikov na malebnom zamku Smolenice, ktory sme
vybrali pre zorganizovanie tohto roénika. Verime, Ze sa ndm Uspesne podarilo predizit histériu tohto
priatelsky prijemného a vedecky podnetného podujatia aj vsadenim semindra do lokality pohoria
Malych Karpat a krasnej prirody.

Histdria konania seminara PAD sa zacala v roku 2003, necely rok po umrti prof. Ing. Jana Hlavicky, DrSc.,
po ktorom je pomenovana aj cena udelovana doktorandom za vynikajuce vysledky v doktorandskom
Studiu. Cena nesulca meno vedca, ktory zasvatil svoj profesijny Zivot pocitacom a diagnostike, ma
nepochybne svoju hodnotu a v histdrii jej udelovania sa stala pre doktorandov skuto¢nou motivaciou.
V minulom roc¢niku (PAD 2016) bola ,Cena prof. Ing. Hlavicky, DrSc. za vynikajuce vysledku
v doktorandskom studiu” udelena tymto Studentom:

1. rocnik (12 Studentov) — Lukas Kohutka (FEI STU)
2. ro¢nik (9 Studentov) — Ondrej Kachman (Ul SAV)
3. ro¢nik 5 Studentov)— Adam Crha (FIT VUT)

Mimoriadna cena za excelentny Start do doktorandského §tudia: Filip Kodytek (FIT CVUT)

Ocenenym doktorandom blahozeldame a verime, Ze programovy vybor udeli ocenenia aj tento rok.

Seminar PAD je neformalnym a priatelskym férom, na ktorom majia doktorandi moznost prezentovat
vedecké témy a otvorene o nich diskutovat. PAD je pre doktorandov prinosny hlavne moZznostou
ziskania cennej spatnej vazby ohladne zameru dizertacnej prace, plnenia stanovenych cielov,
vhodnosti zvolenych rieseni, ako aj moznosti vyuzitia dosiahnutych vysledkov. A prave v tomto tkvie
nezamenitelna uloha skolitelov, ktori nielen zodpovedne zrecenzovali Va$ prispevok, ale pocas
prezentdcie prispevku na seminari povedu plodnu a efektivnu debatu. Td&to mdze na jednej strane
poskytnat zhodnotenie kvality dosiahnutych vysledkov, a na strane druhej aj poukazat na pripadné
nedostatky prace a tym odkryt dal$ie mozné smerovania. Touto cestou dakujem vietkym recenzentom
za pripravu posudkov a objektivne hodnotenia.

Pre mnohych z nas sa PAD stal kazdoroénou udalostou a neoddelitelnou sicastou nasho profesijného
7ivota, o ¢om sveddi aj 22 povodne prihlasenych prispevkov v tomto roéniku. Zial dvaja doktorandi sa
napokon PAD seminara nemohli zi¢astnit. PAD je pre doktorandov aj zaujimava forma vedeckej
sutaze, v ktorej sa mbzu porovnat so Studentmi z ostatnych univerzit v ramci prislusného roénika.

Zaverom by sme chceli podakovat sponzorom za ich finanénu podporu, bez ktorej by nebolo mozné
toto podujatie Uspesne zorganizovat. Dakujeme aj spolo¢nosti STU Scientific, s.r.o. za administrativnu
pomoc a ekonomicku asistenciu. V neposlednom rade by sme chceli podakovat celému organizacné-
mu vyboru a institucidm, ktoré PAD 2017 spolocne zorganizovali.

Prajeme Vam vsetkym prijemny pobyt v Kongresovom centre SAV na zdmku Smolenice a zeldme Vam,
aby ste nacerpali nové podnety pre svoju pracu a pookriali v pokojnom vidieckom prostredi.

V Bratislave, 28.8. 2017

Viera Stopjakova a Katarina Jelemenska
Organizacny vybor PAD 2017
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Abstract—This contribution deals with a hardware design of a
circuit to be used for both Physical Unclonable Function (PUF)
and True Random Number Generator (TRNG). The originally
designed circuit is based on ring oscillators and was intended to
be utilized as PUF. However, as it is shown in this paper, it turned
out that the same circuit may also be used for generating true
random numbers. The motivation behind using the same circuit
for both applications is utilization of resources and designing
a universal cryptosystem that can be used for various crypto-
graphic applications. All of our experiments were performed
on Digilent Basys 2 FPGA boards (Xilinx Spartan3E-100 CP
132) and the evaluation of the generated random sequences was
performed using NIST statistical test suite.

Keywords—Hardware security, physical unclonable function,
true random number generator, field-programmable gate array,
ring oscillator

I. INTRODUCTION

Digital circuits implemented in Field-programmable gate
arrays (FPGAs) often implement security features such as
authentication or encryption. Depending on the application,
Physical Unclonable Functions (PUFs) can be used for se-
cure authentication or key storage, because numerous security
protocols require some secret key that needs to be stored.
A complex and expensive secure storages of keys need to
be designed in order to ensure a safe and secure storage
of cryptographic keys. However, the nonvolatile memory, in
which the keys can be stored, can be vulnerable to invasive
attacks, since the key is stored in a digital form.

PUFs offer an easy and highly secure solution to the issue
of secure storage of cryptographic keys. PUF is a function
which provides a response for a given challenge and a physical
state of the electronic device it is implemented on. PUFs are
based on physical properties that depend on manufacturing
variations that make each chip unique. This can be used to
generate unique digital fingerprints of devices and distinguish
various devices from each other. The main advantage of PUFs
is the fact that we can generate the cryptographic key on the
fly when it is needed instead of storing it in a memory.

Some of the basic properties which need to be achieved
by PUF’s outputs are stability (the same or similar responses
for the same challenge on one device), uniqueness (different

responses for the same challenge among different devices)
and randomness (unpredictability of its responses for new
challenges or new devices). Due to its properties, a natural
basic applications of PUFs are for device identification, au-
thentication and cryptographic key storage.

The PUF designs suitable for FPGAs typically exploit two
different sources of randomness, namely delay variations and
memory initialization variations. Many devices have embedded
SRAM, which is used by the memory-based PUF as a source
of randomness that is derived from the power-up SRAM
content [2]. However some FPGAs clear their memory after
power-up, thereby losing all randomness. Other memory-based
PUF variants such as Butterfly PUF [6] or Flip-flop PUF [8]
were proposed to avoid this.

Delay-based PUFs exploit the manufacturing variations that
influence delays of logic gates and interconnects. Arbiter
PUF [7] was one of the first delay-based PUFs, while others
include e.g. the Ring Oscillator PUF (ROPUF) [10] and others.

Beside secure storage of cryptographic keys, we also need
random numbers for numerous cryptographic protocols which
require generation of keys (e.g. key for symmetric cipher),
nonces, initialization vectors, salts etc. This implies that a true
random number generator (TRNG) producing unpredictable
sequences of bits with good statistical properties is necessary,
if a high level of security is to be achieved.

This work describes how to utilize a ring oscillator (RO)
based circuit originally designed to be used as a PUF for
TRNG. The PUF circuit was proposed and published in [4].
The proposed circuit showed good results in terms of good
statistical properties, simplicity of design and efficiency. We
extend our current work to show that the same design could
also be used as TRNG.

This paper is organized as follows. Section II provides a
brief description of the ROPUF, that was proposed in [4]. The
evaluation method for TRNGs is described in Section III. Sec-
tion IV presents the results of experiments. The last Section V
concludes the paper.

II. THE PROPOSED CIRCUIT

In this section we provide a brief description of the proposed
circuit that was originally intended to be used as PUF. The
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Fig. 1: The proposed ROPUF circuit used for TRNG.

proposed design is based on ROs which serve as the source
of the entropy. In case of PUF, the entropy is given by the
process variations which determine the differences between
the delays of logic gates and interconnects among various ROs
and devices. On the other hand, the entropy of TRNG using
ROs is determined by jitter of these oscillators.

When proposing the ROPUF design, our main goal was
an easy to implement and efficient design. Moreover, the
proposed ROPUF provides more output bits from each pair
of ROs than the classical approach [10]. This is possible
because we use a different approach to extract the PUF output
bits. Instead of comparing the frequencies of two mutually
symmetric ROs in a pair, we use their frequency ratio. While
the classical approach offers only one PUF output bit per RO
pair, our approach extracts multiple bits from each RO pair
based on the properties of the PUF outputs we want to achieve.
The proposed design does not require the ROs to be mutually
symmetric; however, the statisitcal properties of the PUF out-
puts are better with symmetric ROs when exposed to variable
physical conditions [5]. The original ROPUF architecture is
explained in better details in our previous work [4].

A. The main principle of the proposed ROPUF design

As mentioned before, in the classical approach [10], the
frequencies of ROs are compared and the result of this compar-
ison produces only one output bit for PUF. In order to achieve
unpredictability of the PUF outputs, this approach requires
all ROs to be mutually symmetric so that the differences
in frequencies of ROs are influenced only by the random
variations in delays of logic gates and their interconnects.
As also mentioned in [10], the number of RO pairs for this
comparison is limited, so that the bits in the PUF outputs are
independent.

In our proposal, the PUF outputs are still obtained based on
the selected RO pairs, but the problem of selecting particular
RO pairs is no longer present. The ROs in our design consist
of 1 NAND and 4 inverters, forming a combinational loop.
As shown on Fig. 1, there are 2 sets of ROs and using
2 multiplexers, one RO from each set is selected and its
output is connected to a counter. When the ROs are selected,
the measurement is started and when one of the counters
overflows, the measurement is stopped. The other counter (the

increasing entropy

increasing stability
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significant bit
PUF TRNG
Fig. 2: The example behaviour of the bits in counter value of
a 16-bit value.

one that did not overflow) contains a resulting value which is
used for further processing.

The proposed method implies that if we knew the exact fre-
quencies of the ROs during measurement, we could determine
the resulting counter value (in case of 16-bit counters) that is
later processed as follows:

f2

Counter value = == x 216, (1)
1
where f; is the frequency of the faster RO and f5 is the
frequency of the slower RO.

B. Utilization of the proposed design for PUF and TRNG

The counter values are represented in binary code and
therefore, we can select an appropriate part of the counter
values for the PUF output based on the statistical properties of
the selected bit positions. It can be expected that the positions
close to the most significant bit (MSB) will be very stable,
while the positions close to the least significant bit (LSB)
will be highly unstable and would vary with almost each
measurement due to noise effects - a possible source of entropy
for TRNG. The described behaviour is depicted in Fig 2.

Taking into account the desired properties of PUFs, the suit-
able positions for PUF are located somewhere in the middle of
the counter value, where both entropy and stability are high. It
is important to realize that the sources of entropy for PUF and
TRNG differ significantly. The entropy for PUF is given to a
particular circuit only once during the manufacturing process.
Therefore, the entropy is determined for given positions among
various RO pairs or the same RO pair but on various devices.
On the other hand, the entropy of TRNG is given by the jitter
of ROs, so the entropy is determined for each RO pair using
multiple measurements. This implies that the suitable positions
for TRNG will be the ones close to the LSB.

III. TRNG EVALUATION

There are various statistical properties of TRNG designs
that we can evaluate, such as bit rate, area efficiency or sen-
sitivity to physical disturbances. However, the most important
property of any TRNG is the unpredictability of its output.
Therefore, we should carefully evaluate the TRNG in the
perspective of randomness it offers.

There are some recommendations or guidelines how to
evaluate TRNGs, e.g. the German document AIS 31 [3]. In
order to evaluate TRNG properly, it is not sufficient to test
only the generated sequences of bits by the TRNG, because
even a deterministic random number generator can pass test
suites such as NIST or DieHard. These tests may be necessary,
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Fig. 3: An example of forming a random sequence from single

bits from individual RO pairs.

but even if the TRNG pass these tests, it doesn’t mean that it
really is a TRNG.

The problem is that the generated sequences are already
digitized and we evaluate them after some algorithmic post-
processing which enhances its statistical properties. But what
we need to do is to make a stochastic model of the noise and
compute a lower bound of the entropy per bit of the source
of the entropy [1].

First, we need to identify the source of randomness [1].
TRNG rely on a random physical phenomenon known as
analog physical noise. Therefore, analog physical noise is the
source of randomness we need to identify. There might also be
some other unidentified phenomena which would contribute
to the randomness of TRNG, but it shouldn’t be taken into
account in entropy estimation. After identifying the source
of randomness, we need to make a statistical model for the
physical noise used.

Having the statistical model for physical noise, one must be
able to evaluate experimentally the parameters of the model
and evaluate the measurement errors of these parameters. Also,
the stability of parameters of the statistical model must be eval-
uated for physical noise with regard to physical environmen-
tal conditions of the TRNG (temperature, supply voltage...)
and technological environmental operating conditions of the
TRNG (installed alone on a circuit or with other circuits).

The next requirement in order to evaluate the TRNG prop-
erly is to have a statistical model for the TRNG (i.e. the
bits it generates). It is assumed, that all of the conditions
mentioned above are fulfilled, because the statistical model
for the physical noise is needed. To ensure that the TRNG is
working properly during its life, parametric tests must run at
startup and continuously.

IV. EXPERIMENTAL RESULTS

In this section we present the results of testing the proposed
design as a TRNG. All of the measurements were performed
on Digilent Basys 2 FPGA board containing Xilinx Spartan3E-
100 CP132. There were two separate sets of measurements.
The first one set of measurements was performed on a circuit
containing 150 RO pairs, where all of the ROs were running
during the measurement. An on-board switching regulator was
used as the power supply. In the second set of measurements,
we used a circuit with 130 RO pairs where the ring oscillators

Istrun RO pair 1 RO pair 2 RO pair 150

2nd run RO pair 1 RO pair 2 RO pair 150

1100 000 th run RO pair 1 RO pair 2 RO pair 150

Bitstream

Fig. 4: Concatenating the outputs from all RO pairs to form
one long random sequence of bits.

run and are measured separately. In this case, we modified
the Digilent Basys 2 FPGA board so that the original power
supply is disconnected and replaced with a new power supply
consisting of a battery and linear regulators.

The measured sequences of bits were evaluated using NIST
statistical test suite [9] that was proposed specifically to test
random number generator for cryptographic purposes. The
version of the NIST software we used is STS 2.1.2. This
test suite consists of tests such as frequency test, runs test,
cumulative sums test, entropy test, etc.

A. Individual RO pairs tests

In this experiment, we examined single bits from each RO
pair and we considered each RO pair as a unique source of
entropy. Each RO pair’s counter value was measured 1 100 000
times. Therefore, we obtained 150 x 16 bit streams as shown
in Fig. 3. Some of the tests in NIST STS 2.1.2 require longer
bit streams than we could provide, which led us to exclude
such tests.

The results of the tests are as follows: Bit 16 (LSB) failed
in some tests, but the positions 15 and 14 show passed all of
the tests indicating that these bits may be suitable to be used
for TRNG output. All of the other positions failed all of the
statistical tests except for bit 13 which failed only in some
tests.

B. Concatenated RO pairs outputs tests

The previous experiment indicated that each RO pair could
be used as a stand alone source of entropy. However, it would
be more natural for this particular design to use multiple
bits from each measured counter value for the TRNG output.
Moreover, since there are 150 RO pairs, we can concatenate
their outputs to form a single long bit stream as shown in
Fig. 4.

The concatenated bit streams were then tested. After this
concatenation, we had enough data to run all of the tests from
NIST STS. We tested both concatenated single bits from all
RO pairs and concatenated multiple bits from all RO pairs.
Moreover, since some of the selections of positions failed for
frequency test, indicating bias in the TRNG output (this can
happen when dealing with TRNG), we used 2 post-processing
methods: XOR corrector and Von Neumann corrector.

Von Neumann corrector works as follows: If the input is
“00” or “117, the input is discarded , if the input is “10”, the
output is “1” and finally if the input is “01”, the output is
“0”. The disadvantage of this post-processing method is the



Concatenated bits
Von Neumann corrector \ XOR corrector

Position 0-3 1-3 0-3 1-3
Frequency 99/100 98/100
Block Frequency 100/100 99/100 99/100 100/100
Cumulative Sums I 100/100 99/100
Cumulative Sums 1T 99/100 97/100
Runs 96/100 99/100 96/100 100/100
Longest Run 98/100 99/100 99/100 99/100
Rank 99/100 98/100 99/100 99/100
FFT 99/100 99/100 100/100 98/100

Non Overlapping Template | 98-100/100 97-100/100 | 98-100/100 97-100/100

Overlapping Template 99/100 100/100 99/100 100/100
Universal 98/100 100/100 99/100 100/100
Approximate Entropy 100/100 100/100 98/100 100/100
Random Excursions 30-31/30 62-63/63 | 43-44/100 55/55
Random Excursions Variants | 30-31/30 62-63/63 | 43-44/100 55/55
Serial T 99/100 99/100 100/100 100/100
Serial II 100/100 100/100 98/100 98/100
Linear Complexity 100/100 100/100 98/100 97/100

TABLE I: Results of NIST STS tests of concatenated bit
stream after applying Von Neumann and XOR correctors.
Minimum allowed pass rate is 96/100. The red cells indicate
that the test failed for the distribution of p-values.

fact that it shortens the generated sequence by approximately
75%.

On the other hand, XOR corrector shortens the generated
sequence only by 50%. It takes two subsequent bits from the
input and puts the result of XOR operation on these two bits
into the generated sequence.

The results of the NIST STS after applying Von Neumann
and XOR correctors are shown in Table I. This table shows
the pass rates for each of the tests and the red cells show
that the test failed for the distribution of p-values. As can be
seen in Table I, the bits 15-13 show excellent behaviour after
applying these post-processing methods.

C. Ruling out crosstalk and parasitic frequencies

To eliminate any potential crosstalks between individual
RO pairs and parasitic frequencies from switching regulators
influencing randomness of generated bitstream and therefore to
verify that each RO pair can be considered as a unique source
of entropy, we tested individual RO pairs separately using a set
of linear regulators as power supply. In this experiment, all of
the ROs were not running simultaneously as before, but only
one selected pair of ROs is running during the measurement.
Otherwise, the setup of the experiment remains the same.
Each RO pair was measured 1 100 000 times and there were
130 RO pairs on the examined circuit. The results of this
experiment are very similar to those, where all ROs were
running simultaneously and switching regulator was used.
Therefore, we can assume that each individual RO pair is a
unique source of entropy.

V. CONCLUSION

PUFs and TRNGs are two different cryptographic primitives
that have one thing in common. They both exploit some
random physical phenomenon. TRNG needs a continuous
random phenomenon, e.g. noise. On the contrary, PUFs ex-
ploit a random variation in the manufacturing process where
the randomness appears only once and defines the physical
properties of the device.

In this work, we dealt with a circuit originally designated
to be used as ROPUF and showed that it has a potential
to be also utilized as a TRNG. For the evaluation of the
TRNG, we used NIST statistical test suite. We tested two
different experimental setups. One with RO pairs running
simultaneously and switching regulator as a power supply,
while the second one with only one RO pair running at a
time and linear regulator as a power supply. The results have
shown that up to three bits can be extracted from each RO pair
from one measurement, but further post-processing is required,
which causes the generated random sequence to be shorter by
50% in case of XOR corrector and by approximately 75% in
case of Von Neumann corrector.

In our future work, we would like to evaluate the proposed
TRNG in accordance with the methodology described in
Section III. It means that at first, we need to build a statistical
model of the physical noise that serves as the source of the
entropy. Also, the behaviour of the proposed TRNG needs
to be evaluated under varying physical conditions. Moreover,
some online tests need to be used in order to detect the failure
of the TRNG.
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Abstraki—Clanek pojedniva o modelech Kkyber-fyzikélnich
systému a problematice jejich testovani. Sleduje soucasny trend
prumyslu, ¢im dal CastéjSiho prolinani fyzikdlniho svéta se
svétem vypolta a reaguje na vzrustajici potfebu tvorit nové,
slozitéjsi systémy, které jiz dokazi monitorovat a ovliviiovat
skuteény svét kolem nas. Samotna tvorba kyber-fyzikalnich
systému predstavuje netrividlni problém, ale diky spojeni s
metodikou Model-Based design a automatickym generovanim
testil se z ni stava atraktivni oblast aktivniho vyzkumu. Soucasné
analytické nastroje bohuzel nezvladaji plné pokryt komplexitu
kyber-fyzikalnich systému, nebo adekvatné predikovat jejich
chovani. ReSenim je tvorba takovych algoritmi pro automatické
testovani modeli kyber-fyzikdlnich systému, které by umély
vyuZivat vnitini strukturu modelu, ale zaroven by fungovaly v
pripadé, Ze rozsifime model o prvky, které se bézné vyskytuji v
pramyslové praxi.

Kli¢ovd slova—kyber-fyzikalni systémy, testovani, Model-Based
design, hybridni systém, hybridni dynamicky model, Zenéniv
béh, validace, verifikace, Simulink

I. Uvop

Pro systémy, které kombinuji fyzikdlni svét se svétem
vypocltl, pouzivame pojem kyber-fyzikdlni systém [1]. Tato
tésnd interakce fyzikdlntho svéta a svéta vypolti ma za
néasledek vyss§i sloZitost kyber-fyzikalnich systému, protoZe
spojenim obou oblastni dostdivaime mnohondsobné vetsi
mnoZzinu stavi a situaci, do kterych se mize kyber-fyzikalni

systém dostat a obsdhnout je vSechny neni moZné.

A. Problematika testovdni kyber-fyzikdlnich systémii

Navzdory vyznamnému pokroku v rdmci technologie kyber-
fyzikédlnich systémd, stdle postrdddme dostatecné vyspély
vyzkum, ktery by zastitil oblast vysoce spolehlivych kyber-
fyzikalni systémi. Dusledkem toho nezvladaji souCasné ana-
Iytické néstroje plné pokryt komplexitu kyber-fyzikalnich
systémi, nebo adekvatné predikovat jejich chovani. Pfikladem
je Internet véci, ktery se neustdle rozmdhd, a jenZ mé po-
tencidl Skdlovat do trovni biliénl propojenych zafizeni, ktera
dokazi monitorovat, kontrolovat i jinak interagovat s fyzickym
prostfedim okolo nds. Prirozené jsou zde kladeny vysoké
naroky na spolehlivost, bezpeCnost a robustnost takovych
systému [2].

B. Vyznam oblasti testovdni kyber-fyzikdlnich systémii

V primyslové sféfe je hojné vyuZzivan pfistup tvorby a
aplikace abstraktnich modelti v procesu navrhu (Model-Based
design [3]). Model-Based design ndm umoZiiuje simulovat,
testovat a verifikovat vysledny systém uz v ranych fazich
procesu navrhu. Piikladem néstrojii z praxe muZe byt soft-
ware MATLAB/Simulink, Statemate, nebo software Modelica,
prikladem nastroje z akademického prostiedi je Prolemy (UC
Berkeley).

Softwarové komponenty proto jiZ nejsou vyhradné psany
pouze v C, nebo Assembleru, ale stdle Castéji modelovany
pomoci vySe zminénych nastroji a tak nabyvd na vyznamu i
oblast testovani téchto modeld [4]. Soucasné existuje velmi
silnd motivace proces testovdani automatizovat a sniZit tak
ndklady na vyvoj modelia kyber-fyzikalnich systémt. Navic
bychom tim dokazali zvySit pouzitelnost jizZ vytvorenych tes-
tovacich scénari.

C. ObtiZnost problematiky testovdni

Hlavnim zdrojem obtiZnosti v oblasti testovdni modelt
kyber-fyzikdlnich systému je sloZitost ndstrojd, velky pocet
rtznych toolboxu a absence jasné definované, standardizované
formalni sémantiky v programech jako je napiiklad Simulink.
Modely v tomto ndstroji se sestavaji z funkénich blokd a kazdy
7 nich ma jasné definované vstupni i vystupni kandly. Tyto
bloky nefunguji izolované ale mohou si pfeddvat data pomoci
nami uréenych komunikacnich rozhranni, navic je moZné
modely hierarchicky strukturovat, protoze jeden funk¢ni blok
Ize reprezentovat i jako mnozinu podbloki a jejich rozhranni.
Takto lze v programu Simulink vytvéret sloZité komplexni
modely, které redlné reprezentuji v praxi vyuZivané systémy.

II. VYMEZEN{ OBLASTI VYZKUMU

Pro modely vytvofené softwarem Simulink zatim existuji
pouze black box algoritmy, nebo toolboxy s omezenou funk-
cionalitou, napfiklad T-Vec Tester a Reactive Systems Reactis
Tester [5], [6]. Tyto toolboxy pracuji s funkénimi bloky
Simulinku bez nutné znalosti vnitfni hierarchické struktury,
stavi zejména na definovaném komunika¢nim rozhranni a dile



pak na jasné formulované specifikaci systému. Navic pro svou
optimalizaci vyuzivaji algoritmy black-box optimalizace [7].

A. Omezeni

Tyto ndstroje maji své praktické vyuZiti pfi verifikaci kon-
zistence modelil z pohledu validni manipulace s daty (dé€leni
nulou, pfeteceni), nebo pfi kontrole metrik jako jsou state
coverage, branch coverage a hlavné MD/DC coverage, ale
pro otestovani modeld pod intenzivni zatézi, v situacich simu-
lujicich pokud mozno co nejvérohodnéji redlné piipady uZiti,
jsou tyto néstroje nedostacujici. Dokazi generovat takové testy,
aby doséhli vysoké miry pokryti kédu a jsou schopné pracovat
i se stavovymi diagramy. BohuZel neuvazuji vnitini strukturu
modeld, pouZzité materialy, fyzikalni veliCiny a zdkony, coZ se v
praxi miZe projevit selhdnim systému za urcitych specifickych
okolnosti. Navic jsou omezeny velikosti generovanych testd
(potazmo délkou generovanych signdld) a zvladnou zpracovat
modely jen do urcité miry sloZitosti.

B. White-box testing

Algoritmy, které vyuZivaji vnitini strukturu modelti a jsou
ureny pro testovani a verifikaci, zatim existuji pouze pro
hybridni dynamické systémy [8]-[11]. Model hybridniho dy-
namického systému vznikl v akademické obci prave pro tcely

automatického testovani modelt [12]. Modely jsou jednodussi
nez ty vytvorené v Simulinku, ale maji jasnou sémantiku.

III. CILE PRACE

Cilem mé disertatni prace je vyvoj algoritml pro au-
tomatické testovani kyber-fyzikdlnich systémid nad modely
softwarovych ndstroji, béZné€ pouzivanych v praxi. Algoritmy
by mély vyuZivat vnitfni strukturu modelu, ale zaroven by
mély fungovat v piipadé, Ze rozsifime modely o prvky, které
se b&zné€ vyskytuji v primyslové praxi. Vénuji se snaze
o aplikovani obecnych algoritmli pro testovani a verifikaci
hybridnich dynamickych systéma na modely, jenZ nemaji jasné
definovanou formalni sémantiku.

IV. HYBRIDN{ SYSTEMY

Hybridni dynamické modely pouZivdme pro modelovani
hybridnich systémd, které obsahuji jak spojitou Cast, jejiz
vyvoj zdvisi na Case, tak diskrétni ¢ast. Hybridni dynamické
modely ndm umozZiluji 1épe pracovat se spojitym svétem a
zménami zdvislymi na Case, pomoci diferencidlnich a alge-
braickych rovnic. Tato vlastnost naneStésti komplikuje auto-
matizaci testovani a verifikaci abstraktnich modeld.

Hybridni dynamicky model mtiZeme reprezentovat pomoci
hybridniho stavového automatu, ktery vychazi z klasického
stavového automatu. Pro zobrazeni pouZivame stavovy dia-
gram, jak je ukdzdno na obrdzku 1. Diskrétni Cdst systému
je zobrazena pomoci stavii a prechodii mezi nimi. Je de-
finovdn pocatecni stav. Prechody jsou definoviany pomoci
pfechodovych podminek, ve kterych mohou figurovat pfedem
definované konstanty. Déle se tu objevuji proménné typu
cont, které nabyvaji hodnot z mnoziny redlnych cisel (nebo
intervalu redlnych cisel) a jsou aktualizovany spojité spolu s
ubihajicim €asem, zatimco proces ¢ekd v urcitém stavu.
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Obrazek 1: Hybridni model odrdZejictho se mice

A. Hybridni proces

Hybridni dynamické modely se uzce poji s pojmem hyb-
ridntho procesu, a béhem hybridniho procesu, ktery niam
poskytuje nastroj pro vyjadfeni takového modelu v case.
Hybridni proces se sklada z: [1]

1) Asynchronniho procesu P, kde jsou nékteré vstupni,
vystupni a stavové proménné typu cont

2) Casové-spojitého invariantu CI, reprezentovaného boo-
leovskym vyrazem nad stavovou proménnou S

3) Pro kaZdou vstupni proménnou y typu cont, vyrazem
ohodnoceni h, nad stavovymi a vstupnimi proménnymi
typu cont

4) Pro kazdou stavovou proménnou x typu cont, vyrazem
ohodnoceni f, nad stavovymi a vstupnimi proménnymi
typu cont

Déle plati, Ze vstupy, vystupy, stavy, pocatecni stavy, vnitini
déje, vstupni déje a vystupni déje hybridnitho procesu HP
jsou stejné, jako u asynchronniho procesu P. Pro dany stav
s, Casovy usek § > 0 a vstupni signal u pro kazdou vstupni
proménnou © typu cont na intervalu [0, ] je odpovidajicim
casovym déjem procesu HP diferenciovatelny stavovy signdl
S nad stavovymi proménnymi a signal § pro kazdou vstupni
proménnou y typu cont nad intervalem [0, §] takovy, Ze: [1]

1) Pro kazdou stavovou proménnou z, Z(0) = s(x)

2) Pro kazdou diskrétni stavovou proménnou z a ¢as 0 <
t <6,z(t) = s(x)

3) Pro kaZzdou vystupni proménnou y typu cont a €as 0 <
t < ¢ se g(t) rovnd h, vyhodnoceného pomoci hodnot
u(t) a S(t)

4) Pro kazdou kaZdou stavovou proménnou z typu cont
a Cas 0 < ¢ < J se derivat Casu (d/dt)z(t) rovnd fy
vyhodnocené na zdklad€ hodnot %(t) a S(t)

5) Pro vSechna 0 < ¢ < § spliiuji Casové-spojity invariant
CT hodnoty S(t) nad stavovymi proménnymi v &ase ¢

B. Zendnitv béh hybridniho procesu

Nekoneény béh hybridntho procesu HP se nazyvd
Zenonovym béhem, pokud je suma Casovych dseki vSech
méfenych déji v daném béhu ohraniCena konstantou. Stav
s, nalezici hybridnimu procesu HP se nazyvd Zendnovym
stavem, pokud kazdy konecny béh, ktery obsahuje stav s je



Zenénovym béhem. Hybridni proces HP se nazyva Zenonovym
procesem, pokud obsahuje stav s, ktery je dosazitelny a
zaroven je Zenénovym stavem.

Pokud vyvozujeme zavéry za pomoci Zenénovych
béhd hybridnich procest, nedosp&jeme ke korektnim
zavéram. Pfitomnost jediného Zendnova procesu muize
mit nepfedvidatelny vliv na analyzu celého systému, proto
bychom se méli Zenénovym komponentdim béhem formalniho
modelovédni vyhnout. Zendntv proces lze prevést do tvaru,
ktery nevyhnutelné nevyzaduje pfepinani stavi po stale kratsi
a kratSi dobé€, ¢imZ lze Zendénovu vlastnost odstranit. [1]

C. Stabilita hybridnich systému

Dalsi z ddlezitych vlastnosti hybridnich procesi je jejich
stabilita. Vzhledem k faktu, Ze hybridni procesy obsahuji
prepindni stavd, neni mozné pouZzit v tomto piipadé matematic-
kou analyzu, uZivanou pro charakteristiku stability linedrnich
systémi, ani pfidruZzené techniky pro ndvrh stabiliza¢nich
kontrol. Analyza stability hybridnich systémi je velmi narocny
problém. VyuZzivani analyzacnich technik z teorie spojitych
systému na hybridni systémy zGstava aktivni oblasti védeckého
vyzkumu. [1]

V. SIMULINK

Modelovéani kyber-fyzikdlnich systému neni otazka Cisté
akademicka, ale je ¢asto vyuZivéano i v praxi. Nejroz§ifen&jsim
nastrojem pro Model-based design v primyslu je software
Simulink. Softwarovy néstroj nabizi obsdhlou knihovnu kom-
ponent s jejiz pomoci jsme schopni systém popsat, vétSinou
skrze matematické rovnice a algebraické operace.

A. Metodika modelovdni
Proces modelovani je rozdélen do nékolika fazi:

1) Stanoveni cilii a pozadavki na model (jaké otdzky ndm
zodpovi, pozadavky na presnost, definice problému)

2) Vymezeni systémovych komponent (identifikovani fy-
zikdlni a kybernetické ¢asti modelu, vztahy mezi kom-
ponentami)

3) Definice rovnic popisujicich systém (v ptipadé kyber-
fyzikdlnich systémi se Casto jednd o diferencidlni rov-
nice)

4) Tvorba sady parametrd (seznam konstant, koeficienti a
jejich hodnot - ziskané napf. méfenim)

5) Proces tvorby modelu (v software Simulink pomoci
grafické reprezentace)

e Vytvoreni bloku pro danou komponentu
e Validace komponenty pomoci simulace chovani
komponenty

6) Integrace komponent mezi sebou a validace jejich
vzajemné spoluprice (vyuZziti simulace)

Proces validace komponenty pomoci simulace, piipadné
pomoci kontroly formdlnich pozadavka jiz z velké cCasti
pokryvé balicek Simulink Verification & Validation Toolbox.
Ten dokdze automaticky kontrolovat pozadavky kladené na
komponenty, validovat oproti primyslovym standardim (ISO
26262, DO-1788) a kontrolovat shodu oproti formalnimu

popisu. Nepracuje vSak se vSemi prvky, které jsou v praxi
nezbytné, coz otevird dvefe dal§imu vyzkumu.

B. Integracni testovdni

Otazka integracniho testovani v nastroji Simulink je velmi
komplexni a zahrnuje uZivani formdlnich metod, jako jsou
MC/DC pokryti, nebo automatické generovani testi. I ptes
velkou snahu nedosahuji soucasné techniky poZadované kva-
lity a miry pokryti proménnych.

VI. ZAVER

Clanek nastinil problematiku sloZitosti automatického tes-
tovani modeld kyber-fyzikalnich systému a pfedstavil oblasti,
které z akademického hlediska nabizi zajimavé a jen Castecné
probadané problémy. Zminéna byla i motivace, kterd stoji
za Usilim objevit a zformulovat praktiky pro automatické
testovani a ptipadny dopad do praxe.

V druhé casti ¢lanku je predstaven pojem hybridniho dy-
namického modelu, s nim spojeny pojem hybridniho pro-
cesu, vlastnosti Zendénova b&hu procesu a nakonec i ne-
trividlni otdzka, jenz se tyka stability hybridnich systému.
Dale je popsan konkrétni softwarovy ndstroj Simulink, hojné
vyuZivany zejména v pramyslové sféfe. Byly identifikovdny
moZznosti testovani, které ndstroj sdm nabizi. Zminény byly
také omezeni ndstroje Verification & Validation Toolbox a
oteviené otdzky, jenZ by si zaslouZily hlubsi analyzu.

A. Dalst smérovdni vyzkumu

Vyzkum bude naddle mapovat oblast ndstroji pouzivanych
pro Model-Based developement, jakymi jsou napf. TALIRO-
TOOLS, Statemate, MATRIXX, LabVIEW, JModelica.org,
nebo Ptolemy a zdrovenl bude hledat nové zptsoby vyuZiti
jiz existujicich algoritmti pro testovani hybridnich dyna-
mickych systémid v problematice testovani modeld bez jasné
formalni sémantiky. Sou¢ésti vyzkumu budou otdzky detekce
Zen6novych béhd, jejich transformace a vyuZziti analytickych
technik z teorie spojitych systémi pro stabilitu hybridnich
systémiul.
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Abstrakt—Tato prace pojednava o smérovani vyzkumu v ramci
tématu dizertacni prace vénujici se mu bezpetnym a spolehli-
vym architekturdm pro programovatelny hardware, piedevsim
FPGA. Konkrétné prace pojednava o jiz existujici implementaci
sifry PRESENT na FPGA, kde je pouzita dynamicka rekonfigu-
race jako jedno z opatieni proti itoku pomoci rozdilové odbérové
analyzy. Dil¢imi cili vyzkumu jsou v prvni fazi reimplementace
vySe zminéné prace, prozkoumani jejich vlastnosti a vliv dprav
parametri na bezpecnost a spolehlivost navrhu. Dal§imi kroky
jsou proSetfeni vlivu navrhovanych novych zpusobu uzZiti dyna-
mické rekonfigurace pro zvySeni bezpecnosti navrhu, konkrétnéji
odolnosti vuéi rozdilové odbérové analyze. Nakonec bychom se
pak radi vénovali také vySetieni téchto modifikaci z pohledu

Vv

tedy dpravy mapovani obvodu primo v bitstreamu.

Kli¢ovd slova—dynamicka rekonfigurace, FPGA, DPA, bezpec-
nost a spolehlivost, XDL.

I. MOTIVACE

Idedlni navrh obvodu je ndvrh spolehlivy a soucasné bez-
pecny. BohuZel v mnoha piipadech se tyto vlastnosti v jisté

Yy

mife navzdjem potlacuji. Spousta metod, jak docilit vyssi
¢i prostorovou, a s tim také vice mozZnosti pro potenciondl-
niho ttoc¢nika obvod napadnout. Metody zajiStujici bezpecnost

vvvvv
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slozit&jsi obvod je tak nachylngjsi k vyskytdm poruch. Vydame
se cestou bezpecnosti a pokusime se pak doladit spolehlivost.

Spolehlivost a bezpecnost jsou kritické vlastnosti vSech
hardwarovych navrhii. Nicméné snaha o vylepSeni jedné
z téchto vlastnosti velmi Casto zpasobuje zhorSeni té
druhé [1], [2]. N&S cil je najit novou metodu navrhu pro pro-
gramovatelny hardware, ktery by vylepSoval jak spolehlivost,
tak bezpecnost, nebo alespoii jednu z téchto vlastnosti aniZ by
ta druhd byla zhorSena.

V této préaci se vyddme cestou zlepSeni bezpec¢nosti a bu-
deme zkoumat, jaky maji vliv tyto dpravy na spolehlivost
vysledného ndvrhu. Nésledné se pokusime pomoci editace
ndvrhu pro FPGA na nizké trovni (jazyk XDL [3]). Chystime
se pouZzit dynamickou rekonfiguraci pfi ndvrhu Sifry nendrocné
na vypocetni prostfedky, konkrétné PRESENT [4], pro dosa-
Zeni vys§i odolnosti vici dtoktim rozdilovou odbérovou ana-
Iyzou. Budeme znovu implementovat metodu popsanou v jizZ
publikovaném c¢lanku [5]. Poté prozkoumdme vliv nékterych
Uprav této metody, naimplementujeme nas novy zplisob pouZiti

dynamické rekonfigurace v kombinaci s metodou ukryvéani
v Case [6], a také prosSetiime chovani obvodu pifi pouZiti
riznych kombinaci nové navrhovanych i dfive publikovanych
metod. Poznatky ziskané pii zkouméni vlivii vSech vysSe
popsanych uprav na bezpecnost a spolehlivost implementace
nendro¢né Sifry PRESENT pak doufejme budou moci byt
alespon ¢asteéné zobecnény pro ndvrh &islicovych obvodi.

A. Platforma pro implementaci a méreni

Cely vyzkum bude implementovén a také rovnou méfen na
experimentalni desce s FPGA ¢ipem urcené pro kryptografické
aplikace [7]. Tato deska je vybavena Cipem Xilinx Artix—
7 FPGA [8] obsahujici LUTy se Sesti vstupy, které mohou
byt pouZity pro umisténi primitiv s nizvem CFGLUTS primi-
tive [9]. Tato primitiva vnitin€ obsahuji bloky distribuované
paméti, které jsou schopny se chovat jako posuvny registr,
jak je ukdzano na Obrazku 1. Tyto bloky pak slouzi pravé pro
implementaci dynamické rekonfigurace, kdy je pomoci posunu
hodnot do fidici logiky pro vystupni funkci ménéna funkce,
kterou cely blok vykondvd, za béhu zafizeni bez jakéhokoli
vngjsSiho zdsahu. Tato deska vznikla na nasi katedfe praveé
pro potifeby méfeni ttokl rozdilovou odbérovou analyzou na
navrhy Sifer urené pro FPGA.

CFGLUT

| /I\ l
CDI CLK CE

Obrazek 1. Konfigurovatelny Look—Up Table (CFGLUTS), pfevzato z [5].



II. MOZNE METODY PRO ZVYSENI ODOLNOSTI VUCI DPA

DPA (Differential power analysis — Rozdilovd odbérova
analyza) je jedna z metod tutokd postrannimi kanaly pou-
Zivanych pro lamani Cislicovych obovdd. Spodiva v méfeni
spotfeby celého obvodu v Case a ndsledné analyze zdvislosti
spotfeby na datech vstupujicich do algoritmu. Implementace,
kterou pouzivame jako vychozi, vyuzivd dynamickou rekon-
figurace pro funkéni rozdéleni S—boxid. Konkrétnéji je S—box
funkéné€ rozdé€len do dvou po sobé navazujicich entit, pricemz
ty jsou spolecné funkéné€ ekvivalentnimu standardnimu S-—
boxu pro PRESENT [5]. Klopné obvody pro uklddédni dat mezi
jednotlivymi rundami Sifrovaciho algoritmu jsou umistény
mezi tyto dvé entity, a tak jsou data uklddand do klopnych
obvodu jind, nez data na vystupu S—boxu, resp. druhé ¢asti
S—boxu ve varianté¢ s dvéma entitami. Po kazdé zaSifrovani
jsou pak ndhodné vybrdny dva signdly v prvni &asti S—
boxu (R1), které jsou pfekiiZeny, a nasledné je piepocitina
druhd entita (R2) takovym zpisobem, aby opét obé entity
spolecné byly funkéné ekvivalentni standardnimu S—boxu pro
Sifru PRESENT. Timto zptisobem je tedy z vnéjsiho pohledu
zachovdna vstupné/vystupni funkce celého ndvrhu, pficemz se
vnitini struktura méni a pfedev§im jsou do klopnych obvodu
ukldddna data pfimo nesouvisejici s hodnotou na vystupu S—
boxu. Timto je tedy potencidlni dtok na zafizeni ztiZen. Jak
se piSe ve vychozim c¢lanku, tato metoda je pfi kombinaci
s dal§imi metodami uvedenymi v ¢lanku dostate¢nou ochranou
proti dtokim rozdilovou odbérovou analyzou prvniho fadu.
Struktura rozdéleného S—boxu je dobfe viditelna na Obrazku 2.

Sour

A RFTR

[ ]
CLK CE

A RFTR

S-Box

CLK CE

CFG;, CFG,

Obréazek 2. Rozdéleni S-boxu, pievzato z [5].

A. Nové navrhovand protiopatieni

Prvnim zplsobem, jak pouzit dynamickou rekonfiguraci
trochu jinak, neZ je tomu v pivodnim ¢lanku [5], je jina frek-
vence rekonfigurace samotné. V ptvodnim ¢lanku se rekonfi-
gurace provadi vzZdy po dokonceni jednoho celého Sifrovani ¢i
desifrovani. Napfiklad rekonfigurace S—boxu po kazdé rundé
Sifrovaciho algoritmu by sice pravdépodobné mélo vysokou
rezii, ale také by mohlo mit pozitivni vliv na odolnost vici
utokiim pomoci rozdilové odbérové analyzy.

Rozdéleni ostatnich moduli v implementaci $ifry v klasické
rundovni architektufe jako opatfeni proti rozdilové odbérové
analyze je zbyteCné a nebude predmétem dal§tho zkoumani.
Dlvodem je jednoduchd tvaha, Ze v modulu, ktery pouze
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pocitd vysledek funkce XOR pro aktudlni data podkli¢ pro
danou rundu, neni funkéné co délit a rozdé€lit permutacni
vrstvu na dvé rtizné permutace nijak nezméni Hammingovu
vahu dotcenych dat.

Zajimavou metodou se zda byt pouziti dynamické rekonfi-
gurace pro ndhodny vybér skuteéné pouzitych a vypocitanych,
avSak nepouZitych, rund Sifrovaciho algoritmu, tedy jeden
ze zpusobd ukryvani vypoctu v Case [6]. Toho je mozZné
dosdhnout implementaci vice neZ jedné rundy, které na sebe
budou vzdjemné€ navazovat, a pouzitim vypoctu nidhodného
poctu z nich v kazdém hodinovém cyklu obvodu. Napiiklad
pokud vezmeme v potaz Sifru PRESENT s jejimi 31 rundami
a jednim rundovnim podkli¢em navic (nadéle zjednodusené
uvazuji o 32 rundédch), mohli bychom implementovat 3 na
sebe navazujici rundy. S vySe uvedenou hardwarovou archi-
tekturou potfebujeme 16 hodinovych cykli pro celé Sifrovani
za predpokladu, Ze primérné jsou vypocitany pravé 2 rundy
algoritmu. MdZeme zahdjit vypocet s ndhodné vybranym poc-
tem pouzitych rund od jedné do tfi. NepouZzité rundy taktéz
zpusobi prepnuti logickych hodnot na vnitfnich signalech
a tedy zvySeny odbér elektrické energie obvodem, ale nijak
se data na jejich vystupech nepromitnou do hodnot uloZenych
v klopnych obvodech. Abychom dosédhli vzdy stejného Casu
celého vypoctu, muzeme podcitat pouzité rundovni vypolty
a s bliZicim se koncem algoritmu pak pouZit vZdy bud jednu
nebo tfi rundy z vypoctu tak, abychom ve vysledku dosahli
vypoctu jednoho Sifrovani ¢i deSifrovani trvajictho pravé 16
hodinovych taktd. Schéma navrhu s touto modifikaci je na
Obréazku 3.

Ciphertext

iRound Key

Obréazek 3. Struktura ndvrhu s nevyuzitymi rundami.

Pii pouZziti modifikace s nepouZitymi spocitanymi rundami
by bylo jistéj$i nejprve pfedem spocitat vSech 32 potfebnych
rundovnich podkli¢i hned na zacatku Sifrovéni/deSifrovani.
Vypocet nové potfebnych rundovnich podkli¢a by totiz mohl
pfipadnému uto¢nikovi poskytnout tolik potfebny unik infor-
maci.

Zajimavou moZnosti k prozkoumdni je pak kombinace
jednotlivych pfistupti, tedy napiiklad implementace vice rund
s ndhodné€ uréenym mnoZstvim skutecné pouZitého vypoctu



a rozdéleni S-boxu. Tato metoda by se mirné zkomplikovala
u komplikovanéjsich Sifer, kde se ruzni rozlozeni S—boxl pro
jednotlivé rundy, jelikoZ bychom museli feSit situaci, kdy
musime spravné pfifazovat jednotlivym runddm S—boxy ackoli
deterministicky nezndme postup vypoctu.

B. Generdtor ndhodnych cisel

Pro vSechny uvedené metody pouziti dynamické rekonfi-
gurace je nezbytné, aby byl pouZzit generdtor ndhodnych cisel.
Toto je nutné vzhledem k pouzivani ndhodnych ¢isel pro fizeni
jednotlivych prvkl rekonfigurace v pouzitych protiopatienich,
jako je napiiklad vybér signald pro ptekiiZeni jejich hodnot pfi
rozdéleni S-boxu. V nasSem vyzkumu se generatory ndhodnych
Cisel nebudeme zabyvat a pouzijeme néktery z béznych zpi-
sobli implementace generatori pseudondhodnych, naptiklad
linedrni zpétnovazebny registr. Na pouZitém feSeni generitoru
(pseudo)ndhodnych &isel pak zdvisi také dalsi vlastnosti obo-
vodu, jako napiiklad zda dva stejné a stejné naprogramované
obvody generuji identické posloupnosti ¢isel. Z tohoto diivodu
je dilezité béhem méfeni pouzit vice riznych generdtord, aby
nedoslo ke zkresleni vysledki.

III. ZACHOVANI SPOLEHLIVOSTI

Velmi dtlezitym aspektem vSech metod pro zvySeni odol-
nosti vici dtoktim pomoci rozdilové odbérové analyzy je jejich
vliv na celkovou spolehlivost navrhu/obvodu. Pro potlaceni
téchto negativnich vlivii miZeme vylepsit spolehlivost obvodu
nékterou ze zndmych metod jako je napiiklad TMR (Triple
Module Redundancy). Stile je vSak velmi dilezité té€mito
opatfenimi pro zvySeni spolehlivosti opé€t nezhorSit odolnost
vici dtokim, tedy nezpisobit Zadny tnik tajné informace.
K dosazeni vySe uvedeného je tfeba diikladné prozkoumat
chovani obvodu. Lze pfedpoklddat, Ze je moZzné dosdhnout
lepsich vysledk pomoci editace vysledného bitového proudu
(bitstreamu) pro FPGA na nizké trovni. Upravou namapovéani
navrhu na FPGA ¢ip v XDL formatu [3] s pouZitim softwaro-
vého nastroje TORC [10] mtizeme potencialné dosdhnout vice
synchronniho nebo spolehlivéjstho ndvrhu. Pomoci nastroje
TORC je moZné ¢ist vygenerovany bitstream, prozkoumat fy-
zické namapovani navrhu, provést potfebné zmény a nasledné
vytvorfit bitstream novy se zohlednénim provedenych zmén.
Struktura programu TORC je ukdzdna na Obrazku 4.

IV. ZAVER

Cilem vyzkumu je nalézt zplsob, jak navrhovat ¢islicové
obvody na FPGA spolehlivé a bezpe¢né zdroven. Vyzkum je
prakticky zaméfen na algoritmy vypocetné nendro¢nych Sifer,
pfiemz poznatky ziskané pfi zkoumani téchto algoritmi by
mohly byt alesponi z ¢asti pouZitelné vSeobecné pro ndvrh ¢&is-
licovych obvodi. Za¢neme tedy nejprve zopakovanim imple-
mentace Sifry PRESENT s pouZitim dynamické rekonfigurace
podle jiz diive publikovaného prispévku. Poté prozkoumame
vliv ndmi navrhovanych metod pro zvySeni odolnosti proti
utokim pomoci rozdilové odbérové analyzy zaloZenych na
dynamické rekonfiguraci. Nakonec taktéZ prozkoumdme tyto
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Figure 1: Torc block diagram. Red dots indicate

Obrézek 4. Struktura programu TORC se zobrazenim podporovanych formatt
a vybranych komer¢nich programi pracujicich s témito formaty. Pievzato
z [10].

metody z pohledu spolehlivosti ndvrhu a moZnosti editace fy-
zického mapovani na FPGA Cip za dc¢elem dosaZeni pfijatelné
spolehlivosti i bezpecnosti.
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Abstrakt—Tento prispevok sa zaobera vplyvom rastiicej miery
integracie elektronickych obvodov (tzn. zmensSovanie minimal-
neho rozmeru technolégie) na parametre obvodov. Nas zaujem
je sustredeny na metédy kalibracie integrovanych obvodov (10),
ktorymi je mozné neziaduce vplyvy integracie kompenzovat’
Praca opisuje vSeobecny princip kalibracie na priklade kom-
penzacie vstupného napitového ofsetu operaéného zosiliiovaca
(0Z), realizovaného v nanometrovej technolégii vyuzitim nizko-
prikonového navrhu. TaktieZ st analyzované nalezitosti navrhu
samotného kalibracného obvodu. V zavere prispevku si formu-
lované o¢akavané prinosy kalibra¢nej metodiky v ramci pouzitia
v OZ a taktiez su tu stanovené ciele dizertacnej prace.

Kliicové slovi—Kkalibraény systém, fluktudcia technologie,
vstupny ofset, nizko-prikonové obvody, bulk-driven

I. Uvop

Rychly rozvoj technolégie vyroby polovodi¢ovych Struktir
umoziiuje realizdciu IO s rapidne zmenSujicou sa velkostou.
Minimélny rozmer obvodovych elementov v sticasnosti do-
sahuje 7 nm [1]. Medzi hlavné prinosy integracie patri
hlavne mensia plocha ¢ipov a niZSia spotreba energie. Na
druhej strane zmenSovanie rozmerov tranzistorov a vodivych
prepojov je sprevddzané vyznamnou ndhodnou fluktudciou
parametrov vyrobného procesu (napr. koncentrdcia dopécie
polovodi¢a ¢i hribka izolacnych vrstiev). Tieto vyznamné
odchylky sa prejavuji uz v rdmci substratu jedného Cipu.

II. MOTIVACIA

Jednym z najddlezitejSich parametrov 10, ktoré trend fluk-
tudcie technoldégie negativne ovplyviluje je prahové napi-
tie tranzistora (Vrg). Standardn4 odchylka Vg tranzisto-
rov vyrobenych v 45 nm CMOS technoldgii dosahuje 16%
typickej hodnoty v tejto technoldgii [2]. KedZe vlastnosti
preciznych analégovych IO zdvisia od miery prispdsobenia
(z angl. matching) obvodovych elementov a diferencidlnych
signdlovych ciest, nezhodnost obvodovych elementov zniZuje
celkovi vytaznost a spolahlivost IO.

Medzi elektrické parametre, ktoré si degradované roz-
ptylom parametrov vyrobného procesu patria tieZ parazitné
vlastnosti vodivych prepojov, t.j. parazitny odpor a parazitnd
kapacita [1]. Ndhodnd zmena tychto parametrov mdze na-
sledne degradovat hlavne frekvencné vlastnosti elektronického
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obvodu. Stabilita parametrov IO sa tiez zniZuje po vyrobe
vplyvom starnutia materidlov a Struktdr. Toto md za nésle-
dok konkrétny jav tzv. tepelni nestabilitu hodnoty prahového
napitia (NBTI z angl. negative-bias temperature instability).

Zvyseny rozptyl hodnoty prahového napidtia Vygpg MOS
tranzistorov v roznej miere degraduje vicSinu elektrickych
parametrov IO, ¢i uz jednosmernych alebo striedavych. Oso-
bitnd pozornost’ je vSak venovand vstupnému napdtovému of-
setu opera¢ného zosiliiovaca V;,, orr. Od tohto totiZ zévisia
mnohé dalSie vlastnosti obvodov a komplexnejSich systémov
vyuzivajucich OZ.

Dal3{ trend v oblasti navrhu IO vyplyva z poziadaviek mo-
bilnych aplikécii, ktoré sa premietaji do zniZovania hodnoty
napéjacieho napitia obvodov. NizZ§ie napdjacie napitie prindSa
na jednej strane vyhodu niZSej spotreby energie. Na druhej
strane sa v obmedzenych energetickych podmienkach zhorSuji
niektoré vlastnosti 10. Medzi tieto vlastnosti patria najmé
dynamicky rozsah, potlacenie ruSivého signdlu z napdjania
(PSRR z angl. Power Supply Rejection Ratio) a odstup signal-
Sum [3]. Aby bolo moZné udrzat tieto parametre na urovni,
ktort vyZaduje implementidcia IO v mnohych aplikéciach, pri
navrhu obvodov je nevyhnutné vyuZivat' Specifické topoldgie
a techniky ndvrhu. Jednou z velmi slubnych metéd ndvrhu
sa javi technika riadenia tranzistorov substratovou elektrédou.
Ako signdlovy vstup sa v tomto pripade pouZiva prave sub-
stratova elektréda tranzistora. Tymto sposobom je odstrdnend
potreba prekondvat’ Vg v signdlovej ceste [4].

Z uvedenych neZiaducich vplyvov v nanometrovych tech-
nolégidch vyplyva, Ze pre spravnu funkciu obvodov je nevy-
hnutnd kompenzicia parazitnych a degradovanych parametrov
prostrednictvom kalibracie. Tento prispevok pojednava o vlast-
nostiach zvolenej kalibra¢nej techniky v spojeni s o¢akdvanym
prinosom. Z hladiska konkrétnej realizdcie, kapitola IV uvedie
néhl'ad do problematiky kompenzicie ofsetu plne diferenéného
operacného zosiltiovaca. V kapitole V si sformulované ram-
cové ciele dizertacnej prace.

III. PRINCIP KALIBRACIE

Kalibraény podobvod pozostiva zo systému pridavnych
obvodovych blokov a elementov, ktoré su pripajané ku kalib-
rovanému IO pomocou spinalov s uréitou frekvenciou podla



potreby a typu kalibracie. Tato teda zavisi od faktorov, ktoré
ovplyviiuji rozptyl parametrov systému. Pokial’ sa vlastnosti
obvodov menia s ich vekom, postacovat’ bude jednorazova
kalibrdcia pri spusteni systému. Ak sa niektoré parametre
menia aj v zavislosti od teploty, kalibracia tychto mdze byt
vykondvand pravidelne s nizkou frekvenciou (rddovo v jednot-
kach Hz). V pripade prudkych varidcii vlastnosti, ktoré mozu
byt spdsobené napriklad blikavym Sumom, kompenzacia musi
prebiehat’ s vys$Sou frekvenciou [5].

Obr. 1 zndzoriiuje blokovi schému jednoduchého systému
10 s kalibradny podobvodom, ktory je mozné roz¢lenit’ podla
funkcie jednotlivych blokov.

Snimanie

S
In
D I0
N
I Xerr
kal

Obrizok 1. Blokova schéma IO s kalibra¢nym obvodom.

V prvom rade je potrebné zvolit vhodny elektricky para-
meter daného IO, ktory reflektuje neZiaduci vplyv varidcie
vyrobného procesu na funkciu alebo vlastnosti obvodu. Takto
zvoleny parameter je ndsledne snimany a porovnavany pomo-
cou kompardtora s referen¢nou hodnotou. Snimany signdl vo
vSeobecnosti opisuje nasledovny vztah:

(D

kde X;p je idedlna hodnota zvolenej veli¢iny v silade s
ndvrhom a zgpprpr je aktudlna odchylka Xgyras od idedl-
nej hodnoty spdsobend rozptylom vyrobného procesu. Podla
vystupnej hodnoty kompardtora potom kontrolny blok spolu
s po&itadlom (POCIT/KTRL na obr. 1) generuje prisluiny
kéd pre D/A prevodnik (DAP na obr. 1). Prevodnik néasledne
pripdja na nulovaci port kalibrovaného 10 opacnid hodnotu
aktudlnej odchylky kompenzovanej veliciny.

Uzly IO, ktoré sd na obr. 1 reprezentované portami S a
N je nutné zvolit' jednak podla povahy kalibrovaného pa-
rametra a tieZ podla konkrétnej topoldgie 10. VSeobecnymi
poziadavkami pri volbe tychto uzlov sa bude hlbsie zaoberat
kapitola IV. Hlavnou ulohou kontrolného bloku je riadenie
intervalov pouzitia kalibracie 10. Pri jeho ndvrhu je preto po-
trebné zvolit' frekvenciu kalibricie IO podla vyssie opisanych
kritérii a tieZ je potrebné zvolit' dizku trvania jednotlivych
kalibra¢nych cyklov.

Plne kalibrovani hodnotu zvoleného parametra je mozZné
vyjadrit’ nasledovne:

Xsniv = X1p £ ZERR,

2

Xgavie = Xip £ xmIN,

13

kde zp/rn je minimdlna moZznd odchylka, ktord je mozné
dosiahnut’ so stanovenou presnostou. Minimélna odchylka pa-
rametra zavisi od nepresnosti porovndvacieho procesu a hlavne
od nedokonalosti D/A prevodnika. Trvanie kalibra¢ného cyklu
zavisi od rozdielu aktudlnej odchylky xgrr od pozZadovanej
kone¢nej odchylky xp;rn. Pocitadlo pocas jedného cyklu
generuje postupne rastice digitdlne kody. Podla nich D/A
prevodnik privddza na nulovaci vstup 10 zodpovedajicu kom-
penzaénd hodnotu parametra Fzgrpr. Po dosiahnuti rovnosti
rprr = xpn kontrolny blok ukonéi kalibraény cyklus a
odpoji kalibracny obvod od IO.

Z hladiska presnosti kalibrdcie je taktieZ doleZité uvaZzovat
vplyv anomalif vyrobného procesu na bloky samotného kalib-
ra¢ného podobvodu. Znacnd pozornost’ je potrebné venovat’ aj
vlastnostiam D/A prevodnika. Optimélnu funkciu tohto bloku
je mozné zabezpecit' pouZitim topolégie tzv. sub-bindrneho
M /2%t M prevodnika [6]. Tento je pritom st¢asne kompen-
zovany algoritmom pre konverziu zdkladu prevodnika [5].

IV. KALIBRACIA DIFERENCNEHO OPERACNEHO ZOSILNOVACA

Predmetom vyskumu v ramci dizertaénej prace z hladiska
konkrétneho pouzitia zvolenej kalibracnej techniky bude v
najblizSej dobe kompenzicia vstupného ofsetu Vi, orr plne
diferencného operacného zosiltiovaca, ktory bol realizovany v
130 nm CMOS technoldgii.

Kalibriciu je vo vSeobecnosti moZné zamerat' na rozne
parametre. Ich vyber zdvisi od druhu 10, kedZe rézne obvody
sa liSia v kritickych parametroch, ktoré markantne ovplyviiuji
ich Cinnost. V pripade diferencného OZ to mdze byt taktiez
paramter PSRR, ¢i schopnost’ zosiliiovaca potlacit’ zosilnenie
suhlasnej zlozky (parameter CMRR).

Z pohladu definicie, ofset V;, orp predstavuje rozdiel
napiti na vstupnych termindloch opera¢ného zosiliiovaca, pri
ktorom je vystupny napétovy rozdiel 0 V' (medzi vystupnymi
termindlmi navzdjom v pripade zosilfiovaca so symetrickym
vystupom alebo voci zemi v pripade nesymetrického vystupu).
To znamenad, Ze ofset V;,, orr modZe byt modelovany napito-
vym zdrojom, ktory je pripojeny k jednému terminédlu OZ, ako
znazoriuje obr. 2.

VinfOFF

VIN+D_@_

V.o

+ —

Obrizok 2. Modelovanie vstupného napétového ofsetu diferencného OZ.

Pre konkrétnu realizdciu vybranej kalibracnej techniky je
potrebné v obvode urcit dva uzly: detekény uzol a kom-
penzaény uzol [5]. Kritéria pre tdito volbu si nasledovné:
a) snimany signdl je funkciou kalibrovanych nedostatkov a
nezavisi od ostatnych parametrov 10, b) drovenn snimaného
signdlu je omnoho vysSia ako je drovenn Sumu a ruSivych
signdlov, spdsobenych nedostatkami samotného kalibra¢ného
podobvodu [5].



Zvolené uzly jednotlivo prislichaju ¢iastkovym fazam ka-
libracie. Nasledne je potrebné navrhniit’ jednotlivé konfiguracie
pre detekciu a kompenzéciu degradovaného parametra.

A. Detekcnd konfigurdcia

Detekcnd konfigurdcia celého systému je takd, v ktorej je
mozné pozorovat’ degradovany parameter v detek¢nom uzle.
V zdvislosti od povahy funkcie kalibrovaného IO je moZné
detekciu realizovat’ paralelne s normélnou ¢innostou IO tak,
aby nedochddzalo k preruSovaniu. Pokial to vSak ¢innost IO
dovoluje, je mozné do topoldgie obvodu zasahovat’ so zvole-
nou frekvenciou a sériovo menit’ ¢innost’ IO medzi pracovnym
reZimom a jeho kalibréciou.

Na obr. 3 je zndzornend detekcia ofsetu Vi, orr plne
diferencného OZ v konfigurdcii s uzavretou sluckou spitnej
vizby. V tomto type detekénej konfigurdcie nie je potrebné
vnitorné zapojenie OZ modifikovat, a je preto vhodna pre
systémy, kde je potrebnd ich spojitd funkcia v Case.

4
n
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Obrazok 3. Detek¢na konfigurdcia pracovného OZ.

Napitovy zdroj pripojeny ku kladnému vstupu OZ v zob-
razenom zapojeni modeluje vstupny napitovy ofset. Z nasle-
dujiceho vztahu je mozné ziskat hodnotu napitia V;, orr:
Vour — AcL.Vin

Act

Vin_oFF = ) (3)

kde Vin a Vour je diferencidlne vstupné respektive vystupné
napitie OZ a A je zisk uzavretej slu¢ky zosililovaca.

B. Kompenzacnd konfigurdcia

Kompenziciu/korekciu vychyleného parametra je moZné
uskuto¢nit’ injekciou vhodného kompenza¢ného pridu pro-
strednictvom kompenza¢ného uzlu IO. Kompenzaény uzol
musi byt preto zvoleny tak, aby koreldcia medzi injektovanym
pridom a korigovanym parametrom bola ¢o najvicsia. Na dru-
hej strane je rovnako ddlezité zachovat’ minimdlnu koreldciu
medzi kompenzaénym pridom a ostatnymi parametrami 10
[5]. Uvedeny sposob kompenzécie je vhodny pre obvody za-
loZené na &innosti MOS tranzistorov, kedZe tieto transformujd
napitie na svojom vstupe na prud tecici obvodom.

Ked7e signél spracovdvany OZ je primdrne vedeny pridom
a nasledne konvertovany na napitie prostrednictvom vystupne;j
impedancie, najefektivnejSie je korigovat’ ofset na vystupe [5].
Obr. 4 zndzorfiuje optimdlnu konfigurdciu kompenzicie na
vSeobecnom priklade diferencného OZ.

KedZe Vj,,_orr priamo ovplyviluje prid jednotlivymi ve-
tvami OZ, dpravou tychto pridov je mozné eliminovat’ vplyv
ofsetu na vlastnosti OZ. K obom vystupom OZ st jednotlivo
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pripojené pridové zrkadld, pozostavajice z PMOS tranzisto-
rov. Tieto vhodne distribuuji kompenzac¢ny prad Ixonrp+
alebo Ix oy p— do prislusnej vetvy OZ. Velkost a volbu po-
trebného kompenza¢ného pridu riadi kontrolny blok (obr. 1).
Idedlne pridové zdroje v schéme na obr. 4 predstavuji vystupy
D/A prevodnika (v tomto pripade diferencidlneho).

Z hladiska ndvrhu kompenza¢ného podobvodu je ddlezité
dodrzat’ niekolko kritérii, aby spidtny vplyv na kalibrovany
IO bol minimalny. Rozsah moZnych hodnét dizky kanala
tranzistorov Mps a Mps je na ohrani¢eny vodivostou kandla
(gps). Tato musi byt dostatoCne nizka, aby neovplyvnila
impedanciu kompenza¢ného uzla. Na druhej strane, dizka
kandla uvedenych tranzistorov musi byt dostatocnd na to, aby
sa zamedzilo vplyvu vykyvu napitia kompenzacného uzla na
injektovany kompenzacny prad. Tento efekt je spdsobeny mo-
duldciou dizky kandla MOS tranzistora v saturaénom reZime.
Tito je charakterizovana koeficientom moduldcie dizky kanala
nasledovne [7]:

AL

A =
L.Vps’

“4)

kde L je celkova dizka kandla MOS tranzistora, AL je ibytok
efektivnej dlzky kandla tranzistora vplyvom modulécie a Vpg
je napitie medzi kolektorom a emitorom.

)

VIN+

Obrazok 4. Kompenzac¢na konfiguricia plne diferencného OZ.

C. Ciele kalibrdcie

Obr. 5 znazorniuje simulaény vysledok Monte Carlo analyzy
vstupného napitového ofsetu plne diferencného zosiltiovaca s
variabilnym ziskom (VGA). Tento je napdjany napatim 0,6 V'
a je realizovany v 130 nm CMOS technoldgii. Pri pouZiti
200 vzoriek analyzy, Standardnd odchylka dosahuje hodnotu
4,63 mV a strednd hodnota ofsetu je 787 uV'.

Obr. 6 principidlne znazortiuje Statistické rozloZenie hodndt
Vin_orr pre zvolené mnoZstvo vzoriek 10 bez pouZzitia ka-
librdcie (ako napr. vysledky na obr. 5) a cielové rozloZenie
Statistiky s pouzitim kalibracie. Cielom pouZitia kalibraénej
techniky bude pokial moZno zniZit' strednd hodnotu ofsetu
Vin_orr, no doleZitejSie bude zniZit hodnotu Standardnej
odchylky na o, ako je zndzornené v obr. 6. Vzorky IO,
ktoré prekracuju limity Specifikdcie musia byt vyradené alebo
opdtovne testované. Je nutné poznamenat, Ze v ddsledku
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Obrazok 5. Vysledok MC analyzy vstupného ofsetu napitia OZ.

rasticej integricie ako aj vicSieho rozptylu parametrov 10 v
nanotechnoldgiich, ndklady na testovanie dosahujd pri niekto-
rych integrovanych systémoch aZ priblizne 40-50% celkovych
vyrobnych ndkladov [2]. V naSom pripade teda zniZenim
Standardnej odchylky Vi, orr pomocou kalibricie, vzrastie
pocet vzoriek vyhovujicich Specifikdcii (tzv. vytaznost).

Hranica intervalu vzoriek ¢ + 30 v rdmci simulovanych
vysledkov na obr. 5 dosahuje V;, orr = 14,68 mV. Této
hodnota rozdielového vstupného napitia je potom zosilnena
celkovym ziskom zosiliiovada. Uvedeny zosiliova¢ dosahuje
zisk priblizne 33 dB. Vystupné ofsetové napitie dosiahne
potom zhruba 650 mV, ¢o je viac ako hodnota napdjacieho
napitia. Vystupny dynamicky rozsah bude z tohto ddvodu
vyrazne redukovany [8].

pouzitelné
vzorky

Pocet
vzoriek

Po kalibracii

limit $pecifik.
\

limit $pecifik.

Pred kalibraciou

\

O'bc wp \pc+30c Mp+30p Voin_orF

Obrazok 6. Ocakdvany rozptyl hodndt vstupného ofsetu pred a po kalibrécii.

V. ZAMER A RAMCOVE CIELE DIZERTACNEJ PRACE

Hlavnym zdmerom dizertacnej prace je analyza a rozvoj
kalibraénych technik z pohladu ucinnosti redukcie vplyvu
fluktuécie technolégie, teploty a starnutia na ¢innost integro-
vanych obvodov v nanotechnolégidch. TaktieZ bude doleZité aj
hl'adisko moZnej interakcie pridavnych blokov s kalibrovanym
I0. Cielom bude n4jst’ techniku s najlep$im kompromisom
maximélnej G¢innosti a minimalneho neZiaduceho vplyvu na
samotny IO. Pre tento ciel bude teda doleZité navrhnit a op-
timalizovat’ funkcie jednotlivych blokov kalibracného obvodu
a implementovat’ ho do celkového obvodu OZ (podla obr. 1).
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Dal§im cielom dizertatnej price je preskimat spojenie
opisanej kalibra¢nej techniky s dalSou, ktord bude vhodnd pre
kompenziciu Sumu v 10. Tymto spdsobom bude moZzné tazit’
z vyhod oboch metdd pri obmedzenom vplyve nedostatkov
jednej z nich samostatne.

Vyskum bude tiezZ zamerany na ndvrh a analyzu vybranych
technik s pouzitim MOS tranzistorov riadenych substrdtovou
elektrédou. Ocakdvame, Ze tento pristup dovoli pouzit kalib-
ra¢nd metédu pri niZSom napdjacom napéiti.

Dal3im krokom v nafom vyskume bude testovanie a verifi-
kdcia zrealizovanych 10 vzhladom na ndvrh. Podla ziskanych
vysledkov bude neskdr mozné presnejSie prispdsobit’ parame-
tre kalibracnej metddy.

VI. ZAVER

V tomto prispevku bol analyzovany vSeobecny princip
kalibricie analégovych IO za tcelom zredukovat’ neZiaduci
vplyv starnutia a fluktudcie parametrov technologického pro-
cesu a teploty na vlastnosti IO vyrobenych v nanotechnol6-
gidch, a napdjanych ultra-nizkym napétim. Podla uvedenych
Statistickych vysledkov Monte Carlo analyzy vstupného ofsetu
OZ realizovaného v 130 nm CMOS technolégii, je vystupny
dynamicky rozsah vplyvom nestability vyrobnych a pracov-
nych podmienok vyrazne redukovany.

Preto je potrebné napitovy ofset na vstupe OZ kompenzovat
pomocou vhodne zvolenej kalibrac¢nej techniky. V tejto prici
boli uvedené principy navrhu vybranych blokov kalibraéného
systému, ktoré budu neskor pouzité pri celkovej implementacii
kalibra¢ného obvodu pre OZ.

V rdmci mojej doterajSej price a vyskumu vznikli 4 pu-
blikécie, ktorych som prvoautorom alebo spoluautorom (3
prispevky na medzinarodnom sympéziu DDECS a 1 prispevok
na medzindrodnej konferencii MIPRO).
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Abstract—This paper describes thoughts and starting points
on future studies in the area of wireless networks for home
automation and security systems or sensor networks. The main
concept is to combine Frequency Hopping Spread Spectrum
(FHSS) and Orthogonal Frequency Division Multiplex (OFDM)
types of communication into one network. The former type is
used for low-power devices with small data-rate but fast response
time. The latter type is used for high data-rate devices. The
SDR needed for OFDM communication is the key in combining
both technologies. Three different ideas are examined. First
is a low-cost solution with DVB-T tuner and sub-GHz GFSK
transceivers. Second is multiple FHSS hopping schemes fitting
together to form an OFDM. Third is an OFDM link with holes
for the FHSS communication.

Keywords—FHSS, OFDM, Low-power, Sensor Network, Home
Automation and Security

I. INTRODUCTION

Wireless communication technologies are, as most engi-
neering tasks, mostly developing in areas with the largest
concentration of customers. Any complicated and expensive
idea can be put into a mobile phone and made cheap by mass
production. This unfortunately left certain segments of small
electronics free of new wireless technologies. Sometimes it
is easy to put the mass-produced technology in a specific
situation, but there are cases where the only way is to start
from the ground up. One of these cases is home automation
and security and it is discussed here.

A. Home Automation and Security

Let’s imagine what devices would need to communicate in
a case of home area network for automation and security.

1) Fast Digital Input: 1t is any device which waits for
a certain condition and transmits a simple digital information.
This device may be a doorbell, TV remote, light-switch, but
it can be a smoke detector or motion detector as well. These
devices need to survive many years on a small battery. For
a door or window open sensor it may be years on a coin
220mA h CR2032 battery.

2) High Data-rate Devices: These are for example security
cameras. Seldom they need high data-rates, but most of the
time nobody is watching. Cameras which continuously send
the video off-site need a cable connection anyway, so let’s
leave them off this list. Similar to camera might be a user
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interface device. The only difference is that the video feed
ends here. These devices need large battery or be powered
from the grid and have the battery only as a backup.

3) Automation Device: The last class might be a switchable
AC socket. It must be powered from the grid, but it doesn’t
need much data except for firmware updates.

B. Spread Spectrum

The easiest way to connect a cheap fast digital input
device is to use a single frequency system built on sub-GHz
digital transceivers. The input device sleeps, waiting for an
activation. When needed, it wakes up and starts transmitting.
The other end is receiving all the time and immediately knows
that something has happened. But using a single frequency
communication can be sometimes quite problematic.

There are undesirable effects, which must be taken into
consideration, during the wireless communication. As an ex-
ample, multi-path propagation depends strongly on antennae
positions and on used frequency. It can be simply solved
by slightly changing the frequency. Multiple-Input Multi-
ple-Output (MIMO) technology can even use that to its advan-
tage and transmit multiple data at the same time. Nowadays,
there is a need to use a spread spectrum technology.

There are many ways to spread the spectrum. One of these
is FHSS. If the frequency is hopped in between regular packets
(similarly to Bluetooth), then the sub-GHz digital transceivers
can be used with all the advantages. Disadvantage is that the
input device cannot just start transmitting, because the other
end will be most likely listening on a different frequency. The
problem can be solved by synchronisation, but that increases
power consumption. The synchronisation requires the devices
to precisely count time and periodically re-synchronise. The
key to low consumption is sleeping for a long time, so in
this paper I presume that devices don’t know anything about
current state of the network when they wake up. Another way
might be to send periodic beacons. I have already tried that
idea [1] and although the power consumption and response
time were acceptable, there was too much radio pollution
created by the beacons.

C. Existing Solutions

The easiest solution might be to combine several existing
technologies. Each of them, however, has its disadvantages and
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Fig. 1. OFDM and FHSS combination.

often they interfere with each other. Plus there is the price of
several systems instead of one.

1) Wi-Fi: It is too powerful for fast digital input and
consumes to much power. It is used by vulnerable devices
(mobile phones, cheap routers) and usually badly secured. By
irony, the least secure devices nowadays are security cameras.

2) Bluetooth LE: Bluetooth LE has barely enough data-rate
for camera. Its range in a building is not great. Signal on
868 MHz travels much better. For fast digital input, it is either
too slow in cyclic sleep [2] or it consumes too much power
when connected firmly. This is perhaps improved in ver. 5 by
extended advertising options.

3) ZigBee: It has barely enough data-rate for Camera
at 2.4 GHz, not enough at 868 MHz. Only one channel at
868 MHz means no Adaptive Frequency Agility (AFA) and
duty cycle limited to 1 %. However, for fast digital input this
might be a good solution.

4) IOT networks: Some of them are ultra narrow band,
some of them use chirps. Either way, there is not enough
data-rate for anything except fast digital input, and for that
it is too slow and insecure. Let’s imagine that smoke detector
detects fire. The signal is perhaps sent to the nearest mobile
operator which maybe puts it to the Internet where it may find
its way to the right cloud. The way back is even worse before
the siren wakes you up to run.

II. THE GENERAL IDEA TO COMBINE OFDM AND FHSS

OFDM is a spread spectrum technique where the
transceivers use many narrow band sub-channels at once. The
sub-channel transmissions are orthogonal to each other. This
means that the neighboring channel is put exactly to the
frequency where the sinc spectrum of the first sub-channel is
zero. The OFDM hardware is usually a kind of software radio.
The receiver can receive high data-rates when all sub-channels
are used, but it can listen for a single channel transmission on
any of the channels. When the full OFDM link is not used,
the OFDM hardware of grid powered devices can listen on
all frequencies. Fast digital input devices equipped only with
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a single frequency hardware may sleep and start transmitting at
any time on any random frequency. That results in negligible
delay on input event and the lowest possible power con-
sumption while keeping the spread spectrum properties. The
OFDM hardware could also re-transmit messages on different
channels and save time of routing. This will be possible only
if the transmission on one channel doesn’t disrupt receiving
on different channels.

III. SIMPLIFIED VERSION WITH FHSS AND DVB TUNER

A chip for software radio costs lots of money unless it is
mass produced. One of the less expensive chips is DVB-T
tuner, which works approximately at the right frequency
range of 868 MHz. The DVB-T tuner cannot transmit and the
communication would be handled mostly by regular digital
transceivers with Gaussian Frequency Shift Keying (GFSK)
modulation. The network hubs or masters would have an
extra DVB-T tuner reprogrammed to receive GFSK on every
channel used by the network.

The fast digital input would act almost as in single fre-
quency network. It would normally sleep. Upon an event,
it would pick a random channel and start transmitting. The
network hub would hear that and responded by the GFSK
transceiver on the right frequency. In the response there could
be enough information for the input device to synchronise with
other devices. Simple scheme is on Fig. 2. The time between
an event on the input and knowing the information in hub
would be as small as possible, in length of one packet. The
only delay could be if the input selected bad channel and had
to wait for a clear channel or re-tune to another.

An important question is whether it is possible to reprogram
the DVB-T tuner to receive GFSK. There are open-source
projects GNU Radio and supplementing project RTL-SDR.
The aim of the former is to provide a universal platform for
Software Defined Radio (SDR). The later offers a very cheap
solution for receive-only SDR connected to PC via a USB.
Some suggest [3] that FSK demodulation is easy when all the
computations are done in PC. In case of an automation central,
it would be the DVB-T tuner in combination with small
computer, such as Raspberry-Pi, running the GNU Radio.

The FHSS communication in sub-GHz range in European
Union is handled by EN 300 220 [4]. The FHSS system must
use at least 47 non-overlapping channels at most 100kHz
wide. The SDR needs to calculate at least two frequency
bins for one channel to distinguish between logical 0 and
logical 1 in GFSK modulation. The smallest FFT size is



27 = 128 to decode 47 channels. The sampling rate of the
RTL-SDR is only 2.4 MSamples~' [3]. That means the total
bandwidth can be at most 2.4 MHz and bandwidth of one
channel 37.5kHz. Channel of this size can carry only a very
slow communication. The DVB-T tuner itself must be able to
process data much faster, but the DVB-T chip’s documentation
isn’t public. Without special access to vendor’s documentation,
it is unknown whether the DVB-T chip could do custom FFT
and send only processed data. The only publicly available
option is to get raw In-phase and Quadrature (IQ) samples
to the PC, and then the USB is the limiting factor.

In smaller devices, the Raspberry-Pi would be too large. It
might be an option to use only the IQ demodulator, sample
the signals by a custom AD converter and process in an MCU.
The AD converter might be even faster than 2.4 MHz, but now
the limit will be in FFT calculation. In the previous example,
there are enough samples each 53 pus, but two FFTs would
have to be calculated to recognize valid symbols. There are
measurements of FFT speed in [5], and the result 26 ps is
a realistic value for Cortex-M7. MCU of that size is still an
overkill for switchable AC socket.

The last idea might be to use the DVB-T only to detect an
incoming transmission. The fast digital input would reconfig-
ure its GFSK transceiver and send few short beeps on different
frequencies, without modulation. The hub would recognise
position of the beeps by the DVB-T tuner and would have to
re-tune its GFSK transceiver to catch a regular packet which
follows. This would simplify the FFT, but there would be
a possibility of collisions.

The simplest version of the simplest method is to just use
the DVB-T tuner to detect preambles. Higher power on one
channel would suggest there is a preamble being transmitted
on that channel. The hub would tune the GFSK transceiver
and start receiving on that channel to receive the rest of the
preamble and the packet. Detection of power alone will be
very faulty. Any transmission from any alien system or noise
in the wide frequency range will trigger the hub to re-tune the
GFSK transceiver and loose any ongoing transmission. It is
quite probable that this method won’t work at all.

IV. OFDM As MULTIPLE FHSS SCHEMES FITTING
TOGETHER

If we imagine an FHSS communication as a time-frequency
graph (called waterfall if the time dimension points up), the
transmissions seem to fill up the space equally, but only one
frequency is occupied at one time. If we take N orthogonal
pseudo-random FHSS sequences on N channels, they fill the
time-frequency space completely as on Fig. 3. The communi-
cation would be indistinguishable from OFDM on conditions
that the channels use phase shift modulation with square pulses
and are close together to be orthogonal.

Communication between all devices could start as an FHSS
connection with one time-frequency pattern. The network
should mostly transmit small amounts of data. When there is
a need to transmit more, either to retransmit a routed message
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or to increase the data-rate, the devices could add another
time-frequency pattern which fits into the available space.

Transmitting this way from one OFDM transceiver to an-
other would probably be easy. Much more difficult problem is
to synchronise multiple transmitters. There already is a promis-
ing technology called Orthogonal Frequency Division Multi-
ple Access (OFDMA). It is similar to OFDM, but different
sub-channels are used by different transceivers.

The first problem is the synchronisation of frequencies. It
may be solved by pilot carriers which are sent by one of
the devices [6]. Other devices then modify their frequencies
to fit these pilot sub-carriers. This is not usable with sin-
gle-frequency FHSS transceivers in low data-rate devices. The
FHSS device would have to receive a signal from OFDM
device in one slot, keep the frequency calibration and start
transmitting the next slot. The situation is depicted on Fig. 4.
The slot before would need an extra preamble for the FHSS
device to successfully synchronise. This also solves the second
problem, which is time synchronisation. Question is, whether
the single-frequency device will be able to synchronise to one
channel if there are two more neighbours filling the spectrum
almost completely. All the above is under the assumption that
the physical channel is relatively constant, the devices don’t
move and the frequency imperfection is only caused by the
devices. In home area network, the devices are expected to
move slowly or not to move at all.

When the air is full of transmission, this would be reason-
ably fast. In an idle situation, the synchronisation wouldn’t be
needed, because the orthogonal channels would be empty. The
FHSS device doesn’t know about the neighbouring orthogonal
channels and cannot wait forever on the randomly selected
channel, so there is a high possibility of collisions when the
system will be at half the capacity. The FHSS sequence and
algorithm to determine when to use the synchronisation and
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when to put an extra preamble would be quite complicated.

The last problem is with Phase Shift Keying (PSK) sin-
gle-frequency transceivers. Most sub-GHz transceivers are
GFSK, and if they support PSK, it is not the main purpose.
GFSK spectrum is not sinc shaped, so the individual channels
cannot be put as close together as for OFDM.

V. OFDM WITH FREE SPACES FOR FHSS DEVICES

The OFDM link has good properties because there is a lot of
slow sub-carriers next to each other. If the physical channel
is frequency selective, which almost certainly is, then each
sub-carrier is affected independently. On the frequency width
of the small sub-carrier, the attenuation is almost constant.
That is good, because it doesn’t change the pulse shapes
and there is no additional Inter Symbol Interference (ISI).
A single-frequency transmission on the same bandwidth and
in the same physical channel would distort the transmitted
symbols beyond recognition.

On the other way, the FHSS link must use comparatively
larger sub-channels, because it uses only one at a time. To
transmit decent data-rate, the FHSS sub-channels must be
wider and there must be less of them to fit in the same
bandwidth. For example Bluetooth LE uses 40 sub-channels,
while DVB-T2 uses up to 32768 sub-carriers.

This results in an idea to split the OFDM and FHSS
communications completely. The OFDM link can use the
regular PSK or Quadrature Amplitude Modulation (QAM)
with guard intervals and so on. The FHSS link can use the
cheap GFSK transceivers. All that remains is to eliminate
collisions and use single hardware in hubs for both networks.
Collisions between FHSS and OFDM networks are recognized
problem for example between Wi-Fi and Bluetooth [7].

The OFDM link needs to have ’holes’ to contain the FHSS
links. The holes need to be several channels wide to encompass
the wide FHSS transmission. Fig. 5 depicts the situation.
Normal communication could start as an GFSK modulated
FHSS scheme. Each hub could set up its own orthogonal FHSS
scheme, so that no collisions appear in one system, but routing
may happen immediately. When high data-rate is needed,
the software radios would switch to PSK modulation put
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into OFDM link. The link would have periodically repeated
holes for each FHSS sub-channel. When the FHSS fast digital
input device wakes up and selects a random sub-channel, the
sub-channel is filled by the OFDM signals and the FHSS
device must wait. Sooner or later, multiple OFDM sub-carriers
silence and the FHSS device may start its transmission.

The hub would have to respond using the GFSK modulation
while still transmitting the OFDM signal. That gives the FHSS
device enough information where the FHSS holes continue.

This idea will be least difficult for the FHSS devices, but
most difficult on the OFDM devices. The OFDM devices
would need to calculate two FFTs for a received signal and
two more for the outputted signal simultaneously. Plus it needs
several synchronisation and other algorithms. For now the
obvious choice is to use Zynq on PicoZed SDR platform, but
it is really expensive to use in a custom embedded electronics.

VI. CONCLUSION AND FUTURE GOALS

For the commercial use, the DVB idea might be the most
interesting, because it is the cheapest as it relies on mass
produced components. The other two ideas are too expensive
so far, but Moore’s law might make SDR cheap enough in near
future. The second idea might be solved as a part of 4G or 5G
OFDMA research, but so far mobile devices are still several
orders of magnitude above the required power consumption.

The main goal of the dissertation thesis is to explore meth-
ods described above. That will seamlessly link to theoretical
design of new wireless communication systems, their simula-
tion and physical implementation. Last step will be to measure
interesting parameters of the physical implementation in a real
world situation. Hopefully, the results of this dissertation thesis
will help engineers in selecting and implementing a wireless
technology for home automation, and bring all low-power,
quick response and spread spectrum to an area where only
compromises have been so far.
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Abstract—Realistic simulations need for their run very pow-
erful computers. Computing infrastructures are growing in
parallelism and becoming more diverse. This heads towards
using more sophisticated computational techniques to take full
advantage of the machine power. To describe a scientific problem,
a number of different and cooperating models is used. This
tends to force users to construct, execute, validate and analyse
these models. The situation is much more complicated if the
user is not an IT specialist. This causes a huge human effort
to actions that might be out of a scientist’s scope or could be
provided automatically. This work presents a tool providing an
automated planning, executing and monitoring cooperating and
extensive computations. The approach used introduces the HPC
as a service. Modular design enables extensions and unifies the
access to different HPC systems through a simple client-server
interface using standard web services. The dispatch server detects
and enables concurrent execution of tasks and offers a level of
fault tolerance.

Keywords—Automation, distributed computing, execution
planning, job submission, monitoring, HPC, multiscale modelling,
model coupling, service.

I. INTRODUCTION

Simulations are considered to be the third pillar of science.
To study complex phenomena such as forest fires, weather
forecast or fluid dynamics, we need to describe many the pro-
cesses and communication between them. These simulations
are usually very demanding on computational performance
and storage. Each process requests different computational
resources and the whole computation may be distributed over
diverse computational facilities. Big supercomputing centres
offer both sufficient amount of computational power and disk
space. Computing infrastructures are growing in parallelism
and becoming more diverse. This heads towards using more
sophisticated computational techniques to take the full ad-
vantage of the machine power. However, this tends to force
users to construct, execute, validate and analyse a number
of different models for each process. Furthermore, advanced
knowledge of supercomputer’s architecture and submission
systems is required. Such a big human effort can become a
bottleneck because a non-negligible number of person hours
has to be invested daily, especially, if the user is not an IT
specialist.
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Supercomputers are built on hybrid architectures and inte-
grates CPUs, GPUs or other accelerators. These computational
components are grouped into nodes. Supercomputers use the
batch system where each queue could offer different equip-
ment, maximum time allowed, amount of allocatable nodes
and price.

A usual user workflow contains:

o Creating job scripts based on the simulation workflow.
Realistic and complex simulations can be described by
many different cooperating models. Usually, each model
corresponds to one job script. The job script is a text file
specifying the executables, submission specification (e.g.,
job dependency, queue name, number of nodes and time),
outputs and inputs, and software modules (i.e., needed
software, compilers).

Pushing jobs into queues.

Jobs monitoring. Supercomputers do not allow any con-
venient notification mechanism. Only email notifications
when the job has finished or an error occurred are
supported which is not reliable.

o Outputs and results post-processing.

Furthermore, this workflow also requires the knowledge of
accessing the supercomputer, command-line tools and ma-
nipulation with files since there is no application program-
ming interface available. Therefore, there is a demand for
an automated tool offering communication with a supercom-
puter, data transfer, simulation execution planning, monitoring
and notification mechanisms. Such a tool could reduce the
complexity of administrative tasks. The dispatch server tool,
presented here, follows this approach and presents the HPC
as a service. The dispatch server, shortly dispatcher, is being
developed as a part of a medical software in a collaboration
with the University College London. However, its modular and
flexible system design enables various extensions and unifies
access to different HPC systems through a simple client-server
interface using standard web services. The service enables
various companies or institutions to take full advantage of
new computing technologies with the user experience of using
personal computers only on the level of common PC user.

In Section II, the related tools following the approach of



automating the research tasks and managing computations are
presented. In Section III, the architecture design of the dispatch
server is presented as well as its benefits for non-developer
users. Finally, Section IV summarizes the importance and
benefits for ordinary users. This is shown on the application
for ultrasound therapy treatment planning. Section V offers
conclusions and describes the relation to my PhD thesis and
its goals.

II. RELATED WORK

The functionality of the dispatch server follows features
of middleware toolkits and programming interface, developed
over the last decade or more, such as FabSim [1], Globus [2]
or SAGA [3]. All of these tools provide job management, e.g.,
task submission, monitoring and cancelling, and file manage-
ment on grid computing resources (virtual supercomputers) or
high performance computing systems. Similarly to mentioned
tools as FabSim, the dispatch server is also built on the
cryptographic network protocol ssh (secure shell) in terms of
the communication with remote machines. Practically, every
Unix- or Linux-based system has ssh, so there is no need of
installation of any additional heavyweight middleware stack
on the resources being accessed. In other words, the dispatch
server can be used widely on any HPC resource that supports
ssh. Even though the main motivation comes from FabSim,
FabSim is meant to be used especially by IT developers. Its in-
teractive design provides easy single-line commands to control
and monitor the computation and perform data transfers. The
dispatch server is completely different and points at common
user. For details see section III.

Although the idea of using the HPC as a service for
various institutions is quite fresh, the dispatch server is not
the only tool offering it. In the area of hydroinformatics,
service framework [4] providing the HPC as a service has
been developed.

Since realistic simulations could be described by a number
of different cooperating models, the communication interface
between these models needs to be specified. This is called
model coupling and it is quite challenging if cooperating
models differ in their scales and have dependencies between
them. The dispatch server is a service framework providing
model coupling. The coupling environments such as MUS-
CLE 2 [5] or MPWide [6] allow codes to exchange data at
runtime efficiently, and can be used to speed up the remote
execution of coupled tasks within the dispatch server. This
would be completely controlled by the dispatch server.

III. OVERVIEW OF THE DISPATCH SERVER

The dispatch server presents a middle layer between the user
and remote computational resources used for computations.
It offers a service providing planning and executing of HPC
calculations, job and data management without any extra
user interaction. Moreover, it provides user authentication and
authorization, encryption, monitoring, reporting, billing and
notification mechanism. The dispatch server, its database and
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the HTTPS server are being implemented in Python program-
ming language. Python was chosen for its extendibility due to a
reasonable amount of libraries and fast prototyping behaviour.
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Fig. 1. The architecture of the dispatch server. The planning and monitoring
core of the dispatcher consists of the daemon module, monitor module and
the dispatch and transfer module (green rectangle). All of these modules are
connected to the database to create or update records (dashed line). The
daemon module is responsible for checking other modules for being alive
(dotted line). The dispatch and transfer module provides a connection with
remote resources. The HTTPS server and the dispatch database can be situated
physically apart from the dispatch server machine. The HTTPS server serves
as an input gate for user interaction. It is the only connection point with user
applications.

A. Architecture

The dispatch server consists of three modules — the dispatch
and transfer module, the monitor module, the daemon mod-
ule. The HTTPS server and the dispatch database might be
physically decoupled to improve reliability. However, other
functions, i.e. monitoring or job management, are disabled.
The architecture of the dispatch server is shown in Figure 1.

Following subsections describe details about the dispatch
server modules and important terms used in the paper.

Planning file: Planning file serves as a template for dispatch
server to create a simulation plan and submit jobs.

Result file: Result file is a product of the whole simulation.
There is no other processing of the result file provided by the
dispatch server. This file is only downloaded and stored for
the user.

Simulation plan: Simulation plan is a task graph defining
what simulations should be run on a particular level of a graph,
dependencies and file names. This is created by the dispatch
and transfer module using a planning file and details stored in
the dispatch database.

Progress file: Fault tolerant mechanism stands on the
progress files polling. The progress file is a text file continu-
ously written by any running program.

HTTPS server: The HTTPS server handles incoming re-
quests from user applications. It is the only accessible point
from outside. The HTTPS server calls stored database proce-
dures to handle requests. It also performs a user authentication
and stores received planning file to a reserved temporary
storage on dispatch server machine.



HTTPS server is supposed to:

o receive a planning file from the user, e.g., a desktop
application, web browser, mobile application.
o provide a result file and progress of simulations.

Dispatch database: The dispatch database defines tables
with users, groups of users, allocations, facilities, simulations
and their jobs, and so on. It holds the history of all compu-
tations executed by the user and allocations. Furthermore, it
serves as a log storage.

Daemon module: The dispatch server is supposed to run
as a service in the system. This is provided by the daemon
module. The daemon module is responsible for checking other
modules, i.e. monitor module, dispatch and transfer module,
for being alive. If any of these two modules crashes, the
daemon module is responsible for restarting the corresponding
module. Periodic log events are stored in the dispatch database.
If a critical situation occurs, e.g. unavailability of the database,
a critical log is written to a file in /var/log folder on the
dispatch server machine. In such a case, the administrator
is responsible for handling the error situation and restarting
required modules.

Monitor module: Monitor module is responsible for manag-
ing the dispatch database. It periodically checks records in the
database and invokes the dispatch and transfer module when

e a new simulation record occurs (to handle this issue),

o going through all simulation job records to update their
statuses,

o a simulation has just finished in order to download a
result file and store it temporarily on the dispatch server
machine.

A couple of stored procedures are implemented. Those
routines, e.g., create a new simulation record, download a
result file or get simulation status, are used by the HTTPS
server after a user request.

Dispatch and transfer module: The dispatch and transfer
module can be invoked by the monitor module in order to

o create a simulation plan for a new simulation record,
create job scripts, connect to the remote machine or
machines, upload all necessary files there and submit
jobs.

check jobs statuses by connecting to the corresponding
remote machine and read progress files.

download a result file to a temporary storage. Before
downloading, the estimation of free disk space on the
dispatch server machine needs to be calculated.

The dispatch and transfer module is the only module that
might be connected to a remote computational resource. Con-
nection is provided using ssh protocol and file transfers are
provided by rsync.

B. Remote execution

Remote executions are completely hidden from the user.
Based on the knowledge in the dispatch database, the dispatch
server controls the simulation execution planning and running.
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An example workflow (after handling a user request and
receiving a planning file):

o The planning file is temporarily stored on the dispatch
server machine. Based on this planning file, the simula-
tion plan is created. According to the simulation plan and
based on the information stored in the dispatch database,
job scripts are created and temporarily stored in the same
folder as the planning file.

Remote disk space for the simulation and used core-
hours estimation are calculated. If there is no problem,
the blockage of disk space and core-hours is stored in the
particular database record and the workflow continues to
the next point. If the simulation cannot be fully performed
due to any of these facts, or the machine is unavailable,
a particular error message and status is stored in the
database record. The whole process is repeated later. If
a maximum number of unsuccessful attempts has been
made, an error message and status are updated in the
particular database record.

A new folder belonging to the simulation is created on the
remote machine. Temporary folder is completely copied
to remote one.

Depending on the complexity of the simulation, job
scripts are submitted to the queues concurrently or with
dependencies.

After successful job submission, monitoring is periodically
made.

C. Security

The security model essentially stands on the ssh and htps
security models, i.e. public and private keys are used to
authenticate the user and to authenticate all operations on
remote machines. Security in terms of a correctly performed
simulation is provided by the monitor module and checking
progress files.

IV. USE CASE

The dispatch server is designed to be a modular and easily
extendable software. A couple of applications may use it. At
this time, the dispatch server will be used mainly within a
medical system for administrating the simulation workflows.
This software is called k-Plan and is being developed in a
collaboration with the team from the University College Lon-
don (UCL). The k-Plan software is intended for offline model-
based treatment planning for therapeutic ultrasound treatments,
e.g., tissue ablation, targeted drug delivery, ultrasonic neuro-
modulation and opening the blood brain barrier. Simulation
calculations particularly use the k-Wave toolbox [7]. One of
the tissue ablation examples is a cancer treatment in soft
tissues, e.g. breast, kidney, or prostate, using HIFU!. The aim
is to find optimal parameters of ultrasound transducer. A user,
i.e. a medical doctor, sets these parameters based on their
experience. The output of the simulation tells how successful a
treatment would be. In other words, the simulation output tells

High Intensity Focused Ultrasound
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Fig. 2. Simulation plan example. Pink rectangles represent input/output of the simulation. Green rectangles represent individual stages in a pipeline. Each
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coupling interfaces have to be implemented for a correct communication between models. These coupling interfaces are represented by additional stages in
the pipeline (highlighted by orange dashed rectangles). Tasks which are planned at the same level might be executed concurrently (see level 0 and 1 as an
example). Tasks in different levels have to be executed sequentially because of dependencies.

whether the affected tissue has been fully destroyed. At least,
the simulation consists of the ultrasound wave propagation, the
thermal diffusion and the tissue model. These simulations are
computed in a pipeline. To provide a correct model coupling,
additional stages need to be added to this pipeline. These
stages define model coupling interfaces. See Figure 2 for more
details.

V. CONCLUSION

The overview and purpose of the dispatcher were described
in this work. The approach offering the HPC as a service
could reduce the complexity of daily administrative tasks.
The dispatch server is a modular and easily extendable tool
providing planning, executing and monitoring of cooperat-
ing computations. Furthermore, it provides an authentication,
encryption, billing and a notification mechanism. It enables
concurrent running of tasks and provides a level of fault
tolerance. The dispatch server enables ordinary users to take
the full advantage of new computing technologies and speed
up their own development. This brings the novelty and the
technology progress to other business fields.

The topic of my PhD thesis is to design and create model-
coupling framework for complex medical simulations. The
partial goals of my PhD thesis are to

1) design a tool allowing to automatically execute complex
simulation codes.

2) design a coupling interface between acoustic, thermal
and tissue models.

3) optimise the coupling interface to support heterogeneous
architectures (CPUs, GPUs, etc.).

4) evaluate the benefits on realistic medical simulations

(photoacousting imaging, HIFU treatment planning,
etc.).

At this time, I'm working on point 1). The dispatch server
serves me as a base component for model coupling and a start
point for my research. It’s designed to be a part of the k-Plan
medical system being developed in a collaboration with UCL.
However, the generic design of the dispatch server enables
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connecting various user applications and unifies the access to
different computational resources.
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Abstrakt—Pro kritické nejen ridici systémy je vyskyt poruch
velice nezadouci zaleZitosti. Obzvlasté pokud by mohlo dojit
k Gjmé na zdravi nebo finanénim ztratam. Proto se rozvijely
techniky znamé pod nazvem systémy odolné proti porucham. Pro
zotavovani z poruch je vyuziti rekonfigurace obzvlasté vyhodné.
Platformou schopnou rekonfigurace pro navrh a implementaci
obvodu je FPGA. Pro zajiSténi opravy obvodu v FPGA pomoci
rekonfigurace je velice vyhodné vyuzit Fadi¢ ¢astecné dynamické
rekonfigurace tedy specidlni pfidanou komponentu. Dile je
zadouci, aby i Fadi¢ byl odolny proti porucham, obzvlasté kdyz
bude umistén na stejném FPGA. Pravé vypracovanim prislusnych
kritérii a navrhem tohoto Fadice se bude zabyvat metodika, ktera
bude také tématem disertacni prace.

Kli¢ovd slova—Radi¢ rekonfigurace, systémy odolné proti po-
rucham, ¢aste¢na dynamicka rekonfigurace, FPGA.

I. Uvop

V dne$ni dobé nds obklopuji elektronickd zafizeni
v nejrizngjSich pfistrojich vSeho druhu. Podle jejich uréeni
se klade diraz na vykon, spotfebu, cenu, atd. OvSem exis-
tuji také aplikace, kde je potieba zajistit spolehlivost. Ta je
vyZzadovana obzvlasté u systému, kde by mohlo dojit k Gjmé
na zivotech nebo na financich. Typickymi zéstupci takovych
aplikaci jsou fidici systémy, které se staraji o fizeni letadel,
druzic, elektraren, ale také tfeba nemocniCnich piistroji a
mnoha dal$ich. Je ziejmé, Ze se jednd o systémy, které musi
pracovat bezchybné anebo se musi umét z vlastnich poruch
zotavit, popf. 1 pres poruchu pracovat spravné.

Tento C¢ldnek je dile uspofdddn ndsledovné. Sekce II je
zaméfena na uvedeni do problematiky a objasnéni pojmu
Odolnost proti poruchdm. Je zde vysvétleno mozné déleni a
také zdkladni pristupy. Sekce III se vénuje fadici ¢astecné dy-
namické rekonfigurace pro FPGA. Kromé obecnych moZnosti
je zaméfena na konkrétni implementaci a také na budouci
vyzkum, ktery bude pokracovat nad touto problematikou.
Obzvlasté se jednd o moznosti jeho zabezpeceni a tim zvySeni
jeho spolehlivosti. Sekce IV pojednavd o poslednim neza-
bezpeceném prvku volicim majoritu. V sekci V jsou nastinény
cile diserta¢ni prace. Zavére¢né shrnuti je v sekci VI.
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II. ODOLNOST PROTI PORUCHAM

Odolnost proti porucham (Fault tolerance) [5] je pfistup, kdy
je systém schopen pracovat dle specifikace i pres vyskyt po-
ruch. Snizovani dopadu poruch je mozné dosdhnout vyuZitim
prostorové, casové nebo datové redundance. Jejich volba zdlezi
na pozadavcich vysledné aplikace. Prostorovd redundance
znamend nékolikandsobny vyskyt stejnych komponent, které
pracuji soucasné. Oproti tomu Casova redundance je dina
provadénim stejného vypoctu nekolikrdt na stejné kompo-
nenté. Datovou redundanci je mySleno opatfeni dat opravnym
kédem, ktery zajisti jejich opravu pii vyskytu chyb. Sa-
moziejmé je moZné vyse nastinéné techniky kombinovat a vy-
tvofit tak zabezpeCeni dle poZadavkl na vyslednou aplikaci.

Dalsim mozZznym clenénim odolnosti proti poruchdm je
rozliSovani pasivnich a aktivnich metod. Pasivni metody [4]
jsou zaloZeny na ptedpokladu, Ze je mozné zjistit vSechny
mozné poruchy a pro kaZdou z nich pfedem nachystat
feSeni, které sniZuje jeji dopad. U jednoduchych problému
takové omezeni nemusi vadit, ale pro rozsahlé aplikace mize
byt znacné naroéné analyzovat takové poruchy nebo mit
pfipravené a uloZené potfebné opravy a ndhrady mize byt
znacng prostorové naroéné. OvSem pii vyskytu poruchy ne-
vznikd zbytecnd prodleva do znovuobnoveni funkcionality.
To je zédsadni rozdil od aktivniho pfistupu, kdy piislusnou
poruchu je tieba analyzovat a ndsledné pfipravit feseni na miru
za béhu. I kdyZ odpada potieba mit pripravené kompenzace
napravujici poruchu tim, Ze se pocitaji za béhu, jejich vypocet
zabere urcity vypocetni Cas, kdy je zafizeni v nedefinovaném
stavu. Odstranénim zdsadnich problémi a kombinaci obou
piistupt se zabyva hybridni metoda [11], kterou je moZné
shrnout v nasledujicim postupu. V aplikaci je detekovana
porucha. Vyuzije se pasivni pfistup, kdy je porucha co nejlépe
kompenzovana a soucasné je spusténa jeji diagnostika. Po ni je
mozné pfipravit opravu na miru. AZ je oprava pfipravena, tak
je aplikovana pomoci rekonfigurace systému. Timto zptisobem
je mozné opravit i pfedem neocekdavané poruchy a zaroven je
odstranéna doba nedefinované funkce. Jsou tedy vyuzity silné
stranky jednotlivych pristupl a soufasné potlaceny podstatné
nedostatky.



Vyse zminéné pristupy lze aplikovat i na programovatelna
hradlova pole FPGAs Field Programmable Gate Arrays [7],
kterd se stdle vice uplatiiuji v nejriznéjsich systémech diky
svému vypocetnimu vykonu a schopnosti zménit svou kon-
figuraci pro prizpisobeni se aktudlnim podminkam. Jejich
hlavni nevyhodou je nichylnost nejen na kosmické zarent,
které zpisobuje poruchy konfiguracni paméti. Dle intenzity
a doby putsobeni muzZe zpisobit prechodné, ale i trvalé po-
ruchy. Typickou poruchou je pteklopeni jednoho ndhodného
bitu libovolné paméti napi. t€ konfiguracni. Tato porucha
je zndma pod oznacenim Single Event Upset (SEU). Odol-
nost proti porucham muze byt zajisténa jejich maskovanim
pomoci zdvojeni s porovnanim (DwC — Duplication with
Comparison) podle schématu na obrdzku 1 nebo pomoci tfi-
modulové redundance (TMR — Triple Modular Redundancy)
podle schématu na obrazku 2. V modulech muze byt obsazen
jak cely obvod, tak i jen jeho dulezité Casti. Dale je také
mozné vyuzit ziet€zeni prislusnych pristupi a rozdélit tak
obvod na mensi zabezpecené Casti.

Module 1
Module 2 >
Obrazek 1. Schéma DwC
—>t Module 1
—&—> Module 2 Majority
voter
> Module 3

Obrazek 2. Schéma TMR

Dalsi moZnosti, ktera jiz skute¢né provadi opravu poruch, je
piistup, kdy je konfiguraéni informace daného FPGA piepsdna
pomoci spravné konfigurace (golden bitstream). Tento pfistup,
pfi kterém dochazi k rekonfiguraci FPGA, se nazyva Scrub-
bing. Pro uloZeni golden bitstreams je potreba mit k dispozici
radiacné& odolnou pamét. Takovy poZzadavek je mozné zajistit
vyuZitim specidlniho hardware nebo opatfenim dat opravnym
kédem. Jinym piistupem je Lazy Scrubbing [3], ktery vyuZziva
nasobného vyskytu stejnych konfiguraci v ramci TMR. Kdyz
je na FPGA dana ¢ast v TMR, pak kazdy modul je vytvoren
diky stejné konfiguraci, kterd je tudiZ uloZena v konfiguracni
paméti FPGA také ttikrat. V takovém pripad€ uz neni potieba
pamét s golden bitstreams a v piipadé poruchy v jednom
z téchto moduld, je konfigurani informace pfislusného po-
rouchaného modulu prepsdna pomoci majoritniho vyskytu
konfiguracnich informaci z té€chto ti{ stejnych moduld. Ne-
boli z konfiguracni paméti FPGA jsou piecteny prislusné
konfiguraéni informace vSech tfi moduld. Dale je pro kazdy
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odpovidajici si bit urena majoritni hodnota a ndsledné je
takto vytvoreny bitstream opét nahrdn do konfiguracni paméti
diky castecné rekonfiguraci [9] tzn. moZnosti rekonfigurovat
jen urcitou ¢ast FPGA. Obstarat vSe potiebné k castecné
dynamické rekonfiguraci by mél jeji fadi¢, tedy specidlni
pfidand komponenta.

III. RADIC CASTECNE DYNAMICKE REKONFIGURACE

Pro aktivni pfistup k odolnosti proti poruchdm je fadi¢
castecné dynamické rekonfigurace pfimo nezbytnou soucdsti,
bez které se nelze v systému obejit. Nejjednodussi variantou
je fadic, ktery provadi Sbrubbing s predem danou periodou.
Preventivn& piepisuje konfiguraéni paméf a tim také opravi
pfipadnou poruchu. Je ziejmé, Ze takovy pfistup neni pfilis
efektivni, ale zvysi spolehlivost a nezabere pfili$ velkou plochu
na FPGA. Také nebude pfiliS ndrocné jej pouZit, protoze
lze pridat k libovolnému jiz vytvofenému systému prakticky
bez modifikace tohoto systému. Zasadni vylepSeni pfineslo
IP jadro od Xilinx Soft Error Mitigation Controller [10]
pro jejich FPGA fady 7. Konfiguraéni pamét byla opatiena
opravnym kédem a tudiz je priddna moZnost provadét rekon-
figuraci jen v piipadé vyskytu poruchy a navic opravovat jen
porouchanou c¢éast. Stejné jako u ptfedchoziho pristupu neni
nutné upravovat zabezpeCovany systém. OvSem vznikd zde
prodleva aktivniho pfistupu, kterd je zpusobena diagnostikou
poruchy, tedy pocitinim syndromu poruchy opravného kédu
a ndsledné uréenim porouchaného bitu konfiguracni paméti.
Jinou mozZnosti, kterd jiZ prodlevou s nedefinovanym vystupem
systému netrpi, je propojeni tfi-modulové redundance a fadice
Castecné dynamické rekonfigurace [2]. Zabezpecovany obvod
je nutné uzptsobit do TMR. Coz znamend ztrojndsobeni
komponent a pfidani prvkd urCujicich majoritu ze vstupnich
hodnot. Déle je nutné opatfit tyto prvky také logikou, kterd
je schopnd urcit také modul s odliSnym vystupem (vstupem
prvku pocitajicim majoritu). Tuto hodnotu je tfeba vyvést
na dalsi vystup, ktery je nutné pridat. Tim se samotny prvek
urCujici majoritu znacné zesloziti, ale je to potieba, aby
fadi¢ rekonfigurace dostal co nejpresnéjsi informaci o poruse.
S touto informaci a dobfe namapovanym systémem na FPGA
je tadi¢ schopen zajistit dynamickou rekonfiguraci jen po-
rouchaného modulu. Soucasné s opravou zbylé dva moduly
TMR pracuji dle specifikace a tudiz i cely systém pracuje
dle specifikace. Protoze prvek urcujici majoritu bude maskovat
vystup jak porouchaného tak i soucasné€ opravovaného neboli
rekonfigurovaného modulu, jehoZ vystup nebude po tento ¢as
korektni. Pravé takto, jak bylo popsdno, je navrZzen a im-
plementovan Generic Partial Dynamic Reconfiguration Cont-
roller (GPDRC) [8].

A. Soucasny stav vyzkumu v oblasti vadice Cdstecné dyna-
mické rekonfigurace

V rdmci vyzkumné skupiny zabyvajici se odolnosti proti
poruchdm byly postupné navrzeny a implementovany dveé
verze radice Castecné dynamické rekonfigurace pro obecné
pouziti na FPGA pod ndzvem GPDRC. Prvni verze [8] je
vytvofena tak, aby umoZilovala eliminaci pfechodnych poruch,



jako jsou napt. SEU. Pro diagnostiku a prechodné maskovani
poruch do doby dokonceni opravy pomoci rekonfigurace je
TMR aplikovdna na zabezpeCovany systém. V rdmci druhé
verze fadie [6] byla plivodni rozsifena o podporu zotaveni
systému i z trvalych poruch. Ta je zpusobena fyzickym
poskozenim libovolné casti FPGA. Na drovni tranzistort
dochazi k negativni zméné jejich vlastnosti a to napf. trvalému
zprichodnéni bez ohledu na pfivadéné napéti na jejich bazi.
U konfigurani paméti to znamend nemoZzZnost zménit stav
daného poskozeného uloZeného bitu a tedy jeho setrvani
v jednom z moznych stavi. Disledkem je nemoZnost zménit
konfiguraci urcité ¢asti FPGA, kterd je ovlivnéna pravé timto
poskozenym bitem. Pro zotaveni se z takové poruchy jsou
v FPGA vyhrazeny rezervni bloky. Pfi odhaleni, Ze se jedna
o trvalou poruchu, je prfislusny modul vyfazen a nahrazen
jinde vyhrazenym ndhradnim blokem, do kterého je nakonfigu-
rovana funkcionalita pfislusného vyfazeného modulu. Trvald
porucha je odhalena tak, Ze i po rekonfiguraci neni vystup
modulu shodny s ostatnimi TMR moduly. V piipade vice se
vyskytujicich trvalych poruch Casem nastane situace, kdy uz
dalsi rezervni modul neni k dispozici. V takovém pripadé
zabezpeceni degraduje z TMR na pouhé zdvojeni se srovndnim
DwC. To uZ neni schopné poruchu lokalizovat pfesné, jen ji
dokdZe ozndmit. Néslednd trvald porucha zpisobi definitivn{
konec korektni ¢innosti systému.

B. Budouct vyzkum v oblasti Fadice cdstecné dynamické re-
konfigurace v FPGA

Pfedchozi vyzkum se soustfedil na zabezpefeni obvodu.
OvSsem pokud bude fadi¢ na stejném FPGA jako za-
bezpeCovany obvod, je velmi pravdépodobné, Ze mize byt
poruchou zasaZen také. V takovém pripadé neni vylouceno,
Ze fadi¢ s poruchou miZe zplisobit neoekdvanym chovanim
i poSkozeni jinak korektné fungujictho obvodu. Napf. by
mohl provést rekonfiguraci, kterd negativné pozméni funkcnost
zabezpecovaného obvodu. Proto bude dalsi vyzkum smérovat
k zabezpeceni také samotného radice.

I pro fadi€ rekonfigurace je vhodné vyuZit podobné techniky
jako pro zabezpecovany obvod. A to vyuzit TMR pro mas-
kovani poruch jednotlivych modulii s fadi¢i. Radi¢ tedy bude
v systému trikrat a bude doplnén prvkem urcujicim majoritu
z jednotlivych vystupd, neboli dat posilanych do konfiguraéni
paméti v rdmci rekonfigurace. Tak je vnimdna prvni etapa
zabezpeCovani fadiCe. Lze ocekdvat nepfili§ velké zvySeni
spolehlivosti, protoze fadi¢ zabere trojndsobné misto na FPGA
a tudiZz se zvysi pravdépodobnost zdsahu poruchou. OvSem
oproti tomu bude moZna jednondsobnd porucha a ve vhodnych
pfipadech i vicendsobnd porucha maskovéna diky majorité&.

Dalsi etapou zabezpecovani bude zavedeni rekonfigurace
i pro samotné fadi¢e. Vzhledem ke tfem instancim fadice
jiz se nachdzejicim na FPGA by bylo velice vhodné vyuZzit
pravé je. Vize je takova, Ze predpokldddme poruchu v jednom
z modulti ztrojeného fadiCe rekonfigurace a tedy v jednom
ze tif fadici v TMR. Tato porucha je rozpoznana diky prvku
pocitajicimu majoritu a jsou tudiz o ni informovany vSechny
tyto tfadie. Zbylé dva korektné fungujici fadiCe se postaraji
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o rekonfiguraci tfettho porouchaného. Je vhodné, aby fadi¢
s poruchou do vlastni rekonfigurace nezasahoval. Je nutné
zajistit jeho odpojeni a tudiZ zabranéni v Cinnosti anebo by
mélo byt postacujici vyuZit schopnosti prvku urcujiciho majo-
ritu, ktery zajisti maskovani chybného vystupu z porouchaného
radie. 1 v pripadé provadéni rekonfigurace pouze dvéma
funk¢énimi fadiéi je mozné zjisfovat, zda nenastala porucha.
Jednd se o metodu DwC, kterd ovSem uZ neni schopnd urcit,
ve kterém ze dvou fadiCi se porucha projevila. MoZnym
predejitim nastani takové situace je pfidat na FPGA jesté
jednu instanci fadiCe. Celkovy pocet fadicd by byl Ctyfi.
V pripadé rekonfigurace jednoho z nich by pordd zbyvali tfi
dobfte fungujici a tudiZ pracujici v reZimu TMR. I pii vyskytu
dal$i poruchy by ta byla maskovdna a ndsledné by mohl
byt nové porouchany fadi¢ opraven diky opravenému fadici
rekonfigurace a zbylym dvéma korektné fungujicim fadicu. I
toto feSeni by bylo vhodné otestovat v rdmci experimentu.

C. Programovd implementace fadice Cdstecné dynamické re-
konfigurace

Kromé vyse zminéné implementace GPDRC piimo v hard-
ware se nabizi i alternativa v podobé programové imple-
mentace pro procesor. Podstatnou vyhodou takového feSeni
bude odolnost konfigurace proti SEU, pokud tedy nebude
procesor implementovan v FPGA jako mékké jddro (soft core).
V takovém piipadé by se pro jeho zabezpeceni vyuZily stejné
techniky, které byly navrZeny v predchozim odstavci. Ovsem
pokud bude procesor externi soucast nebo bude v FPGA v po-
dobé téZkého jddra (hard core), pak mu poruchy konfiguracni
paméti nehrozi. Jediné, co miize SEU zpusobit, jsou poruchy
v paméfovych blocich a tedy chyby v datech potfebnych
pro Cinnost. Jednd se o paméf s instrukcemi programu,
opera¢ni pamé&i a také registry. OvSem pro zabezpeCeni dat
proti chybdm se nevyuZiva rekonfigurace, ale opravné kédy,
kterymi se data musi opatfit. Lze vyuZit i casové redundance,
ale muselo by se zajistit, aby nebylo pocitino opakované
se stejnymi poskozenymi daty.

V piipadé externi soucdstky jak procesoru tak jiného FPGA
s fadiCem, je ziejmé, Ze se prodlouzi datové cesty. Tim se
prodlouzi také cas, ktery fadi¢ bude potiebovat pro ziskani
informaci pro diagnostiku poruchy. Nasledné bude casové
ndro¢néjsi i samotnd rekonfigurace, kterd bude z poruchy
obvod zotavovat. To vSe povede k vétSimu zpoZzdéni opravy
a sniZeni rychlosti vypoctu samotného obvodu. OvSem zélezi
na pozadavcich na vysledny systém, protoZe se usetii plocha
na FPGA a také by mohl byt procesor vyuzit i k jiné ¢innosti
nez pouze pro fadi¢, kdyz by mél dostateCny vypocetni vykon.

IV. ZABEZPECENI PRVKU URCUJ{CICH MAJORITU

Poslednim slabym mistem z hlediska spolehlivosti zlstavaji
prvky urcujici majoritu u TMR. Ty nejsou nijak zabezpeceny
a tudiz pfi poruSe mohou na svém vystupu mit pfedem
neoCekdvanou hodnotu. Tim mohou zptsobit nedefinované
chovani celého systému. Sice je jejich velikost prakticky
zanedbatelnd oproti vypocetnimu obvodu, ale i tak pti dlouhé
dobé Zivotnosti obvodu Sance, Ze je porucha zasdhne, roste.



Mozné zabezpeceni je predstaveno v [1], kde i tyto prvky
jsou ztrojeny, coZ je znizornéno na obrdzku 3. Modrou
prerusSovanou Carou je zndzornén blok, ktery je tfeba rekonfi-
gurovat v piipadé zjisténi poruchy. Oproti pivodni varianté je
v ném zahrnut i jeden prvek urcujici majoritu. Je to dano tim,
Ze nelze rozlisit, jestli je porucha v prvku urcujicim majoritu
anebo v nasledném modulu. VSe je totiZz diagnostikovdno az

v nasledujici vrstvé prvka uréujicich majoritu.
Majority
voter

Majority
voter
Majority
voter

Obréazek 3. Schéma TMR se zabezpecenymi prvky volicimi majoritu

Module 1

Module 2

Module 3

Nelze takto ale zabezpecit posledni instanci po zietézeni,
protoZe je na vystupu potfeba pouze jedna spravna hod-
nota. V tomto piipadé€ je vystup ztrojen diky ztrojeni prvku
pocitajicich majoritu. Nezbyva neZ toto posledni zabezpeceni
omezit a nasadit pouze hlidaci obvod popiipadé vyuZzit me-
todu DwC. Pfi zjisténi poruchy je ale nutné vypocet obvodu
prerusit do doby, neZ se pomoci rekonfigurace prislusnych
zabezpedujicich prvkd znovu neobnovi korektni funkcionalita.
Stejny problém je i u hlidani vystupl z fadi¢t rekonfigurace
v TMR, kdy je opét potieba jen jeden vystup pro zapis
do konfiguracni paméti FPGA.

V. CILE DISERTACNI PRACE

V ramci disertacni prace se zaméfuji na vypracovani me-
todiky pro pouZiti fadice Caste¢ni dynamické rekonfigurace
pro systémy odolné proti poruchidm. Pfedev§im budu navr-
hovat a experimentovat s rdznymi kritérii pro navrh, imple-
mentaci a samotné pouZivani fadie. Zatim zndma kritéria
jsou spolehlivost, rychlost a zpozdéni, spotfeba, zabrana plo-
cha na FPGA. Dalsi mohou byt identifikovdna v pribéhu
vyzkumu. Je zfejmé, Ze jsou vzdjemné protichidna a tak
predpokldddm vznik rizny paretooptimalnich feSeni, kterd
budou v rdmci metodiky diskutovdna. Zejména jejich piinos
pro rizné pozadavky aplikaci.

Vychdzim z jiz vytvofené instance GPDRC, kterd je
vysledkem piedchozi prace vyzkumné skupiny. Tento fadi
budu zabezpecovat pomoci vySe nastinénych principi. Dile
pro porovnani pocitdm také s vytvofenim implementace pro
procesor a variantou s fadi¢em mimo FPGA s aplikaci.
Vsechny tyto piistupy budou podrobeny experimentiim a bu-
dou diskutovany piinosy a uskali, které budou potieba pro vy-
pracovani metodiky.

VI. ZAVER

V ramci tohoto ¢lanku byly diskutovany zakladni prin-
cipy pro odolnost proti poruchdm se zaméfenim predevsim
na FPGA. Obzvlasté bylo pojedndvano o prostorové redun-
danci zajisténé pomoci principu TMR. Ten byl déle rozsiten
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o moZznost CasteCni dynamické rekonfigurace s vyuZitim
pfidané diagnostiky do TMR. Tim je moZné identifikovat
modul TMR, ktery se md rekonfiguraci opravit. Tato rekon-
figurace nenarusi ¢innost obvodu, protoZe zbylé dva moduly
funguji korektné. Vse potiebné k rekonfiguraci musi zajisti jeji
radic, jehoz piikladem je GPDRC vyvinuty v rdmci vyzkumné
skupiny. Ten bude v rdmci budouci prace zabezpecen pomoci
zde predstavenych principt. Také bude vytvofena implemen-
tace pro procesor, kterd bude slouZit k porovnini. VSe vede
k disertacni praci, ve které bude zpracovana metodika pro
pouziti fadi¢e rekonfigurace pro systémy odolné proti po-
rucham. Zejména pujde o vypracovani kriterii pro porovnani
jednotlivych pfistupil a provedeni experimentl, které ukazi,
jaky pristup bude pro splnéni danych pozadavkt nejvhodnéjsi.
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