
Česko-slovenský seminár  

pre študentov  

doktorandského štúdia 
 

 

 

 

 

 

 

 

Počítačové architektúry & diagnostika 

PAD 2017 
 
 

Smolenice, 6. – 8. septembra 2017 
 

 

 

 



 
 
 
 
 
 
 
 
 
 

Počítačové	architektúry	&	diagnostika	PAD	2017	
	

Česko-slovenský	seminár	pre	študentov	doktorandského	štúdia	
Smolenice,	6.–	8.	septembra	2017	

	
	

Zborník	príspevkov	
	

 

 
 

Slovenská	technická	univerzita	v	Bratislave	
 
 

 
	

Ústav	informatiky,	Slovenská	akadémia	vied,	Bratislava	



Editori	zborníka	
	
Juraj	Brenkuš		
juraj.brenkus@stuba.sk	
	
Viera	Stopjaková		
viera.stopjakova@stuba.sk		
	
Fakulta	elektrotechniky	a	informatiky	
Slovenská	technická	univerzita	v	Bratislave	
 
 
 
 
 
 
 
 
 
 
 
ISBN	978-80-972784-0-3	
	
Všetky	príspevky	boli	vytlačené	podľa	podkladov	dodaných	autormi	príspevkov.	
	
	
	
	
Návrh	obálky:	Michal	Šovčík	
Copyright	©	2017	Juraj	Brenkuš,	Viera	Stopjaková	
	
	
	
	
	
	
	
	
Vydalo:		
STU	Scientific,	s.r.o. 
Pionierska	15,	831	02	Bratislava	



Programový	výbor	PAD	2017	

Baláž	Marcel	 ÚI	SAV	Bratislava	
Drábek	Vladimír	 FIT	VUT	Brno	
Dudáček	Karel	 FAV	ZČU	Plzeň	
Fišer	Petr	 FIT	ČVUT	Praha	
Jaroš	Jiří	 FIT	VUT	Brno	
Jelemenská	Katarína	 FIIT	STU	Bratislava	
Koutný	Tomáš	 FAV	ZČU	Plzeň	
Krištofík	Štefan	 FIIT	STU	Bratislava	
Kubátová	Hana	 FIT	ČVUT	Praha	
Lórencz	Robert	 FIT	ČVUT	Praha	
Macko	Dominik	 FIIT	STU	Bratislava	
Plíva	Zdeněk	 FMIMS	TU	Liberec	
Rozkovec	Martin	 FMIMS	TU	Liberec	
Růžička	Richard	 FIT	VUT	Brno	
Schmidt	Jan	 FIT	ČVUT	Praha	
Smotlacha	Vladimír	 FIT	ČVUT	Praha	
Stopjaková	Viera	 FEI	STU	Bratislava	
Strnadel	Josef	 FIT	VUT	Brno	
Vlček	Karel	 UTB	Zlín	
Zahradnický	Tomáš	 FIT	ČVUT	Praha	
Zachariášová	Marcela	 FIT	VUT	Brno	

Organizačný	výbor	PAD	2017	

Jelemenská	Katarína	 FIIT	STU	Bratislava	
Stopjaková	Viera	 FEI	STU	Bratislava	
Čičák	Pavel	 FIIT	STU	Bratislava	
Baláž	Marcel	 ÚI	SAV	Bratislava	
Brenkuš	Juraj	 FEI	STU	Bratislava	
Arbet	Daniel		 FEI	STU	Bratislava	
Šovčík	Michal		 FEI	STU	Bratislava	
Macko	Dominik		 FIIT	STU	Bratislava	

Riadiaci	výbor	PAD	

Drábek	Vladimír	 FIT	VUT	Brno	
Jelemenská	Katarína	 FIIT	STU	Bratislava	
Růžička	Richard	 FIT	VUT	Brno	
Kvaček	Robert	 ASICentrum	Praha	
Lórencz	Robert	 FIT	ČVUT	Praha	
Novák	Ondřej	 TU	Liberec	
Koutný	Tomáš	 FAV	ZČU	Plzeň	
Stopjaková	Viera	 FEI	STU	Bratislava	(predsedníčka	RV)	
 
 



Poďakovanie	
	
	
Organizátori	 seminára	 PAD	2017	ďakujú	 Fakulte	 elektrotechniky	 a	 informatiky,	 Fakulte	 informatiky	
a	 informačných	 technológií	 STU	 v	 Bratislave	 a	 Ústavu	 informatiky	 SAV,	 za	 podporu	 a	 pomoc	 pri	
organizovaní	seminára.	
	 	 	 	

	 	 	
	
Poďakovanie	 taktiež	 patrí	 sponzorom	 seminára,	 spoločnostiam	 ASICentrum	 s.r.o,	 Hewlett-Packard	
Enterprise	Slovakia,	s.r.o,	Microsoft	a	Soitron,	a.s.	za	poskytnutú	finančnú	podporu,	ktorou	podporili	
zorganizovanie	i	priebeh	seminára.		
	 	 	 	
	

 
 

	 	

 
	
Seminár	 bol	 podporený	 aj	 Agentúrou	 na	 podporu	 výskumu	 a	 vývoja	 prostredníctvom	 projektu		
APVV-15-0254.	
Organizátori	 semininára	 PAD	 2017	 ďakujú	 spoločnosti	 STU	 Scientific,	 s.r.o.	 za	 administratívne	
zabezpečenie	finančných	operácií	v	rámci	organizácie	seminára.	

 

  
 



Predhovor	
	
V	mene	organizátorov	15.	ročníka	česko-slovenského	seminára	doktorandov	Počítačové	architektúry	
a	diagnostika	–	PAD	2017,	vítame	všetkých	jeho	účastníkov	na	malebnom	zámku	Smolenice,	ktorý	sme	
vybrali	pre	zorganizovanie	tohto	ročníka.		Veríme,	že	sa	nám	úspešne	podarilo	predĺžiť	históriu	tohto	
priateľsky	 príjemného	 a	 vedecky	 podnetného	 podujatia	 aj	 vsadením	 seminára	 do	 lokality	 pohoria	
Malých	Karpát	a	krásnej	prírody.		

História	konania	seminára	PAD	sa	začala	v	roku	2003,	necelý	rok	po	úmrtí	prof.	Ing.	Jana	Hlavičky,	DrSc.,	
po	ktorom	je	pomenovaná	aj	cena	udeľovaná	doktorandom	za	vynikajúce	výsledky	v	doktorandskom	
štúdiu.	 Cena	 nesúca	meno	 vedca,	 ktorý	 zasvätil	 svoj	 profesijný	 život	 počítačom	 a	 diagnostike,	má	
nepochybne	svoju	hodnotu	a	v	histórii	jej	udeľovania	sa	stala	pre	doktorandov	skutočnou	motiváciou.	
V	 minulom	 ročníku	 (PAD	 2016)	 bola	 „Cena	 prof.	 Ing.	 Hlavičky,	 DrSc.	 za	 vynikajúce	 výsledku	
v	doktorandskom	štúdiu“	udelená	týmto	študentom:	

1.	ročník	(12	študentov)	–			Lukáš	Kohútka	(FEI	STU)	

2.	ročník		(9	študentov)	–	Ondrej	Kachman	(UI	SAV)	
3.	ročník	5	študentov)–	Adam	Crha	(FIT	VUT)	

		 Mimoriadna	cena	za	excelentný	štart	do	doktorandského	štúdia:	Filip	Kodýtek	(FIT	ČVUT)		

Oceneným	doktorandom	blahoželáme	a	veríme,	že	programový	výbor	udelí	ocenenia	aj	tento	rok.		

Seminár	PAD	je	neformálnym	a	priateľským	fórom,	na	ktorom	majú	doktorandi	možnosť	prezentovať	
vedecké	 témy	 a	 otvorene	 o	 nich	 diskutovať.	 PAD	 je	 pre	 doktorandov	 prínosný	 hlavne	možnosťou	
získania	 cennej	 spätnej	 väzby	 ohľadne	 zámeru	 dizertačnej	 práce,	 plnenia	 stanovených	 cieľov,	
vhodnosti	zvolených	riešení,	ako	aj	možnosti	využitia	dosiahnutých	výsledkov.	A	práve	v	tomto	tkvie	
nezameniteľná	 úloha	 školiteľov,	 ktorí	 nielen	 zodpovedne	 zrecenzovali	 Váš	 príspevok,	 ale	 počas	
prezentácie	 príspevku	na	 seminári	 povedú	plodnú	 a	 efektívnu	debatu.	 Táto	môže	na	 jednej	 strane	
poskytnúť	zhodnotenie	kvality	dosiahnutých	výsledkov,	a	na	strane	druhej	aj	poukázať	na	prípadné	
nedostatky	práce	a	tým	odkryť	ďalšie	možné	smerovania.	Touto	cestou	ďakujem	všetkým	recenzentom	
za	prípravu	posudkov	a	objektívne	hodnotenia.	

Pre	mnohých	z	nás	sa	PAD	stal	každoročnou	udalosťou	a	neoddeliteľnou	súčasťou	nášho	profesijného	
života,	o	čom	svedčí	aj	22	pôvodne	prihlásených	príspevkov	v	tomto	ročníku.	Žiaľ	dvaja	doktorandi	sa	
napokon	 PAD	 seminára	 nemohli	 zúčastniť.	 PAD	 je	 pre	 doktorandov	 aj	 zaujímavá	 forma	 vedeckej	
súťaže,	v	ktorej	sa	môžu	porovnať	so	študentmi	z	ostatných	univerzít	v	rámci	príslušného	ročníka.	

Záverom	by	sme	chceli	poďakovať	sponzorom	za	ich	finančnú	podporu,	bez	ktorej	by	nebolo	možné	
toto	podujatie	úspešne	zorganizovať.	Ďakujeme	aj	spoločnosti	STU	Scientific,	s.r.o.	za	administratívnu	
pomoc	a	ekonomickú	asistenciu.	V	neposlednom	rade	by	sme	chceli	poďakovať	celému	organizačné-
mu	výboru	a	inštitúciám,	ktoré	PAD	2017	spoločne	zorganizovali.	

Prajeme	Vám	všetkým	príjemný	pobyt	v	Kongresovom	centre	SAV	na	zámku	Smolenice	a	želáme	Vám,	
aby	ste	načerpali	nové	podnety	pre	svoju	prácu	a	pookriali	v	pokojnom	vidieckom	prostredí.	
	
	
	
V	Bratislave,	28.8.	2017	
	
	 	 	 	 Viera	Stopjaková	a	Katarína	Jelemenská	
	 	 	 	 Organizačný	výbor	PAD	2017	  
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Abstract—This contribution deals with a hardware design of a
circuit to be used for both Physical Unclonable Function (PUF)
and True Random Number Generator (TRNG). The originally
designed circuit is based on ring oscillators and was intended to
be utilized as PUF. However, as it is shown in this paper, it turned
out that the same circuit may also be used for generating true
random numbers. The motivation behind using the same circuit
for both applications is utilization of resources and designing
a universal cryptosystem that can be used for various crypto-
graphic applications. All of our experiments were performed
on Digilent Basys 2 FPGA boards (Xilinx Spartan3E-100 CP
132) and the evaluation of the generated random sequences was
performed using NIST statistical test suite.

Keywords—Hardware security, physical unclonable function,
true random number generator, field-programmable gate array,
ring oscillator

I. INTRODUCTION

Digital circuits implemented in Field-programmable gate
arrays (FPGAs) often implement security features such as
authentication or encryption. Depending on the application,
Physical Unclonable Functions (PUFs) can be used for se-
cure authentication or key storage, because numerous security
protocols require some secret key that needs to be stored.
A complex and expensive secure storages of keys need to
be designed in order to ensure a safe and secure storage
of cryptographic keys. However, the nonvolatile memory, in
which the keys can be stored, can be vulnerable to invasive
attacks, since the key is stored in a digital form.

PUFs offer an easy and highly secure solution to the issue
of secure storage of cryptographic keys. PUF is a function
which provides a response for a given challenge and a physical
state of the electronic device it is implemented on. PUFs are
based on physical properties that depend on manufacturing
variations that make each chip unique. This can be used to
generate unique digital fingerprints of devices and distinguish
various devices from each other. The main advantage of PUFs
is the fact that we can generate the cryptographic key on the
fly when it is needed instead of storing it in a memory.

Some of the basic properties which need to be achieved
by PUF’s outputs are stability (the same or similar responses
for the same challenge on one device), uniqueness (different

responses for the same challenge among different devices)
and randomness (unpredictability of its responses for new
challenges or new devices). Due to its properties, a natural
basic applications of PUFs are for device identification, au-
thentication and cryptographic key storage.

The PUF designs suitable for FPGAs typically exploit two
different sources of randomness, namely delay variations and
memory initialization variations. Many devices have embedded
SRAM, which is used by the memory-based PUF as a source
of randomness that is derived from the power-up SRAM
content [2]. However some FPGAs clear their memory after
power-up, thereby losing all randomness. Other memory-based
PUF variants such as Butterfly PUF [6] or Flip-flop PUF [8]
were proposed to avoid this.

Delay-based PUFs exploit the manufacturing variations that
influence delays of logic gates and interconnects. Arbiter
PUF [7] was one of the first delay-based PUFs, while others
include e.g. the Ring Oscillator PUF (ROPUF) [10] and others.

Beside secure storage of cryptographic keys, we also need
random numbers for numerous cryptographic protocols which
require generation of keys (e.g. key for symmetric cipher),
nonces, initialization vectors, salts etc. This implies that a true
random number generator (TRNG) producing unpredictable
sequences of bits with good statistical properties is necessary,
if a high level of security is to be achieved.

This work describes how to utilize a ring oscillator (RO)
based circuit originally designed to be used as a PUF for
TRNG. The PUF circuit was proposed and published in [4].
The proposed circuit showed good results in terms of good
statistical properties, simplicity of design and efficiency. We
extend our current work to show that the same design could
also be used as TRNG.

This paper is organized as follows. Section II provides a
brief description of the ROPUF, that was proposed in [4]. The
evaluation method for TRNGs is described in Section III. Sec-
tion IV presents the results of experiments. The last Section V
concludes the paper.

II. THE PROPOSED CIRCUIT

In this section we provide a brief description of the proposed
circuit that was originally intended to be used as PUF. The
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Fig. 1: The proposed ROPUF circuit used for TRNG.

proposed design is based on ROs which serve as the source
of the entropy. In case of PUF, the entropy is given by the
process variations which determine the differences between
the delays of logic gates and interconnects among various ROs
and devices. On the other hand, the entropy of TRNG using
ROs is determined by jitter of these oscillators.

When proposing the ROPUF design, our main goal was
an easy to implement and efficient design. Moreover, the
proposed ROPUF provides more output bits from each pair
of ROs than the classical approach [10]. This is possible
because we use a different approach to extract the PUF output
bits. Instead of comparing the frequencies of two mutually
symmetric ROs in a pair, we use their frequency ratio. While
the classical approach offers only one PUF output bit per RO
pair, our approach extracts multiple bits from each RO pair
based on the properties of the PUF outputs we want to achieve.
The proposed design does not require the ROs to be mutually
symmetric; however, the statisitcal properties of the PUF out-
puts are better with symmetric ROs when exposed to variable
physical conditions [5]. The original ROPUF architecture is
explained in better details in our previous work [4].

A. The main principle of the proposed ROPUF design
As mentioned before, in the classical approach [10], the

frequencies of ROs are compared and the result of this compar-
ison produces only one output bit for PUF. In order to achieve
unpredictability of the PUF outputs, this approach requires
all ROs to be mutually symmetric so that the differences
in frequencies of ROs are influenced only by the random
variations in delays of logic gates and their interconnects.
As also mentioned in [10], the number of RO pairs for this
comparison is limited, so that the bits in the PUF outputs are
independent.

In our proposal, the PUF outputs are still obtained based on
the selected RO pairs, but the problem of selecting particular
RO pairs is no longer present. The ROs in our design consist
of 1 NAND and 4 inverters, forming a combinational loop.
As shown on Fig. 1, there are 2 sets of ROs and using
2 multiplexers, one RO from each set is selected and its
output is connected to a counter. When the ROs are selected,
the measurement is started and when one of the counters
overflows, the measurement is stopped. The other counter (the

most
significant bit

least
significant bit

increasing stability
increasing entropy

1 23 4 56 7 8 9 10 1112 13 1415 16
PUF TRNG

Fig. 2: The example behaviour of the bits in counter value of
a 16-bit value.

one that did not overflow) contains a resulting value which is
used for further processing.

The proposed method implies that if we knew the exact fre-
quencies of the ROs during measurement, we could determine
the resulting counter value (in case of 16-bit counters) that is
later processed as follows:

Counter value =
f2
f1

× 216, (1)

where f1 is the frequency of the faster RO and f2 is the
frequency of the slower RO.

B. Utilization of the proposed design for PUF and TRNG

The counter values are represented in binary code and
therefore, we can select an appropriate part of the counter
values for the PUF output based on the statistical properties of
the selected bit positions. It can be expected that the positions
close to the most significant bit (MSB) will be very stable,
while the positions close to the least significant bit (LSB)
will be highly unstable and would vary with almost each
measurement due to noise effects - a possible source of entropy
for TRNG. The described behaviour is depicted in Fig 2.

Taking into account the desired properties of PUFs, the suit-
able positions for PUF are located somewhere in the middle of
the counter value, where both entropy and stability are high. It
is important to realize that the sources of entropy for PUF and
TRNG differ significantly. The entropy for PUF is given to a
particular circuit only once during the manufacturing process.
Therefore, the entropy is determined for given positions among
various RO pairs or the same RO pair but on various devices.
On the other hand, the entropy of TRNG is given by the jitter
of ROs, so the entropy is determined for each RO pair using
multiple measurements. This implies that the suitable positions
for TRNG will be the ones close to the LSB.

III. TRNG EVALUATION

There are various statistical properties of TRNG designs
that we can evaluate, such as bit rate, area efficiency or sen-
sitivity to physical disturbances. However, the most important
property of any TRNG is the unpredictability of its output.
Therefore, we should carefully evaluate the TRNG in the
perspective of randomness it offers.

There are some recommendations or guidelines how to
evaluate TRNGs, e.g. the German document AIS 31 [3]. In
order to evaluate TRNG properly, it is not sufficient to test
only the generated sequences of bits by the TRNG, because
even a deterministic random number generator can pass test
suites such as NIST or DieHard. These tests may be necessary,

2



RO pair 1 RO pair 2 RO pair 150…1st run

RO pair 1 RO pair 2 RO pair 150…2nd run

RO pair 1 RO pair 2 RO pair 150…1 100 000 th run

…

Bitstreams:
Pair 1 – bit 16
Pair 1 – bit 15

...
Pair 1 – bit 1

Bitstreams:
Pair 2 – bit 16
Pair 2 – bit 15

...
Pair 2 – bit 1

Bitstreams:
Pair 150 – bit 16

Pair 150 – bit 15
...

Pair 150 – bit 1

Fig. 3: An example of forming a random sequence from single
bits from individual RO pairs.

but even if the TRNG pass these tests, it doesn’t mean that it
really is a TRNG.

The problem is that the generated sequences are already
digitized and we evaluate them after some algorithmic post-
processing which enhances its statistical properties. But what
we need to do is to make a stochastic model of the noise and
compute a lower bound of the entropy per bit of the source
of the entropy [1].

First, we need to identify the source of randomness [1].
TRNG rely on a random physical phenomenon known as
analog physical noise. Therefore, analog physical noise is the
source of randomness we need to identify. There might also be
some other unidentified phenomena which would contribute
to the randomness of TRNG, but it shouldn’t be taken into
account in entropy estimation. After identifying the source
of randomness, we need to make a statistical model for the
physical noise used.

Having the statistical model for physical noise, one must be
able to evaluate experimentally the parameters of the model
and evaluate the measurement errors of these parameters. Also,
the stability of parameters of the statistical model must be eval-
uated for physical noise with regard to physical environmen-
tal conditions of the TRNG (temperature, supply voltage...)
and technological environmental operating conditions of the
TRNG (installed alone on a circuit or with other circuits).

The next requirement in order to evaluate the TRNG prop-
erly is to have a statistical model for the TRNG (i.e. the
bits it generates). It is assumed, that all of the conditions
mentioned above are fulfilled, because the statistical model
for the physical noise is needed. To ensure that the TRNG is
working properly during its life, parametric tests must run at
startup and continuously.

IV. EXPERIMENTAL RESULTS

In this section we present the results of testing the proposed
design as a TRNG. All of the measurements were performed
on Digilent Basys 2 FPGA board containing Xilinx Spartan3E-
100 CP132. There were two separate sets of measurements.
The first one set of measurements was performed on a circuit
containing 150 RO pairs, where all of the ROs were running
during the measurement. An on-board switching regulator was
used as the power supply. In the second set of measurements,
we used a circuit with 130 RO pairs where the ring oscillators

RO pair 1 RO pair 2 RO pair 150…1st run

RO pair 1 RO pair 2 RO pair 150…2nd run

RO pair 1 RO pair 2 RO pair 150…1 100 000 th run

…

Bitstream

Fig. 4: Concatenating the outputs from all RO pairs to form
one long random sequence of bits.

run and are measured separately. In this case, we modified
the Digilent Basys 2 FPGA board so that the original power
supply is disconnected and replaced with a new power supply
consisting of a battery and linear regulators.

The measured sequences of bits were evaluated using NIST
statistical test suite [9] that was proposed specifically to test
random number generator for cryptographic purposes. The
version of the NIST software we used is STS 2.1.2. This
test suite consists of tests such as frequency test, runs test,
cumulative sums test, entropy test, etc.

A. Individual RO pairs tests

In this experiment, we examined single bits from each RO
pair and we considered each RO pair as a unique source of
entropy. Each RO pair’s counter value was measured 1 100 000
times. Therefore, we obtained 150× 16 bit streams as shown
in Fig. 3. Some of the tests in NIST STS 2.1.2 require longer
bit streams than we could provide, which led us to exclude
such tests.

The results of the tests are as follows: Bit 16 (LSB) failed
in some tests, but the positions 15 and 14 show passed all of
the tests indicating that these bits may be suitable to be used
for TRNG output. All of the other positions failed all of the
statistical tests except for bit 13 which failed only in some
tests.

B. Concatenated RO pairs outputs tests

The previous experiment indicated that each RO pair could
be used as a stand alone source of entropy. However, it would
be more natural for this particular design to use multiple
bits from each measured counter value for the TRNG output.
Moreover, since there are 150 RO pairs, we can concatenate
their outputs to form a single long bit stream as shown in
Fig. 4.

The concatenated bit streams were then tested. After this
concatenation, we had enough data to run all of the tests from
NIST STS. We tested both concatenated single bits from all
RO pairs and concatenated multiple bits from all RO pairs.
Moreover, since some of the selections of positions failed for
frequency test, indicating bias in the TRNG output (this can
happen when dealing with TRNG), we used 2 post-processing
methods: XOR corrector and Von Neumann corrector.

Von Neumann corrector works as follows: If the input is
“00” or “11”, the input is discarded , if the input is “10”, the
output is “1” and finally if the input is “01”, the output is
“0”. The disadvantage of this post-processing method is the

3



Concatenated bits
Von Neumann corrector XOR corrector

Position 0–3 1–3 0–3 1–3
Frequency 69/100 99/100 82/100 98/100

Block Frequency 100/100 99/100 99/100 100/100
Cumulative Sums I 69/100 100/100 85/100 99/100
Cumulative Sums II 71/100 99/100 83/100 97/100

Runs 96/100 99/100 96/100 100/100
Longest Run 98/100 99/100 99/100 99/100

Rank 99/100 98/100 99/100 99/100
FFT 99/100 99/100 100/100 98/100

Non Overlapping Template 98–100/100 97–100/100 98–100/100 97–100/100
Overlapping Template 99/100 100/100 99/100 100/100

Universal 98/100 100/100 99/100 100/100
Approximate Entropy 100/100 100/100 98/100 100/100
Random Excursions 30–31/30 62–63/63 43–44/100 55/55

Random Excursions Variants 30–31/30 62–63/63 43–44/100 55/55
Serial I 99/100 99/100 100/100 100/100
Serial II 100/100 100/100 98/100 98/100

Linear Complexity 100/100 100/100 98/100 97/100

TABLE I: Results of NIST STS tests of concatenated bit
stream after applying Von Neumann and XOR correctors.
Minimum allowed pass rate is 96/100. The red cells indicate
that the test failed for the distribution of p-values.

fact that it shortens the generated sequence by approximately
75%.

On the other hand, XOR corrector shortens the generated
sequence only by 50%. It takes two subsequent bits from the
input and puts the result of XOR operation on these two bits
into the generated sequence.

The results of the NIST STS after applying Von Neumann
and XOR correctors are shown in Table I. This table shows
the pass rates for each of the tests and the red cells show
that the test failed for the distribution of p-values. As can be
seen in Table I, the bits 15–13 show excellent behaviour after
applying these post-processing methods.

C. Ruling out crosstalk and parasitic frequencies
To eliminate any potential crosstalks between individual

RO pairs and parasitic frequencies from switching regulators
influencing randomness of generated bitstream and therefore to
verify that each RO pair can be considered as a unique source
of entropy, we tested individual RO pairs separately using a set
of linear regulators as power supply. In this experiment, all of
the ROs were not running simultaneously as before, but only
one selected pair of ROs is running during the measurement.
Otherwise, the setup of the experiment remains the same.
Each RO pair was measured 1 100 000 times and there were
130 RO pairs on the examined circuit. The results of this
experiment are very similar to those, where all ROs were
running simultaneously and switching regulator was used.
Therefore, we can assume that each individual RO pair is a
unique source of entropy.

V. CONCLUSION

PUFs and TRNGs are two different cryptographic primitives
that have one thing in common. They both exploit some
random physical phenomenon. TRNG needs a continuous
random phenomenon, e.g. noise. On the contrary, PUFs ex-
ploit a random variation in the manufacturing process where
the randomness appears only once and defines the physical
properties of the device.

In this work, we dealt with a circuit originally designated
to be used as ROPUF and showed that it has a potential
to be also utilized as a TRNG. For the evaluation of the
TRNG, we used NIST statistical test suite. We tested two
different experimental setups. One with RO pairs running
simultaneously and switching regulator as a power supply,
while the second one with only one RO pair running at a
time and linear regulator as a power supply. The results have
shown that up to three bits can be extracted from each RO pair
from one measurement, but further post-processing is required,
which causes the generated random sequence to be shorter by
50% in case of XOR corrector and by approximately 75% in
case of Von Neumann corrector.

In our future work, we would like to evaluate the proposed
TRNG in accordance with the methodology described in
Section III. It means that at first, we need to build a statistical
model of the physical noise that serves as the source of the
entropy. Also, the behaviour of the proposed TRNG needs
to be evaluated under varying physical conditions. Moreover,
some online tests need to be used in order to detect the failure
of the TRNG.
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[5] Kodýtek, F., Lórencz, R., Buček, J. Improved ring oscillator PUF on
FPGA and its properties. In Microprocessors and Microsystems. 2016.

[6] Kumar, S., Guajardo, J., Maes, R., Schrijen, G.-J., Tuyls, P. Extended
abstract: The Butterfly PUF Protecting IP on Every FPGA. In IEEE
International Symposium on Hardware-Oriented Security and Trust -
HOST 2008, pages 67–70. IEEE, Washington, DC, USA, 2008.

[7] Lee, J. W., Lim, D., Gassend, B., Suh, G.E., van Dijk, M., Devadas, S.
A technique to build a secret key in integrated circuits for identification
and authentication applications. In Symposium on VLSI Circuits - VLSIC
2004, pages 176–179, June 2004.

[8] Maes, R., Tuyls, P., Verbauwhede, I. Intrinsic PUFs from Flip-flops
on Reconfigurable Devices. In Benelux Workshop on Information and
System Security - WISSec 2008. Eindhoven, NL, 2008.

[9] Ruhkin, A. et al. A Statistical Test Suite for Random and Pseudoran-
dom Number Generators for Cryptographic Applications. NIST Special
Publication 800-22 Revision 1a. 2010.

[10] Suh, G. E., Devadas, S. Physical Unclonable Functions for Device
Authentication and Secret Key Generation. In Design Automation Con-
ference - DAC 2007, pages 9–14. ACM, New York, NY, USA, 2007.

4



Automatické testovánı́ modelů kyber-fyzikálnı́ch
systémů
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Abstrakt—Článek pojednává o modelech kyber-fyzikálnı́ch
systémů a problematice jejich testovánı́. Sleduje současný trend
průmyslu, čı́m dál častějšı́ho prolı́nánı́ fyzikálnı́ho světa se
světem výpočtů a reaguje na vzrůstajı́cı́ potřebu tvořit nové,
složitějšı́ systémy, které již dokážı́ monitorovat a ovlivňovat
skutečný svět kolem nás. Samotná tvorba kyber-fyzikálnı́ch
systémů představuje netriviálnı́ problém, ale dı́ky spojenı́ s
metodikou Model-Based design a automatickým generovánı́m
testů se z nı́ stává atraktivnı́ oblast aktivnı́ho výzkumu. Současné
analytické nástroje bohužel nezvládajı́ plně pokrýt komplexitu
kyber-fyzikálnı́ch systémů, nebo adekvátně predikovat jejich
chovánı́. Řešenı́m je tvorba takových algoritmů pro automatické
testovánı́ modelů kyber-fyzikálnı́ch systémů, které by uměly
využı́vat vnitřnı́ strukturu modelu, ale zároveň by fungovaly v
přı́padě, že rozšı́řı́me model o prvky, které se běžně vyskytujı́ v
průmyslové praxi.

Klı́čová slova—kyber-fyzikálnı́ systémy, testovánı́, Model-Based
design, hybridnı́ systém, hybridnı́ dynamický model, Zenónův
běh, validace, verifikace, Simulink

I. ÚVOD

Pro systémy, které kombinujı́ fyzikálnı́ svět se světem
výpočtů, použı́váme pojem kyber-fyzikálnı́ systém [1]. Tato
těsná interakce fyzikálnı́ho světa a světa výpočtů má za
následek vyššı́ složitost kyber-fyzikálnı́ch systémů, protože
spojenı́m obou oblastnı́ dostáváme mnohonásobně většı́
množinu stavů a situacı́, do kterých se může kyber-fyzikálnı́
systém dostat a obsáhnout je všechny nenı́ možné.

A. Problematika testovánı́ kyber-fyzikálnı́ch systémů

Navzdory významnému pokroku v rámci technologie kyber-
fyzikálnı́ch systémů, stále postrádáme dostatečně vyspělý
výzkum, který by zaštı́til oblast vysoce spolehlivých kyber-
fyzikálnı́ systémů. Důsledkem toho nezvládajı́ současné ana-
lytické nástroje plně pokrýt komplexitu kyber-fyzikálnı́ch
systémů, nebo adekvátně predikovat jejich chovánı́. Přı́kladem
je Internet věcı́, který se neustále rozmáhá, a jenž má po-
tenciál škálovat do úrovnı́ biliónů propojených zařı́zenı́, která
dokážı́ monitorovat, kontrolovat i jinak interagovat s fyzickým
prostředı́m okolo nás. Přirozeně jsou zde kladeny vysoké
nároky na spolehlivost, bezpečnost a robustnost takových
systémů [2].

B. Význam oblasti testovánı́ kyber-fyzikálnı́ch systémů

V průmyslové sféře je hojně využı́ván přı́stup tvorby a
aplikace abstraktnı́ch modelů v procesu návrhu (Model-Based
design [3]). Model-Based design nám umožňuje simulovat,
testovat a verifikovat výsledný systém už v raných fázı́ch
procesu návrhu. Přı́kladem nástrojů z praxe muže být soft-
ware MATLAB/Simulink, Statemate, nebo software Modelica,
přı́kladem nástroje z akademického prostředı́ je Ptolemy (UC
Berkeley).

Softwarové komponenty proto již nejsou výhradně psány
pouze v C, nebo Assembleru, ale stále častěji modelovány
pomocı́ výše zmı́něných nástrojů a tak nabývá na významu i
oblast testovánı́ těchto modelů [4]. Současně existuje velmi
silná motivace proces testovánı́ automatizovat a snı́žit tak
náklady na vývoj modelů kyber-fyzikálnı́ch systémů. Navı́c
bychom tı́m dokázali zvýšit použitelnost již vytvořených tes-
tovacı́ch scénářů.

C. Obtı́žnost problematiky testovánı́

Hlavnı́m zdrojem obtı́žnosti v oblasti testovánı́ modelů
kyber-fyzikálnı́ch systémů je složitost nástrojů, velký počet
různých toolboxů a absence jasně definované, standardizované
formálnı́ sémantiky v programech jako je napřı́klad Simulink.
Modely v tomto nástroji se sestávajı́ z funkčnı́ch bloků a každý
z nich má jasně definované vstupnı́ i výstupnı́ kanály. Tyto
bloky nefungujı́ izolovaně ale mohou si předávat data pomocı́
námi určených komunikačnı́ch rozhrannı́, navı́c je možné
modely hierarchicky strukturovat, protože jeden funkčnı́ blok
lze reprezentovat i jako množinu podbloků a jejich rozhrannı́.
Takto lze v programu Simulink vytvářet složité komplexnı́
modely, které reálně reprezentujı́ v praxi využı́vané systémy.

II. VYMEZENÍ OBLASTI VÝZKUMU

Pro modely vytvořené softwarem Simulink zatı́m existujı́
pouze black box algoritmy, nebo toolboxy s omezenou funk-
cionalitou, napřı́klad T-Vec Tester a Reactive Systems Reactis
Tester [5], [6]. Tyto toolboxy pracujı́ s funkčnı́mi bloky
Simulinku bez nutné znalosti vnitřnı́ hierarchické struktury,
stavı́ zejména na definovaném komunikačnı́m rozhrannı́ a dále
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pak na jasně formulované specifikaci systému. Navı́c pro svou
optimalizaci využı́vajı́ algoritmy black-box optimalizace [7].

A. Omezenı́

Tyto nástroje majı́ své praktické využitı́ při verifikaci kon-
zistence modelů z pohledu validnı́ manipulace s daty (dělenı́
nulou, přetečenı́), nebo při kontrole metrik jako jsou state
coverage, branch coverage a hlavně MD/DC coverage, ale
pro otestovánı́ modelů pod intenzivnı́ zátěžı́, v situacı́ch simu-
lujı́cı́ch pokud možno co nejvěrohodněji reálné přı́pady užitı́,
jsou tyto nástroje nedostačujı́cı́. Dokážı́ generovat takové testy,
aby dosáhli vysoké mı́ry pokrytı́ kódu a jsou schopné pracovat
i se stavovými diagramy. Bohužel neuvažujı́ vnitřnı́ strukturu
modelů, použité materiály, fyzikálnı́ veličiny a zákony, což se v
praxi může projevit selhánı́m systému za určitých specifických
okolnostı́. Navı́c jsou omezeny velikostı́ generovaných testů
(potažmo délkou generovaných signálů) a zvládnou zpracovat
modely jen do určité mı́ry složitosti.

B. White-box testing

Algoritmy, které využı́vajı́ vnitřnı́ strukturu modelů a jsou
určeny pro testovánı́ a verifikaci, zatı́m existujı́ pouze pro
hybridnı́ dynamické systémy [8]–[11]. Model hybridnı́ho dy-
namického systému vznikl v akademické obci právě pro účely
automatického testovánı́ modelů [12]. Modely jsou jednoduššı́
než ty vytvořené v Simulinku, ale majı́ jasnou sémantiku.

III. C ÍLE PRÁCE

Cı́lem mé disertačnı́ práce je vývoj algoritmů pro au-
tomatické testovánı́ kyber-fyzikálnı́ch systémů nad modely
softwarových nástrojů, běžně použı́vaných v praxi. Algoritmy
by měly využı́vat vnitřnı́ strukturu modelu, ale zároveň by
měly fungovat v přı́padě, že rozšı́řı́me modely o prvky, které
se běžně vyskytujı́ v průmyslové praxi. Věnuji se snaze
o aplikovánı́ obecných algoritmů pro testovánı́ a verifikaci
hybridnı́ch dynamických systémů na modely, jenž nemajı́ jasně
definovanou formálnı́ sémantiku.

IV. HYBRIDNÍ SYSTÉMY

Hybridnı́ dynamické modely použı́váme pro modelovánı́
hybridnı́ch systémů, které obsahujı́ jak spojitou část, jejı́ž
vývoj závisı́ na čase, tak diskrétnı́ část. Hybridnı́ dynamické
modely nám umožňujı́ lépe pracovat se spojitým světem a
změnami závislými na čase, pomocı́ diferenciálnı́ch a alge-
braických rovnic. Tato vlastnost naneštěstı́ komplikuje auto-
matizaci testovánı́ a verifikaci abstraktnı́ch modelů.

Hybridnı́ dynamický model můžeme reprezentovat pomocı́
hybridnı́ho stavového automatu, který vycházı́ z klasického
stavového automatu. Pro zobrazenı́ použı́váme stavový dia-
gram, jak je ukázáno na obrázku 1. Diskrétnı́ část systému
je zobrazena pomocı́ stavů a přechodů mezi nimi. Je de-
finován počátečnı́ stav. Přechody jsou definovány pomocı́
přechodových podmı́nek, ve kterých mohou figurovat předem
definované konstanty. Dále se tu objevujı́ proměnné typu
cont, které nabývajı́ hodnot z množiny reálných čı́sel (nebo
intervalu reálných čı́sel) a jsou aktualizovány spojitě spolu s
ubı́hajı́cı́m časem, zatı́mco proces čeká v určitém stavu.

odraz

odraz

Pád Ustálený stav

Obrázek 1: Hybridnı́ model odrážejı́cı́ho se mı́če

A. Hybridnı́ proces

Hybridnı́ dynamické modely se úzce pojı́ s pojmem hyb-
ridnı́ho procesu, a během hybridnı́ho procesu, který nám
poskytuje nástroj pro vyjádřenı́ takového modelu v čase.
Hybridnı́ proces se skládá z: [1]

1) Asynchronnı́ho procesu P, kde jsou některé vstupnı́,
výstupnı́ a stavové proměnné typu cont

2) Časově-spojitého invariantu CI, reprezentovaného boo-
leovským výrazem nad stavovou proměnnou S

3) Pro každou vstupnı́ proměnnou y typu cont, výrazem
ohodnocenı́ hy nad stavovými a vstupnı́mi proměnnými
typu cont

4) Pro každou stavovou proměnnou x typu cont, výrazem
ohodnocenı́ fx nad stavovými a vstupnı́mi proměnnými
typu cont

Dále platı́, že vstupy, výstupy, stavy, počátečnı́ stavy, vnitřnı́
děje, vstupnı́ děje a výstupnı́ děje hybridnı́ho procesu HP
jsou stejné, jako u asynchronnı́ho procesu P. Pro daný stav
s, časový úsek δ > 0 a vstupnı́ signál ū pro každou vstupnı́
proměnnou u typu cont na intervalu [0, δ] je odpovı́dajı́cı́m
časovým dějem procesu HP diferenciovatelný stavový signál
S̄ nad stavovými proměnnými a signál ȳ pro každou vstupnı́
proměnnou y typu cont nad intervalem [0, δ] takový, že: [1]

1) Pro každou stavovou proměnnou x, x̄(0) = s(x)
2) Pro každou diskrétnı́ stavovou proměnnou x a čas 0 ≤

t ≤ δ, x̄(t) = s(x)
3) Pro každou výstupnı́ proměnnou y typu cont a čas 0 ≤

t ≤ δ se ȳ(t) rovná hy vyhodnoceného pomocı́ hodnot
ū(t) a S̄(t)

4) Pro každou každou stavovou proměnnou x typu cont
a čas 0 ≤ t ≤ δ se derivát času (d/dt)x̄(t) rovná fx
vyhodnocené na základě hodnot ū(t) a S̄(t)

5) Pro všechna 0 ≤ t ≤ δ splňujı́ časově-spojitý invariant
CI hodnoty S̄(t) nad stavovými proměnnými v čase t

B. Zenónův běh hybridnı́ho procesu

Nekonečný běh hybridnı́ho procesu HP se nazývá
Zenónovým během, pokud je suma časových úseků všech
měřených dějů v daném běhu ohraničena konstantou. Stav
s, náležı́cı́ hybridnı́mu procesu HP se nazývá Zenónovým
stavem, pokud každý konečný běh, který obsahuje stav s je
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Zenónovým během. Hybridnı́ proces HP se nazývá Zenónovým
procesem, pokud obsahuje stav s, který je dosažitelný a
zároveň je Zenónovým stavem.

Pokud vyvozujeme závěry za pomoci Zenónových
běhů hybridnı́ch procesů, nedospějeme ke korektnı́m
závěrům. Přı́tomnost jediného Zenónova procesu může
mı́t nepředvı́datelný vliv na analýzu celého systému, proto
bychom se měli Zenónovým komponentám během formálnı́ho
modelovánı́ vyhnout. Zenónův proces lze převést do tvaru,
který nevyhnutelně nevyžaduje přepı́nánı́ stavů po stále kratšı́
a kratšı́ době, čı́mž lze Zenónovu vlastnost odstranit. [1]

C. Stabilita hybridnı́ch systémů

Dalšı́ z důležitých vlastnostı́ hybridnı́ch procesů je jejich
stabilita. Vzhledem k faktu, že hybridnı́ procesy obsahujı́
přepı́nánı́ stavů, nenı́ možné použı́t v tomto přı́padě matematic-
kou analýzu, užı́vanou pro charakteristiku stability lineárnı́ch
systémů, ani přidružené techniky pro návrh stabilizačnı́ch
kontrol. Analýza stability hybridnı́ch systémů je velmi náročný
problém. Využı́vánı́ analyzačnı́ch technik z teorie spojitých
systémů na hybridnı́ systémy zůstává aktivnı́ oblastı́ vědeckého
výzkumu. [1]

V. SIMULINK

Modelovánı́ kyber-fyzikálnı́ch systémů nenı́ otázka čistě
akademická, ale je často využı́váno i v praxi. Nejrozšı́řenějšı́m
nástrojem pro Model-based design v průmyslu je software
Simulink. Softwarový nástroj nabı́zı́ obsáhlou knihovnu kom-
ponent s jejı́ž pomocı́ jsme schopni systém popsat, většinou
skrze matematické rovnice a algebraické operace.

A. Metodika modelovánı́

Proces modelovánı́ je rozdělen do několika fázı́:
1) Stanovenı́ cı́lů a požadavků na model (jaké otázky nám

zodpovı́, požadavky na přesnost, definice problému)
2) Vymezenı́ systémových komponent (identifikovánı́ fy-

zikálnı́ a kybernetické části modelu, vztahy mezi kom-
ponentami)

3) Definice rovnic popisujı́cı́ch systém (v přı́padě kyber-
fyzikálnı́ch systémů se často jedná o diferenciálnı́ rov-
nice)

4) Tvorba sady parametrů (seznam konstant, koeficientů a
jejich hodnot - zı́skané např. měřenı́m)

5) Proces tvorby modelu (v software Simulink pomocı́
grafické reprezentace)

• Vytvořenı́ bloku pro danou komponentu
• Validace komponenty pomocı́ simulace chovánı́

komponenty
6) Integrace komponent mezi sebou a validace jejich

vzájemné spolupráce (využitı́ simulace)
Proces validace komponenty pomocı́ simulace, přı́padně

pomocı́ kontroly formálnı́ch požadavků již z velké části
pokrývá balı́ček Simulink Verification & Validation Toolbox.
Ten dokáže automaticky kontrolovat požadavky kladené na
komponenty, validovat oproti průmyslovým standardům (ISO
26262, DO-1788) a kontrolovat shodu oproti formálnı́mu

popisu. Nepracuje však se všemi prvky, které jsou v praxi
nezbytné, což otevı́rá dveře dalšı́mu výzkumu.

B. Integračnı́ testovánı́

Otázka integračnı́ho testovánı́ v nástroji Simulink je velmi
komplexnı́ a zahrnuje užı́vánı́ formálnı́ch metod, jako jsou
MC/DC pokrytı́, nebo automatické generovánı́ testů. I přes
velkou snahu nedosahujı́ současné techniky požadované kva-
lity a mı́ry pokrytı́ proměnných.

VI. ZÁVĚR

Článek nastı́nil problematiku složitosti automatického tes-
továnı́ modelů kyber-fyzikálnı́ch systémů a představil oblasti,
které z akademického hlediska nabı́zı́ zajı́mavé a jen částečně
probádané problémy. Zmı́něna byla i motivace, která stojı́
za úsilı́m objevit a zformulovat praktiky pro automatické
testovánı́ a přı́padný dopad do praxe.

V druhé části článku je představen pojem hybridnı́ho dy-
namického modelu, s nı́m spojený pojem hybridnı́ho pro-
cesu, vlastnosti Zenónova běhu procesu a nakonec i ne-
triviálnı́ otázka, jenž se týká stability hybridnı́ch systémů.
Dále je popsán konkrétnı́ softwarový nástroj Simulink, hojně
využı́vaný zejména v průmyslové sféře. Byly identifikovány
možnosti testovánı́, které nástroj sám nabı́zı́. Zmı́něny byly
také omezenı́ nástroje Verification & Validation Toolbox a
otevřené otázky, jenž by si zasloužily hlubšı́ analýzu.

A. Dalšı́ směřovánı́ výzkumu

Výzkum bude nadále mapovat oblast nástrojů použı́vaných
pro Model-Based developement, jakými jsou např. TALIRO-
TOOLS, Statemate, MATRIXX, LabVIEW, JModelica.org,
nebo Ptolemy a zároveň bude hledat nové způsoby využitı́
již existujı́cı́ch algoritmů pro testovánı́ hybridnı́ch dyna-
mických systémů v problematice testovánı́ modelů bez jasné
formálnı́ sémantiky. Součástı́ výzkumu budou otázky detekce
Zenónových běhů, jejich transformace a využitı́ analytických
technik z teorie spojitých systémů pro stabilitu hybridnı́ch
systémů.
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[4] E. Bringmann and A. Krämer, “Model-based testing of automotive
systems,” in 2008 1st International Conference on Software Testing,
Verification, and Validation, April 2008, pp. 485–493.

[5] M. R. Blackburn and R. D. Busser, “T-vec: a tool for developing
critical systems,” in Computer Assurance, 1996. COMPASS ’96, Systems
Integrity. Software Safety. Process Security. Proceedings of the Eleventh
Annual Conference on, Jun 1996, pp. 237–249.

7



[6] S. Sims and D. C. DuVarney, “Experience report: The reactis validation
tool,” SIGPLAN Not., vol. 42, no. 9, pp. 137–140, Oct. 2007. [Online].
Available: http://doi.acm.org/10.1145/1291220.1291172

[7] M. Gendreau and J.-Y. Potvin, Handbook of metaheuristics. New York:
Springer, 2010, vol. 2.

[8] T. Dang and T. Nahhal, “Coverage-guided test generation for continuous
and hybrid systems,” Formal Methods in System Design, vol. 34, no. 2,
pp. 183–213, 2009.

[9] E. Plaku, L. E. Kavraki, and M. Y. Vardi, “Falsification of ltl safety
properties in hybrid systems,” International Journal on Software Tools
for Technology Transfer, vol. 15, no. 4, pp. 305–320, 2013.

[10] A. Zutshi, S. Sankaranarayanan, J. V. Deshmukh, and J. Kapinski, “A
trajectory splicing approach to concretizing counterexamples for hybrid
systems,” in 52nd IEEE Conference on Decision and Control, Dec 2013,
pp. 3918–3925.
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Abstrakt—Tato práce pojednává o směřovánı́ výzkumu v rámci
tématu dizertačnı́ práce věnujı́cı́ se mu bezpečným a spolehli-
vým architekturám pro programovatelný hardware, předevšı́m
FPGA. Konkrétně práce pojednává o již existujı́cı́ implementaci
šifry PRESENT na FPGA, kde je použita dynamická rekonfigu-
race jako jedno z opatřenı́ proti útoku pomocı́ rozdı́lové odběrové
analýzy. Dı́lčı́mi cı́li výzkumu jsou v prvnı́ fázi reimplementace
výše zmı́něné práce, prozkoumánı́ jejı́ch vlastnostı́ a vliv úprav
parametrů na bezpečnost a spolehlivost návrhu. Dalšı́mi kroky
jsou prošetřenı́ vlivu navrhovaných nových způsobů užitı́ dyna-
mické rekonfigurace pro zvýšenı́ bezpečnosti návrhu, konkrétněji
odolnosti vůči rozdı́lové odběrové analýze. Nakonec bychom se
pak rádi věnovali také vyšetřenı́ těchto modifikacı́ z pohledu
spolehlivosti obvodu a možnostem editace návrhu na nižšı́ úrovni,
tedy úpravy mapovánı́ obvodu přı́mo v bitstreamu.

Klı́čová slova—dynamická rekonfigurace, FPGA, DPA, bezpeč-
nost a spolehlivost, XDL.

I. MOTIVACE

Ideálnı́ návrh obvodu je návrh spolehlivý a současně bez-
pečný. Bohužel v mnoha přı́padech se tyto vlastnosti v jisté
mı́ře navzájem potlačujı́. Spousta metod, jak docı́lit vyššı́
spolehlivosti, ve výsledku přinášı́ jistou režii, at’ už časovou
či prostorovou, a s tı́m také vı́ce možnostı́ pro potencionál-
nı́ho útočnı́ka obvod napadnout. Metody zajišt’ujı́cı́ bezpečnost
(security) také přinášı́ obdobné režijnı́ náklady a výsledný
složitějšı́ obvod je tak náchylnějšı́ k výskytům poruch. Vydáme
se cestou bezpečnosti a pokusı́me se pak doladit spolehlivost.

Spolehlivost a bezpečnost jsou kritické vlastnosti všech
hardwarových návrhů. Nicméně snaha o vylepšenı́ jedné
z těchto vlastnostı́ velmi často způsobuje zhoršenı́ té
druhé [1], [2]. Náš cı́l je najı́t novou metodu návrhu pro pro-
gramovatelný hardware, který by vylepšoval jak spolehlivost,
tak bezpečnost, nebo alespoň jednu z těchto vlastnostı́ aniž by
ta druhá byla zhoršená.

V této práci se vydáme cestou zlepšenı́ bezpečnosti a bu-
deme zkoumat, jaký majı́ vliv tyto úpravy na spolehlivost
výsledného návrhu. Následně se pokusı́me pomocı́ editace
návrhu pro FPGA na nı́zké úrovni (jazyk XDL [3]). Chystáme
se použı́t dynamickou rekonfiguraci při návrhu šifry nenáročné
na výpočetnı́ prostředky, konkrétně PRESENT [4], pro dosa-
ženı́ vyššı́ odolnosti vůči útokům rozdı́lovou odběrovou ana-
lýzou. Budeme znovu implementovat metodu popsanou v již
publikovaném článku [5]. Poté prozkoumáme vliv některých
úprav této metody, naimplementujeme náš nový způsob použitı́

dynamické rekonfigurace v kombinaci s metodou ukrývánı́
v čase [6], a také prošetřı́me chovánı́ obvodu při použitı́
různých kombinacı́ nově navrhovaných i dřı́ve publikovaných
metod. Poznatky zı́skané při zkoumánı́ vlivů všech výše
popsaných úprav na bezpečnost a spolehlivost implementace
nenáročné šifry PRESENT pak doufejme budou moci být
alespoň částečně zobecněny pro návrh čı́slicových obvodů.

A. Platforma pro implementaci a měřenı́

Celý výzkum bude implementován a také rovnou měřen na
experimentálnı́ desce s FPGA čipem určené pro kryptografické
aplikace [7]. Tato deska je vybavena čipem Xilinx Artix–
7 FPGA [8] obsahujı́cı́ LUTy se šesti vstupy, které mohou
být použity pro umı́stěnı́ primitiv s názvem CFGLUT5 primi-
tive [9]. Tato primitiva vnitřně obsahujı́ bloky distribuované
paměti, které jsou schopny se chovat jako posuvný registr,
jak je ukázáno na Obrázku 1. Tyto bloky pak sloužı́ právě pro
implementaci dynamické rekonfigurace, kdy je pomocı́ posunu
hodnot do řı́dı́cı́ logiky pro výstupnı́ funkci měněna funkce,
kterou celý blok vykonává, za běhu zařı́zenı́ bez jakéhokoli
vnějšı́ho zásahu. Tato deska vznikla na našı́ katedře právě
pro potřeby měřenı́ útoků rozdı́lovou odběrovou analýzou na
návrhy šifer určené pro FPGA.

Obrázek 1. Konfigurovatelný Look–Up Table (CFGLUT5), převzato z [5].
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II. MOŽNÉ METODY PRO ZVÝŠENÍ ODOLNOSTI VŮČI DPA

DPA (Differential power analysis – Rozdı́lová odběrová
analýza) je jedna z metod útoků postrannı́mi kanály pou-
žı́vaných pro lámánı́ čı́slicových obovdů. Spočı́vá v měřenı́
spotřeby celého obvodu v čase a následné analýze závislosti
spotřeby na datech vstupujı́cı́ch do algoritmu. Implementace,
kterou použı́váme jako výchozı́, využı́vá dynamickou rekon-
figurace pro funkčnı́ rozdělenı́ S–boxů. Konkrétněji je S–box
funkčně rozdělen do dvou po sobě navazujı́cı́ch entit, přičemž
ty jsou společně funkčně ekvivalentnı́mu standardnı́mu S–
boxu pro PRESENT [5]. Klopné obvody pro ukládáni dat mezi
jednotlivými rundami šifrovacı́ho algoritmu jsou umı́stěny
mezi tyto dvě entity, a tak jsou data ukládaná do klopných
obvodů jiná, než data na výstupu S–boxu, resp. druhé části
S–boxu ve variantě s dvěma entitami. Po každé zašifrovánı́
jsou pak náhodně vybrány dva signály v prvnı́ části S–
boxu (R1), které jsou překřı́ženy, a následně je přepočı́tána
druhá entita (R2) takovým způsobem, aby opět obě entity
společně byly funkčně ekvivalentnı́ standardnı́mu S–boxu pro
šifru PRESENT. Tı́mto způsobem je tedy z vnějšı́ho pohledu
zachována vstupně/výstupnı́ funkce celého návrhu, přičemž se
vnitřnı́ struktura měnı́ a předevšı́m jsou do klopných obvodů
ukládána data přı́mo nesouvisejı́cı́ s hodnotou na výstupu S–
boxu. Tı́mto je tedy potenciálnı́ útok na zařı́zenı́ ztı́žen. Jak
se pı́še ve výchozı́m článku, tato metoda je při kombinaci
s dalšı́mi metodami uvedenými v článku dostatečnou ochranou
proti útokům rozdı́lovou odběrovou analýzou prvnı́ho řádu.
Struktura rozděleného S–boxu je dobře viditelná na Obrázku 2.

Obrázek 2. Rozdělenı́ S–boxu, převzato z [5].

A. Nově navrhovaná protiopatřenı́

Prvnı́m způsobem, jak použı́t dynamickou rekonfiguraci
trochu jinak, než je tomu v původnı́m článku [5], je jiná frek-
vence rekonfigurace samotné. V původnı́m článku se rekonfi-
gurace provádı́ vždy po dokončenı́ jednoho celého šifrovánı́ či
dešifrovánı́. Napřı́klad rekonfigurace S–boxu po každé rundě
šifrovacı́ho algoritmu by sice pravděpodobně mělo vysokou
režii, ale také by mohlo mı́t pozitivnı́ vliv na odolnost vůči
útokům pomocı́ rozdı́lové odběrové analýzy.

Rozdělenı́ ostatnı́ch modulů v implementaci šifry v klasické
rundovnı́ architektuře jako opatřenı́ proti rozdı́lové odběrové
analýze je zbytečné a nebude předmětem dalšı́ho zkoumánı́.
Důvodem je jednoduchá úvaha, že v modulu, který pouze

počı́tá výsledek funkce XOR pro aktuálnı́ data podklı́č pro
danou rundu, nenı́ funkčně co dělit a rozdělit permutačnı́
vrstvu na dvě různé permutace nijak nezměnı́ Hammingovu
váhu dotčených dat.

Zajı́mavou metodou se zdá být použitı́ dynamické rekonfi-
gurace pro náhodný výběr skutečně použitých a vypočı́taných,
avšak nepoužitých, rund šifrovacı́ho algoritmu, tedy jeden
ze způsobů ukrývánı́ výpočtu v čase [6]. Toho je možné
dosáhnout implementacı́ vı́ce než jedné rundy, které na sebe
budou vzájemně navazovat, a použitı́m výpočtu náhodného
počtu z nich v každém hodinovém cyklu obvodu. Napřı́klad
pokud vezmeme v potaz šifru PRESENT s jejı́mi 31 rundami
a jednı́m rundovnı́m podklı́čem navı́c (nadále zjednodušeně
uvažuji o 32 rundách), mohli bychom implementovat 3 na
sebe navazujı́cı́ rundy. S výše uvedenou hardwarovou archi-
tekturou potřebujeme 16 hodinových cyklů pro celé šifrovánı́
za předpokladu, že průměrně jsou vypočı́tány právě 2 rundy
algoritmu. Můžeme zahájit výpočet s náhodně vybraným poč-
tem použitých rund od jedné do třı́. Nepoužité rundy taktéž
způsobı́ přepnutı́ logických hodnot na vnitřnı́ch signálech
a tedy zvýšený odběr elektrické energie obvodem, ale nijak
se data na jejich výstupech nepromı́tnou do hodnot uložených
v klopných obvodech. Abychom dosáhli vždy stejného času
celého výpočtu, můžeme počı́tat použité rundovnı́ výpočty
a s blı́žı́cı́m se koncem algoritmu pak použı́t vždy bud’ jednu
nebo tři rundy z výpočtu tak, abychom ve výsledku dosáhli
výpočtu jednoho šifrovánı́ či dešifrovánı́ trvajı́cı́ho právě 16
hodinových taktů. Schéma návrhu s touto modifikacı́ je na
Obrázku 3.

Obrázek 3. Struktura návrhu s nevyužitými rundami.

Při použitı́ modifikace s nepoužitými spočı́tanými rundami
by bylo jistějšı́ nejprve předem spočı́tat všech 32 potřebných
rundovnı́ch podklı́čů hned na začátku šifrovánı́/dešifrovánı́.
Výpočet nově potřebných rundovnı́ch podklı́čů by totiž mohl
přı́padnému útočnı́kovi poskytnout tolik potřebný únik infor-
macı́.

Zajı́mavou možnostı́ k prozkoumánı́ je pak kombinace
jednotlivých přı́stupů, tedy napřı́klad implementace vı́ce rund
s náhodně určeným množstvı́m skutečně použitého výpočtu
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a rozdělenı́ S–boxu. Tato metoda by se mı́rně zkomplikovala
u komplikovanějšı́ch šifer, kde se různı́ rozloženı́ S–boxů pro
jednotlivé rundy, jelikož bychom museli řešit situaci, kdy
musı́me správně přiřazovat jednotlivým rundám S–boxy ačkoli
deterministicky neznáme postup výpočtu.

B. Generátor náhodných čı́sel

Pro všechny uvedené metody použitı́ dynamické rekonfi-
gurace je nezbytné, aby byl použit generátor náhodných čı́sel.
Toto je nutné vzhledem k použı́vánı́ náhodných čı́sel pro řı́zenı́
jednotlivých prvků rekonfigurace v použitých protiopatřenı́ch,
jako je napřı́klad výběr signálů pro překřı́ženı́ jejich hodnot při
rozdělenı́ S–boxu. V našem výzkumu se generátory náhodných
čı́sel nebudeme zabývat a použijeme některý z běžných způ-
sobů implementace generátorů pseudonáhodných, napřı́klad
lineárnı́ zpětnovazebný registr. Na použitém řešenı́ generátoru
(pseudo)náhodných čı́sel pak závisı́ také dalšı́ vlastnosti obo-
vodu, jako napřı́klad zda dva stejné a stejně naprogramované
obvody generujı́ identické posloupnosti čı́sel. Z tohoto důvodu
je důležité během měřenı́ použı́t vı́ce různých generátorů, aby
nedošlo ke zkreslenı́ výsledků.

III. ZACHOVÁNÍ SPOLEHLIVOSTI

Velmi důležitým aspektem všech metod pro zvýšenı́ odol-
nosti vůči útokům pomocı́ rozdı́lové odběrové analýzy je jejich
vliv na celkovou spolehlivost návrhu/obvodu. Pro potlačenı́
těchto negativnı́ch vlivů můžeme vylepšit spolehlivost obvodu
některou ze známých metod jako je napřı́klad TMR (Triple
Module Redundancy). Stále je však velmi důležité těmito
opatřenı́mi pro zvýšenı́ spolehlivosti opět nezhoršit odolnost
vůči útokům, tedy nezpůsobit žádný únik tajné informace.
K dosaženı́ výše uvedeného je třeba důkladně prozkoumat
chovánı́ obvodu. Lze předpokládat, že je možné dosáhnout
lepšı́ch výsledků pomocı́ editace výsledného bitového proudu
(bitstreamu) pro FPGA na nı́zké úrovni. Úpravou namapovánı́
návrhu na FPGA čip v XDL formátu [3] s použitı́m softwaro-
vého nástroje TORC [10] můžeme potenciálně dosáhnout vı́ce
synchronnı́ho nebo spolehlivějšı́ho návrhu. Pomocı́ nástroje
TORC je možné čı́st vygenerovaný bitstream, prozkoumat fy-
zické namapovánı́ návrhu, provést potřebné změny a následně
vytvořit bitstream nový se zohledněnı́m provedených změn.
Struktura programu TORC je ukázána na Obrázku 4.

IV. ZÁVĚR

Cı́lem výzkumu je nalézt způsob, jak navrhovat čı́slicové
obvody na FPGA spolehlivě a bezpečně zároveň. Výzkum je
prakticky zaměřen na algoritmy výpočetně nenáročných šifer,
přičemž poznatky zı́skané při zkoumánı́ těchto algoritmů by
mohly být alespoň z části použitelné všeobecně pro návrh čı́s-
licových obvodů. Začneme tedy nejprve zopakovánı́m imple-
mentace šifry PRESENT s použitı́m dynamické rekonfigurace
podle již dřı́ve publikovaného přı́spěvku. Poté prozkoumáme
vliv námi navrhovaných metod pro zvýšenı́ odolnosti proti
útokům pomocı́ rozdı́lové odběrové analýzy založených na
dynamické rekonfiguraci. Nakonec taktéž prozkoumáme tyto

Obrázek 4. Struktura programu TORC se zobrazenı́m podporovaných formátů
a vybraných komerčnı́ch programů pracujı́cı́ch s těmito formáty. Převzato
z [10].

metody z pohledu spolehlivosti návrhu a možnosti editace fy-
zického mapovánı́ na FPGA čip za účelem dosaženı́ přijatelné
spolehlivosti i bezpečnosti.
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Abstrakt—Tento prı́spevok sa zaoberá vplyvom rastúcej miery
integrácie elektronických obvodov (tzn. zmenšovanie minimál-
neho rozmeru technológie) na parametre obvodov. Náš záujem
je sústredený na metódy kalibrácie integrovaných obvodov (IO),
ktorými je možné nežiaduce vplyvy integrácie kompenzovat’.
Práca opisuje všeobecný princı́p kalibrácie na prı́klade kom-
penzácie vstupného napät’ového ofsetu operačného zosilňovača
(OZ), realizovaného v nanometrovej technológii využitı́m nı́zko-
prı́konového návrhu. Taktiež sú analyzované náležitosti návrhu
samotného kalibračného obvodu. V závere prı́spevku sú formu-
lované očakávané prı́nosy kalibračnej metodiky v rámci použitia
v OZ a taktiež sú tu stanovené ciele dizertačnej práce.

Kl’účové slová—kalibračný systém, fluktuácia technológie,
vstupný ofset, nı́zko-prı́konové obvody, bulk-driven

I. ÚVOD

Rýchly rozvoj technológie výroby polovodičových štruktúr
umožňuje realizáciu IO s rapı́dne zmenšujúcou sa vel’kost’ou.
Minimálny rozmer obvodových elementov v súčasnosti do-
sahuje 7 nm [1]. Medzi hlavné prı́nosy integrácie patrı́
hlavne menšia plocha čipov a nižšia spotreba energie. Na
druhej strane zmenšovanie rozmerov tranzistorov a vodivých
prepojov je sprevádzané významnou náhodnou fluktuáciou
parametrov výrobného procesu (napr. koncentrácia dopácie
polovodiča či hrúbka izolačných vrstiev). Tieto významné
odchýlky sa prejavujú už v rámci substrátu jedného čipu.

II. MOTIVÁCIA

Jedným z najdôležitejšı́ch parametrov IO, ktoré trend fluk-
tuácie technológie negatı́vne ovplyvňuje je prahové napä-
tie tranzistora (VTH ). Štandardná odchýlka VTH tranzisto-
rov vyrobených v 45 nm CMOS technológii dosahuje 16%
typickej hodnoty v tejto technológii [2]. Ked’že vlastnosti
precı́znych analógových IO závisia od miery prispôsobenia
(z angl. matching) obvodových elementov a diferenciálnych
signálových ciest, nezhodnost’ obvodových elementov znižuje
celkovú výt’ažnost’ a spol’ahlivost’ IO.

Medzi elektrické parametre, ktoré sú degradované roz-
ptylom parametrov výrobného procesu patria tiež parazitné
vlastnosti vodivých prepojov, t.j. parazitný odpor a parazitná
kapacita [1]. Náhodná zmena týchto parametrov môže ná-
sledne degradovat’hlavne frekvenčné vlastnosti elektronického

obvodu. Stabilita parametrov IO sa tiež znižuje po výrobe
vplyvom starnutia materiálov a štruktúr. Toto má za násle-
dok konkrétny jav tzv. tepelnú nestabilitu hodnoty prahového
napätia (NBTI z angl. negative-bias temperature instability).

Zvýšený rozptyl hodnoty prahového napätia VTH MOS
tranzistorov v rôznej miere degraduje väčšinu elektrických
parametrov IO, či už jednosmerných alebo striedavých. Oso-
bitná pozornost’ je však venovaná vstupnému napät’ovému of-
setu operačného zosilňovača Vin OFF . Od tohto totiž závisia
mnohé d’alšie vlastnosti obvodov a komplexnejšı́ch systémov
využı́vajúcich OZ.

Ďalšı́ trend v oblasti návrhu IO vyplýva z požiadaviek mo-
bilných aplikáciı́, ktoré sa premietajú do znižovania hodnoty
napájacieho napätia obvodov. Nižšie napájacie napätie prináša
na jednej strane výhodu nižšej spotreby energie. Na druhej
strane sa v obmedzených energetických podmienkach zhoršujú
niektoré vlastnosti IO. Medzi tieto vlastnosti patria najmä
dynamický rozsah, potlačenie rušivého signálu z napájania
(PSRR z angl. Power Supply Rejection Ratio) a odstup signál-
šum [3]. Aby bolo možné udržat’ tieto parametre na úrovni,
ktorú vyžaduje implementácia IO v mnohých aplikáciach, pri
návrhu obvodov je nevyhnutné využı́vat’ špecifické topológie
a techniky návrhu. Jednou z vel’mi sl’ubných metód návrhu
sa javı́ technika riadenia tranzistorov substrátovou elektródou.
Ako signálový vstup sa v tomto prı́pade použı́va práve sub-
strátová elektróda tranzistora. Týmto spôsobom je odstránená
potreba prekonávat’VTH v signálovej ceste [4].

Z uvedených nežiaducich vplyvov v nanometrových tech-
nológiách vyplýva, že pre správnu funkciu obvodov je nevy-
hnutná kompenzácia parazitných a degradovaných parametrov
prostrednı́ctvom kalibrácie. Tento prı́spevok pojednáva o vlast-
nostiach zvolenej kalibračnej techniky v spojenı́ s očakávaným
prı́nosom. Z hl’adiska konkrétnej realizácie, kapitola IV uvedie
náhl’ad do problematiky kompenzácie ofsetu plne diferenčného
operačného zosilňovača. V kapitole V sú sformulované rám-
cové ciele dizertačnej práce.

III. PRINCÍP KALIBRÁCIE

Kalibračný podobvod pozostáva zo systému prı́davných
obvodových blokov a elementov, ktoré sú pripájané ku kalib-
rovanému IO pomocou spı́načov s určitou frekvenciou podl’a
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potreby a typu kalibrácie. Táto teda závisı́ od faktorov, ktoré
ovplyvňujú rozptyl parametrov systému. Pokial’ sa vlastnosti
obvodov menia s ich vekom, postačovat’ bude jednorazová
kalibrácia pri spustenı́ systému. Ak sa niektoré parametre
menia aj v závislosti od teploty, kalibrácia týchto môže byt’
vykonávaná pravidelne s nı́zkou frekvenciou (rádovo v jednot-
kách Hz). V prı́pade prudkých variácii vlastnostı́, ktoré môžu
byt’spôsobené naprı́klad blikavým šumom, kompenzácia musı́
prebiehat’ s vyššou frekvenciou [5].

Obr. 1 znázorňuje blokovú schému jednoduchého systému
IO s kalibračný podobvodom, ktorý je možné rozčlenit’ podl’a
funkcie jednotlivých blokov.

Obrázok 1. Bloková schéma IO s kalibračným obvodom.

V prvom rade je potrebné zvolit’ vhodný elektrický para-
meter daného IO, ktorý reflektuje nežiaduci vplyv variácie
výrobného procesu na funkciu alebo vlastnosti obvodu. Takto
zvolený parameter je následne snı́maný a porovnávaný pomo-
cou komparátora s referenčnou hodnotou. Snı́maný signál vo
všeobecnosti opisuje nasledovný vzt’ah:

XSNIM = XID ± xERR, (1)

kde XID je ideálna hodnota zvolenej veličiny v súlade s
návrhom a xERR je aktuálna odchýlka XSNIM od ideál-
nej hodnoty spôsobená rozptylom výrobného procesu. Podl’a
výstupnej hodnoty komparátora potom kontrolný blok spolu
s počı́tadlom (POČÍT/KTRL na obr. 1) generuje prı́slušný
kód pre D/A prevodnı́k (DAP na obr. 1). Prevodnı́k následne
pripája na nulovacı́ port kalibrovaného IO opačnú hodnotu
aktuálnej odchýlky kompenzovanej veličiny.

Uzly IO, ktoré sú na obr. 1 reprezentované portami S a
N je nutné zvolit’ jednak podl’a povahy kalibrovaného pa-
rametra a tiež podl’a konkrétnej topológie IO. Všeobecnými
požiadavkami pri vol’be týchto uzlov sa bude hlbšie zaoberat’
kapitola IV. Hlavnou úlohou kontrolného bloku je riadenie
intervalov použitia kalibrácie IO. Pri jeho návrhu je preto po-
trebné zvolit’ frekvenciu kalibrácie IO podl’a vyššie opı́saných
kritériı́ a tiež je potrebné zvolit’ dĺžku trvania jednotlivých
kalibračných cyklov.

Plne kalibrovanú hodnotu zvoleného parametra je možné
vyjadrit’ nasledovne:

XKALIB = XID ± xMIN , (2)

kde xMIN je minimálna možná odchýlka, ktorú je možné
dosiahnut’ so stanovenou presnost’ou. Minimálna odchýlka pa-
rametra závisı́ od nepresnosti porovnávacieho procesu a hlavne
od nedokonalosti D/A prevodnı́ka. Trvanie kalibračného cyklu
závisı́ od rozdielu aktuálnej odchýlky xERR od požadovanej
konečnej odchýlky xMIN . Počı́tadlo počas jedného cyklu
generuje postupne rastúce digitálne kódy. Podl’a nich D/A
prevodnı́k privádza na nulovacı́ vstup IO zodpovedajúcu kom-
penzačnú hodnotu parametra ∓xERR. Po dosiahnutı́ rovnosti
xERR = xMIN kontrolný blok ukončı́ kalibračný cyklus a
odpojı́ kalibračný obvod od IO.

Z hl’adiska presnosti kalibrácie je taktiež dôležité uvažovat’
vplyv anomáliı́ výrobného procesu na bloky samotného kalib-
račného podobvodu. Značnú pozornost’ je potrebné venovat’aj
vlastnostiam D/A prevodnı́ka. Optimálnu funkciu tohto bloku
je možné zabezpečit’ použitı́m topológie tzv. sub-binárneho
M/2+M prevodnı́ka [6]. Tento je pritom súčasne kompen-
zovaný algoritmom pre konverziu základu prevodnı́ka [5].

IV. KALIBRÁCIA DIFERENČNÉHO OPERAČNÉHO ZOSILŇOVAČA

Predmetom výskumu v rámci dizertačnej práce z hl’adiska
konkrétneho použitia zvolenej kalibračnej techniky bude v
najbližšej dobe kompenzácia vstupného ofsetu Vin OFF plne
diferenčného operačného zosilňovača, ktorý bol realizovaný v
130 nm CMOS technológii.

Kalibráciu je vo všeobecnosti možné zamerat’ na rôzne
parametre. Ich výber závisı́ od druhu IO, ked’že rôzne obvody
sa lı́šia v kritických parametroch, ktoré markantne ovplyvňujú
ich činnost’. V prı́pade diferenčného OZ to môže byt’ taktiež
paramter PSRR, či schopnost’ zosilňovača potlačit’ zosilnenie
súhlasnej zložky (parameter CMRR).

Z pohl’adu definı́cie, ofset Vin OFF predstavuje rozdiel
napätı́ na vstupných termináloch operačného zosilňovača, pri
ktorom je výstupný napät’ový rozdiel 0 V (medzi výstupnými
terminálmi navzájom v prı́pade zosilňovača so symetrickým
výstupom alebo voči zemi v prı́pade nesymetrického výstupu).
To znamená, že ofset Vin OFF môže byt’modelovaný napät’o-
vým zdrojom, ktorý je pripojený k jednému terminálu OZ, ako
znázorňuje obr. 2.

Obrázok 2. Modelovanie vstupného napät’ového ofsetu diferenčného OZ.

Pre konkrétnu realizáciu vybranej kalibračnej techniky je
potrebné v obvode určit’ dva uzly: detekčný uzol a kom-
penzačný uzol [5]. Kritéria pre túto vol’bu sú nasledovné:
a) snı́maný signál je funkciou kalibrovaných nedostatkov a
nezávisı́ od ostatných parametrov IO, b) úroveň snı́maného
signálu je omnoho vyššia ako je úroveň šumu a rušivých
signálov, spôsobených nedostatkami samotného kalibračného
podobvodu [5].
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Zvolené uzly jednotlivo prislúchajú čiastkovým fázam ka-
librácie. Následne je potrebné navrhnút’jednotlivé konfigurácie
pre detekciu a kompenzáciu degradovaného parametra.

A. Detekčná konfigurácia

Detekčná konfigurácia celého systému je taká, v ktorej je
možné pozorovat’ degradovaný parameter v detekčnom uzle.
V závislosti od povahy funkcie kalibrovaného IO je možné
detekciu realizovat’ paralelne s normálnou činnost’ou IO tak,
aby nedochádzalo k prerušovaniu. Pokial’ to však činnost’ IO
dovol’uje, je možné do topológie obvodu zasahovat’ so zvole-
nou frekvenciou a sériovo menit’ činnost’IO medzi pracovným
režimom a jeho kalibráciou.

Na obr. 3 je znázornená detekcia ofsetu Vin OFF plne
diferenčného OZ v konfigurácii s uzavretou slučkou spätnej
väzby. V tomto type detekčnej konfigurácie nie je potrebné
vnútorné zapojenie OZ modifikovat’, a je preto vhodná pre
systémy, kde je potrebná ich spojitá funkcia v čase.

Obrázok 3. Detekčná konfigurácia pracovného OZ.

Napät’ový zdroj pripojený ku kladnému vstupu OZ v zob-
razenom zapojenı́ modeluje vstupný napät’ový ofset. Z nasle-
dujúceho vzt’ahu je možné zı́skat’ hodnotu napätia Vin OFF :

Vin OFF =
VOUT −ACL.VIN

ACL
, (3)

kde VIN a VOUT je diferenciálne vstupné respektı́ve výstupné
napätie OZ a ACL je zisk uzavretej slučky zosilňovača.

B. Kompenzačná konfigurácia

Kompenzáciu/korekciu vychýleného parametra je možné
uskutočnit’ injekciou vhodného kompenzačného prúdu pro-
strednı́ctvom kompenzačného uzlu IO. Kompenzačný uzol
musı́ byt’preto zvolený tak, aby korelácia medzi injektovaným
prúdom a korigovaným parametrom bola čo najväčšia. Na dru-
hej strane je rovnako dôležité zachovat’ minimálnu koreláciu
medzi kompenzačným prúdom a ostatnými parametrami IO
[5]. Uvedený spôsob kompenzácie je vhodný pre obvody za-
ložené na činnosti MOS tranzistorov, ked’že tieto transformujú
napätie na svojom vstupe na prúd tečúci obvodom.

Ked’že signál spracovávaný OZ je primárne vedený prúdom
a následne konvertovaný na napätie prostrednı́ctvom výstupnej
impedancie, najefektı́vnejšie je korigovat’ofset na výstupe [5].
Obr. 4 znázorňuje optimálnu konfiguráciu kompenzácie na
všeobecnom prı́klade diferenčného OZ.

Ked’že Vin OFF priamo ovplyvňuje prúd jednotlivými ve-
tvami OZ, úpravou týchto prúdov je možné eliminovat’ vplyv
ofsetu na vlastnosti OZ. K obom výstupom OZ sú jednotlivo

pripojené prúdové zrkadlá, pozostávajúce z PMOS tranzisto-
rov. Tieto vhodne distribuujú kompenzačný prúd IKOMP+

alebo IKOMP− do prı́slušnej vetvy OZ. Vel’kost’ a vol’bu po-
trebného kompenzačného prúdu riadi kontrolný blok (obr. 1).
Ideálne prúdové zdroje v schéme na obr. 4 predstavujú výstupy
D/A prevodnı́ka (v tomto prı́pade diferenciálneho).

Z hl’adiska návrhu kompenzačného podobvodu je dôležité
dodržat’ niekol’ko kritériı́, aby spätný vplyv na kalibrovaný
IO bol minimálny. Rozsah možných hodnôt dĺžky kanála
tranzistorov MP3 a MP5 je na ohraničený vodivost’ou kanála
(gDS). Táto musı́ byt’ dostatočne nı́zka, aby neovplyvnila
impedanciu kompenzačného uzla. Na druhej strane, dĺžka
kanála uvedených tranzistorov musı́ byt’dostatočná na to, aby
sa zamedzilo vplyvu výkyvu napätia kompenzačného uzla na
injektovaný kompenzačný prúd. Tento efekt je spôsobený mo-
duláciou dĺžky kanála MOS tranzistora v saturačnom režime.
Táto je charakterizovaná koeficientom modulácie dĺžky kanála
nasledovne [7]:

λ =
∆L

L.VDS
, (4)

kde L je celková dĺžka kanála MOS tranzistora, ∆L je úbytok
efektı́vnej dĺžky kanála tranzistora vplyvom modulácie a VDS

je napätie medzi kolektorom a emitorom.

Obrázok 4. Kompenzačná konfigurácia plne diferenčného OZ.

C. Ciele kalibrácie

Obr. 5 znázorňuje simulačný výsledok Monte Carlo analýzy
vstupného napät’ového ofsetu plne diferenčného zosilňovača s
variabilným ziskom (VGA). Tento je napájaný napätı́m 0, 6 V
a je realizovaný v 130 nm CMOS technológii. Pri použitı́
200 vzoriek analýzy, štandardná odchýlka dosahuje hodnotu
4, 63 mV a stredná hodnota ofsetu je 787 µV .

Obr. 6 principiálne znázorňuje štatistické rozloženie hodnôt
Vin OFF pre zvolené množstvo vzoriek IO bez použitia ka-
librácie (ako napr. výsledky na obr. 5) a ciel’ové rozloženie
štatistiky s použitı́m kalibrácie. Ciel’om použitia kalibračnej
techniky bude pokial’ možno znı́žit’ strednú hodnotu ofsetu
Vin OFF , no dôležitejšie bude znı́žit’ hodnotu štandardnej
odchýlky na σc ako je znázornené v obr. 6. Vzorky IO,
ktoré prekračujú limity špecifikácie musia byt’ vyradené alebo
opätovne testované. Je nutné poznamenat’, že v dôsledku
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Obrázok 5. Výsledok MC analýzy vstupného ofsetu napätia OZ.

rastúcej integrácie ako aj väčšieho rozptylu parametrov IO v
nanotechnológiách, náklady na testovanie dosahujú pri niekto-
rých integrovaných systémoch až približne 40-50% celkových
výrobných nákladov [2]. V našom prı́pade teda znı́ženı́m
štandardnej odchýlky Vin OFF pomocou kalibrácie, vzrastie
počet vzoriek vyhovujúcich špecifikácii (tzv. výt’ažnost’).

Hranica intervalu vzoriek µ + 3σ v rámci simulovaných
výsledkov na obr. 5 dosahuje Vin OFF = 14, 68 mV . Táto
hodnota rozdielového vstupného napätia je potom zosilnená
celkovým ziskom zosilňovača. Uvedený zosilňovač dosahuje
zisk približne 33 dB. Výstupné ofsetové napätie dosiahne
potom zhruba 650 mV , čo je viac ako hodnota napájacieho
napätia. Výstupný dynamický rozsah bude z tohto dôvodu
výrazne redukovaný [8].

Obrázok 6. Očakávaný rozptyl hodnôt vstupného ofsetu pred a po kalibrácii.

V. ZÁMER A RÁMCOVÉ CIELE DIZERTAČNEJ PRÁCE

Hlavným zámerom dizertačnej práce je analýza a rozvoj
kalibračných technı́k z pohl’adu účinnosti redukcie vplyvu
fluktuácie technológie, teploty a starnutia na činnost’ integro-
vaných obvodov v nanotechnológiách. Taktiež bude dôležité aj
hl’adisko možnej interakcie prı́davných blokov s kalibrovaným
IO. Ciel’om bude nájst’ techniku s najlepšı́m kompromisom
maximálnej účinnosti a minimálneho nežiaduceho vplyvu na
samotný IO. Pre tento ciel’ bude teda dôležité navrhnút’ a op-
timalizovat’ funkcie jednotlivých blokov kalibračného obvodu
a implementovat’ ho do celkového obvodu OZ (podl’a obr. 1).

Ďalšı́m ciel’om dizertačnej práce je preskúmat’ spojenie
opı́sanej kalibračnej techniky s d’alšou, ktorá bude vhodná pre
kompenzáciu šumu v IO. Týmto spôsobom bude možné t’ažit’
z výhod oboch metód pri obmedzenom vplyve nedostatkov
jednej z nich samostatne.

Výskum bude tiež zameraný na návrh a analýzu vybraných
technı́k s použitı́m MOS tranzistorov riadených substrátovou
elektródou. Očakávame, že tento prı́stup dovolı́ použit’ kalib-
račnú metódu pri nižšom napájacom napätı́.

Ďalšı́m krokom v našom výskume bude testovanie a verifi-
kácia zrealizovaných IO vzhl’adom na návrh. Podl’a zı́skaných
výsledkov bude neskôr možné presnejšie prispôsobit’ parame-
tre kalibračnej metódy.

VI. ZÁVER

V tomto prı́spevku bol analyzovaný všeobecný princı́p
kalibrácie analógových IO za účelom zredukovat’ nežiaduci
vplyv starnutia a fluktuácie parametrov technologického pro-
cesu a teploty na vlastnosti IO vyrobených v nanotechnoló-
giách, a napájaných ultra-nı́zkym napätı́m. Podl’a uvedených
štatistických výsledkov Monte Carlo analýzy vstupného ofsetu
OZ realizovaného v 130 nm CMOS technológii, je výstupný
dynamický rozsah vplyvom nestability výrobných a pracov-
ných podmienok výrazne redukovaný.

Preto je potrebné napät’ový ofset na vstupe OZ kompenzovat’
pomocou vhodne zvolenej kalibračnej techniky. V tejto práci
boli uvedené princı́py návrhu vybraných blokov kalibračného
systému, ktoré budú neskôr použité pri celkovej implementácii
kalibračného obvodu pre OZ.

V rámci mojej doterajšej práce a výskumu vznikli 4 pu-
blikácie, ktorých som prvoautorom alebo spoluautorom (3
prı́spevky na medzinárodnom sympóziu DDECS a 1 prı́spevok
na medzinárodnej konferencii MIPRO).
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Abstract—This paper describes thoughts and starting points
on future studies in the area of wireless networks for home
automation and security systems or sensor networks. The main
concept is to combine Frequency Hopping Spread Spectrum
(FHSS) and Orthogonal Frequency Division Multiplex (OFDM)
types of communication into one network. The former type is
used for low-power devices with small data-rate but fast response
time. The latter type is used for high data-rate devices. The
SDR needed for OFDM communication is the key in combining
both technologies. Three different ideas are examined. First
is a low-cost solution with DVB-T tuner and sub-GHz GFSK
transceivers. Second is multiple FHSS hopping schemes fitting
together to form an OFDM. Third is an OFDM link with holes
for the FHSS communication.

Keywords—FHSS, OFDM, Low-power, Sensor Network, Home
Automation and Security

I. INTRODUCTION

Wireless communication technologies are, as most engi-
neering tasks, mostly developing in areas with the largest
concentration of customers. Any complicated and expensive
idea can be put into a mobile phone and made cheap by mass
production. This unfortunately left certain segments of small
electronics free of new wireless technologies. Sometimes it
is easy to put the mass-produced technology in a specific
situation, but there are cases where the only way is to start
from the ground up. One of these cases is home automation
and security and it is discussed here.

A. Home Automation and Security

Let’s imagine what devices would need to communicate in
a case of home area network for automation and security.

1) Fast Digital Input: It is any device which waits for
a certain condition and transmits a simple digital information.
This device may be a doorbell, TV remote, light-switch, but
it can be a smoke detector or motion detector as well. These
devices need to survive many years on a small battery. For
a door or window open sensor it may be years on a coin
220 mA h CR2032 battery.

2) High Data-rate Devices: These are for example security
cameras. Seldom they need high data-rates, but most of the
time nobody is watching. Cameras which continuously send
the video off-site need a cable connection anyway, so let’s
leave them off this list. Similar to camera might be a user

interface device. The only difference is that the video feed
ends here. These devices need large battery or be powered
from the grid and have the battery only as a backup.

3) Automation Device: The last class might be a switchable
AC socket. It must be powered from the grid, but it doesn’t
need much data except for firmware updates.

B. Spread Spectrum
The easiest way to connect a cheap fast digital input

device is to use a single frequency system built on sub-GHz
digital transceivers. The input device sleeps, waiting for an
activation. When needed, it wakes up and starts transmitting.
The other end is receiving all the time and immediately knows
that something has happened. But using a single frequency
communication can be sometimes quite problematic.

There are undesirable effects, which must be taken into
consideration, during the wireless communication. As an ex-
ample, multi-path propagation depends strongly on antennae
positions and on used frequency. It can be simply solved
by slightly changing the frequency. Multiple-Input Multi-
ple-Output (MIMO) technology can even use that to its advan-
tage and transmit multiple data at the same time. Nowadays,
there is a need to use a spread spectrum technology.

There are many ways to spread the spectrum. One of these
is FHSS. If the frequency is hopped in between regular packets
(similarly to Bluetooth), then the sub-GHz digital transceivers
can be used with all the advantages. Disadvantage is that the
input device cannot just start transmitting, because the other
end will be most likely listening on a different frequency. The
problem can be solved by synchronisation, but that increases
power consumption. The synchronisation requires the devices
to precisely count time and periodically re-synchronise. The
key to low consumption is sleeping for a long time, so in
this paper I presume that devices don’t know anything about
current state of the network when they wake up. Another way
might be to send periodic beacons. I have already tried that
idea [1] and although the power consumption and response
time were acceptable, there was too much radio pollution
created by the beacons.

C. Existing Solutions
The easiest solution might be to combine several existing

technologies. Each of them, however, has its disadvantages and
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Fig. 1. OFDM and FHSS combination.

often they interfere with each other. Plus there is the price of
several systems instead of one.

1) Wi-Fi: It is too powerful for fast digital input and
consumes to much power. It is used by vulnerable devices
(mobile phones, cheap routers) and usually badly secured. By
irony, the least secure devices nowadays are security cameras.

2) Bluetooth LE: Bluetooth LE has barely enough data-rate
for camera. Its range in a building is not great. Signal on
868 MHz travels much better. For fast digital input, it is either
too slow in cyclic sleep [2] or it consumes too much power
when connected firmly. This is perhaps improved in ver. 5 by
extended advertising options.

3) ZigBee: It has barely enough data-rate for Camera
at 2.4 GHz, not enough at 868 MHz. Only one channel at
868 MHz means no Adaptive Frequency Agility (AFA) and
duty cycle limited to 1 %. However, for fast digital input this
might be a good solution.

4) IOT networks: Some of them are ultra narrow band,
some of them use chirps. Either way, there is not enough
data-rate for anything except fast digital input, and for that
it is too slow and insecure. Let’s imagine that smoke detector
detects fire. The signal is perhaps sent to the nearest mobile
operator which maybe puts it to the Internet where it may find
its way to the right cloud. The way back is even worse before
the siren wakes you up to run.

II. THE GENERAL IDEA TO COMBINE OFDM AND FHSS

OFDM is a spread spectrum technique where the
transceivers use many narrow band sub-channels at once. The
sub-channel transmissions are orthogonal to each other. This
means that the neighboring channel is put exactly to the
frequency where the sinc spectrum of the first sub-channel is
zero. The OFDM hardware is usually a kind of software radio.
The receiver can receive high data-rates when all sub-channels
are used, but it can listen for a single channel transmission on
any of the channels. When the full OFDM link is not used,
the OFDM hardware of grid powered devices can listen on
all frequencies. Fast digital input devices equipped only with

DVB-T receiver
GFSK transceiver

GFSK transceiver

Normal synchronized FHSS

Initial synchronization
on random frequency

Fig. 2. FHSS with DVB tuner.

a single frequency hardware may sleep and start transmitting at
any time on any random frequency. That results in negligible
delay on input event and the lowest possible power con-
sumption while keeping the spread spectrum properties. The
OFDM hardware could also re-transmit messages on different
channels and save time of routing. This will be possible only
if the transmission on one channel doesn’t disrupt receiving
on different channels.

III. SIMPLIFIED VERSION WITH FHSS AND DVB TUNER

A chip for software radio costs lots of money unless it is
mass produced. One of the less expensive chips is DVB-T
tuner, which works approximately at the right frequency
range of 868 MHz. The DVB-T tuner cannot transmit and the
communication would be handled mostly by regular digital
transceivers with Gaussian Frequency Shift Keying (GFSK)
modulation. The network hubs or masters would have an
extra DVB-T tuner reprogrammed to receive GFSK on every
channel used by the network.

The fast digital input would act almost as in single fre-
quency network. It would normally sleep. Upon an event,
it would pick a random channel and start transmitting. The
network hub would hear that and responded by the GFSK
transceiver on the right frequency. In the response there could
be enough information for the input device to synchronise with
other devices. Simple scheme is on Fig. 2. The time between
an event on the input and knowing the information in hub
would be as small as possible, in length of one packet. The
only delay could be if the input selected bad channel and had
to wait for a clear channel or re-tune to another.

An important question is whether it is possible to reprogram
the DVB-T tuner to receive GFSK. There are open-source
projects GNU Radio and supplementing project RTL-SDR.
The aim of the former is to provide a universal platform for
Software Defined Radio (SDR). The later offers a very cheap
solution for receive-only SDR connected to PC via a USB.
Some suggest [3] that FSK demodulation is easy when all the
computations are done in PC. In case of an automation central,
it would be the DVB-T tuner in combination with small
computer, such as Raspberry-Pi, running the GNU Radio.

The FHSS communication in sub-GHz range in European
Union is handled by EN 300 220 [4]. The FHSS system must
use at least 47 non-overlapping channels at most 100 kHz
wide. The SDR needs to calculate at least two frequency
bins for one channel to distinguish between logical 0 and
logical 1 in GFSK modulation. The smallest FFT size is
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27 = 128 to decode 47 channels. The sampling rate of the
RTL-SDR is only 2.4 MSample s−1 [3]. That means the total
bandwidth can be at most 2.4 MHz and bandwidth of one
channel 37.5 kHz. Channel of this size can carry only a very
slow communication. The DVB-T tuner itself must be able to
process data much faster, but the DVB-T chip’s documentation
isn’t public. Without special access to vendor’s documentation,
it is unknown whether the DVB-T chip could do custom FFT
and send only processed data. The only publicly available
option is to get raw In-phase and Quadrature (IQ) samples
to the PC, and then the USB is the limiting factor.

In smaller devices, the Raspberry-Pi would be too large. It
might be an option to use only the IQ demodulator, sample
the signals by a custom AD converter and process in an MCU.
The AD converter might be even faster than 2.4 MHz, but now
the limit will be in FFT calculation. In the previous example,
there are enough samples each 53 µs, but two FFTs would
have to be calculated to recognize valid symbols. There are
measurements of FFT speed in [5], and the result 26 µs is
a realistic value for Cortex-M7. MCU of that size is still an
overkill for switchable AC socket.

The last idea might be to use the DVB-T only to detect an
incoming transmission. The fast digital input would reconfig-
ure its GFSK transceiver and send few short beeps on different
frequencies, without modulation. The hub would recognise
position of the beeps by the DVB-T tuner and would have to
re-tune its GFSK transceiver to catch a regular packet which
follows. This would simplify the FFT, but there would be
a possibility of collisions.

The simplest version of the simplest method is to just use
the DVB-T tuner to detect preambles. Higher power on one
channel would suggest there is a preamble being transmitted
on that channel. The hub would tune the GFSK transceiver
and start receiving on that channel to receive the rest of the
preamble and the packet. Detection of power alone will be
very faulty. Any transmission from any alien system or noise
in the wide frequency range will trigger the hub to re-tune the
GFSK transceiver and loose any ongoing transmission. It is
quite probable that this method won’t work at all.

IV. OFDM AS MULTIPLE FHSS SCHEMES FITTING
TOGETHER

If we imagine an FHSS communication as a time-frequency
graph (called waterfall if the time dimension points up), the
transmissions seem to fill up the space equally, but only one
frequency is occupied at one time. If we take N orthogonal
pseudo-random FHSS sequences on N channels, they fill the
time-frequency space completely as on Fig. 3. The communi-
cation would be indistinguishable from OFDM on conditions
that the channels use phase shift modulation with square pulses
and are close together to be orthogonal.

Communication between all devices could start as an FHSS
connection with one time-frequency pattern. The network
should mostly transmit small amounts of data. When there is
a need to transmit more, either to retransmit a routed message
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Fig. 3. OFDM as multiple FHSS schemes.
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Fig. 4. FHSS device calibrating its frequency.

or to increase the data-rate, the devices could add another
time-frequency pattern which fits into the available space.

Transmitting this way from one OFDM transceiver to an-
other would probably be easy. Much more difficult problem is
to synchronise multiple transmitters. There already is a promis-
ing technology called Orthogonal Frequency Division Multi-
ple Access (OFDMA). It is similar to OFDM, but different
sub-channels are used by different transceivers.

The first problem is the synchronisation of frequencies. It
may be solved by pilot carriers which are sent by one of
the devices [6]. Other devices then modify their frequencies
to fit these pilot sub-carriers. This is not usable with sin-
gle-frequency FHSS transceivers in low data-rate devices. The
FHSS device would have to receive a signal from OFDM
device in one slot, keep the frequency calibration and start
transmitting the next slot. The situation is depicted on Fig. 4.
The slot before would need an extra preamble for the FHSS
device to successfully synchronise. This also solves the second
problem, which is time synchronisation. Question is, whether
the single-frequency device will be able to synchronise to one
channel if there are two more neighbours filling the spectrum
almost completely. All the above is under the assumption that
the physical channel is relatively constant, the devices don’t
move and the frequency imperfection is only caused by the
devices. In home area network, the devices are expected to
move slowly or not to move at all.

When the air is full of transmission, this would be reason-
ably fast. In an idle situation, the synchronisation wouldn’t be
needed, because the orthogonal channels would be empty. The
FHSS device doesn’t know about the neighbouring orthogonal
channels and cannot wait forever on the randomly selected
channel, so there is a high possibility of collisions when the
system will be at half the capacity. The FHSS sequence and
algorithm to determine when to use the synchronisation and
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when to put an extra preamble would be quite complicated.
The last problem is with Phase Shift Keying (PSK) sin-

gle-frequency transceivers. Most sub-GHz transceivers are
GFSK, and if they support PSK, it is not the main purpose.
GFSK spectrum is not sinc shaped, so the individual channels
cannot be put as close together as for OFDM.

V. OFDM WITH FREE SPACES FOR FHSS DEVICES

The OFDM link has good properties because there is a lot of
slow sub-carriers next to each other. If the physical channel
is frequency selective, which almost certainly is, then each
sub-carrier is affected independently. On the frequency width
of the small sub-carrier, the attenuation is almost constant.
That is good, because it doesn’t change the pulse shapes
and there is no additional Inter Symbol Interference (ISI).
A single-frequency transmission on the same bandwidth and
in the same physical channel would distort the transmitted
symbols beyond recognition.

On the other way, the FHSS link must use comparatively
larger sub-channels, because it uses only one at a time. To
transmit decent data-rate, the FHSS sub-channels must be
wider and there must be less of them to fit in the same
bandwidth. For example Bluetooth LE uses 40 sub-channels,
while DVB-T2 uses up to 32768 sub-carriers.

This results in an idea to split the OFDM and FHSS
communications completely. The OFDM link can use the
regular PSK or Quadrature Amplitude Modulation (QAM)
with guard intervals and so on. The FHSS link can use the
cheap GFSK transceivers. All that remains is to eliminate
collisions and use single hardware in hubs for both networks.
Collisions between FHSS and OFDM networks are recognized
problem for example between Wi-Fi and Bluetooth [7].

The OFDM link needs to have ’holes’ to contain the FHSS
links. The holes need to be several channels wide to encompass
the wide FHSS transmission. Fig. 5 depicts the situation.
Normal communication could start as an GFSK modulated
FHSS scheme. Each hub could set up its own orthogonal FHSS
scheme, so that no collisions appear in one system, but routing
may happen immediately. When high data-rate is needed,
the software radios would switch to PSK modulation put

into OFDM link. The link would have periodically repeated
holes for each FHSS sub-channel. When the FHSS fast digital
input device wakes up and selects a random sub-channel, the
sub-channel is filled by the OFDM signals and the FHSS
device must wait. Sooner or later, multiple OFDM sub-carriers
silence and the FHSS device may start its transmission.

The hub would have to respond using the GFSK modulation
while still transmitting the OFDM signal. That gives the FHSS
device enough information where the FHSS holes continue.

This idea will be least difficult for the FHSS devices, but
most difficult on the OFDM devices. The OFDM devices
would need to calculate two FFTs for a received signal and
two more for the outputted signal simultaneously. Plus it needs
several synchronisation and other algorithms. For now the
obvious choice is to use Zynq on PicoZed SDR platform, but
it is really expensive to use in a custom embedded electronics.

VI. CONCLUSION AND FUTURE GOALS

For the commercial use, the DVB idea might be the most
interesting, because it is the cheapest as it relies on mass
produced components. The other two ideas are too expensive
so far, but Moore’s law might make SDR cheap enough in near
future. The second idea might be solved as a part of 4G or 5G
OFDMA research, but so far mobile devices are still several
orders of magnitude above the required power consumption.

The main goal of the dissertation thesis is to explore meth-
ods described above. That will seamlessly link to theoretical
design of new wireless communication systems, their simula-
tion and physical implementation. Last step will be to measure
interesting parameters of the physical implementation in a real
world situation. Hopefully, the results of this dissertation thesis
will help engineers in selecting and implementing a wireless
technology for home automation, and bring all low-power,
quick response and spread spectrum to an area where only
compromises have been so far.
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Abstract—Realistic simulations need for their run very pow-
erful computers. Computing infrastructures are growing in
parallelism and becoming more diverse. This heads towards
using more sophisticated computational techniques to take full
advantage of the machine power. To describe a scientific problem,
a number of different and cooperating models is used. This
tends to force users to construct, execute, validate and analyse
these models. The situation is much more complicated if the
user is not an IT specialist. This causes a huge human effort
to actions that might be out of a scientist’s scope or could be
provided automatically. This work presents a tool providing an
automated planning, executing and monitoring cooperating and
extensive computations. The approach used introduces the HPC
as a service. Modular design enables extensions and unifies the
access to different HPC systems through a simple client-server
interface using standard web services. The dispatch server detects
and enables concurrent execution of tasks and offers a level of
fault tolerance.

Keywords—Automation, distributed computing, execution
planning, job submission, monitoring, HPC, multiscale modelling,
model coupling, service.

I. INTRODUCTION

Simulations are considered to be the third pillar of science.
To study complex phenomena such as forest fires, weather
forecast or fluid dynamics, we need to describe many the pro-
cesses and communication between them. These simulations
are usually very demanding on computational performance
and storage. Each process requests different computational
resources and the whole computation may be distributed over
diverse computational facilities. Big supercomputing centres
offer both sufficient amount of computational power and disk
space. Computing infrastructures are growing in parallelism
and becoming more diverse. This heads towards using more
sophisticated computational techniques to take the full ad-
vantage of the machine power. However, this tends to force
users to construct, execute, validate and analyse a number
of different models for each process. Furthermore, advanced
knowledge of supercomputer’s architecture and submission
systems is required. Such a big human effort can become a
bottleneck because a non-negligible number of person hours
has to be invested daily, especially, if the user is not an IT
specialist.

Supercomputers are built on hybrid architectures and inte-
grates CPUs, GPUs or other accelerators. These computational
components are grouped into nodes. Supercomputers use the
batch system where each queue could offer different equip-
ment, maximum time allowed, amount of allocatable nodes
and price.

A usual user workflow contains:

• Creating job scripts based on the simulation workflow.
Realistic and complex simulations can be described by
many different cooperating models. Usually, each model
corresponds to one job script. The job script is a text file
specifying the executables, submission specification (e.g.,
job dependency, queue name, number of nodes and time),
outputs and inputs, and software modules (i.e., needed
software, compilers).

• Pushing jobs into queues.
• Jobs monitoring. Supercomputers do not allow any con-

venient notification mechanism. Only email notifications
when the job has finished or an error occurred are
supported which is not reliable.

• Outputs and results post-processing.

Furthermore, this workflow also requires the knowledge of
accessing the supercomputer, command-line tools and ma-
nipulation with files since there is no application program-
ming interface available. Therefore, there is a demand for
an automated tool offering communication with a supercom-
puter, data transfer, simulation execution planning, monitoring
and notification mechanisms. Such a tool could reduce the
complexity of administrative tasks. The dispatch server tool,
presented here, follows this approach and presents the HPC
as a service. The dispatch server, shortly dispatcher, is being
developed as a part of a medical software in a collaboration
with the University College London. However, its modular and
flexible system design enables various extensions and unifies
access to different HPC systems through a simple client-server
interface using standard web services. The service enables
various companies or institutions to take full advantage of
new computing technologies with the user experience of using
personal computers only on the level of common PC user.

In Section II, the related tools following the approach of
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automating the research tasks and managing computations are
presented. In Section III, the architecture design of the dispatch
server is presented as well as its benefits for non-developer
users. Finally, Section IV summarizes the importance and
benefits for ordinary users. This is shown on the application
for ultrasound therapy treatment planning. Section V offers
conclusions and describes the relation to my PhD thesis and
its goals.

II. RELATED WORK

The functionality of the dispatch server follows features
of middleware toolkits and programming interface, developed
over the last decade or more, such as FabSim [1], Globus [2]
or SAGA [3]. All of these tools provide job management, e.g.,
task submission, monitoring and cancelling, and file manage-
ment on grid computing resources (virtual supercomputers) or
high performance computing systems. Similarly to mentioned
tools as FabSim, the dispatch server is also built on the
cryptographic network protocol ssh (secure shell) in terms of
the communication with remote machines. Practically, every
Unix- or Linux-based system has ssh, so there is no need of
installation of any additional heavyweight middleware stack
on the resources being accessed. In other words, the dispatch
server can be used widely on any HPC resource that supports
ssh. Even though the main motivation comes from FabSim,
FabSim is meant to be used especially by IT developers. Its in-
teractive design provides easy single-line commands to control
and monitor the computation and perform data transfers. The
dispatch server is completely different and points at common
user. For details see section III.

Although the idea of using the HPC as a service for
various institutions is quite fresh, the dispatch server is not
the only tool offering it. In the area of hydroinformatics,
service framework [4] providing the HPC as a service has
been developed.

Since realistic simulations could be described by a number
of different cooperating models, the communication interface
between these models needs to be specified. This is called
model coupling and it is quite challenging if cooperating
models differ in their scales and have dependencies between
them. The dispatch server is a service framework providing
model coupling. The coupling environments such as MUS-
CLE 2 [5] or MPWide [6] allow codes to exchange data at
runtime efficiently, and can be used to speed up the remote
execution of coupled tasks within the dispatch server. This
would be completely controlled by the dispatch server.

III. OVERVIEW OF THE DISPATCH SERVER

The dispatch server presents a middle layer between the user
and remote computational resources used for computations.
It offers a service providing planning and executing of HPC
calculations, job and data management without any extra
user interaction. Moreover, it provides user authentication and
authorization, encryption, monitoring, reporting, billing and
notification mechanism. The dispatch server, its database and

the HTTPS server are being implemented in Python program-
ming language. Python was chosen for its extendibility due to a
reasonable amount of libraries and fast prototyping behaviour.

Fig. 1. The architecture of the dispatch server. The planning and monitoring
core of the dispatcher consists of the daemon module, monitor module and
the dispatch and transfer module (green rectangle). All of these modules are
connected to the database to create or update records (dashed line). The
daemon module is responsible for checking other modules for being alive
(dotted line). The dispatch and transfer module provides a connection with
remote resources. The HTTPS server and the dispatch database can be situated
physically apart from the dispatch server machine. The HTTPS server serves
as an input gate for user interaction. It is the only connection point with user
applications.

A. Architecture

The dispatch server consists of three modules – the dispatch
and transfer module, the monitor module, the daemon mod-
ule. The HTTPS server and the dispatch database might be
physically decoupled to improve reliability. However, other
functions, i.e. monitoring or job management, are disabled.
The architecture of the dispatch server is shown in Figure 1.

Following subsections describe details about the dispatch
server modules and important terms used in the paper.

Planning file: Planning file serves as a template for dispatch
server to create a simulation plan and submit jobs.

Result file: Result file is a product of the whole simulation.
There is no other processing of the result file provided by the
dispatch server. This file is only downloaded and stored for
the user.

Simulation plan: Simulation plan is a task graph defining
what simulations should be run on a particular level of a graph,
dependencies and file names. This is created by the dispatch
and transfer module using a planning file and details stored in
the dispatch database.

Progress file: Fault tolerant mechanism stands on the
progress files polling. The progress file is a text file continu-
ously written by any running program.

HTTPS server: The HTTPS server handles incoming re-
quests from user applications. It is the only accessible point
from outside. The HTTPS server calls stored database proce-
dures to handle requests. It also performs a user authentication
and stores received planning file to a reserved temporary
storage on dispatch server machine.
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HTTPS server is supposed to:
• receive a planning file from the user, e.g., a desktop

application, web browser, mobile application.
• provide a result file and progress of simulations.
Dispatch database: The dispatch database defines tables

with users, groups of users, allocations, facilities, simulations
and their jobs, and so on. It holds the history of all compu-
tations executed by the user and allocations. Furthermore, it
serves as a log storage.

Daemon module: The dispatch server is supposed to run
as a service in the system. This is provided by the daemon
module. The daemon module is responsible for checking other
modules, i.e. monitor module, dispatch and transfer module,
for being alive. If any of these two modules crashes, the
daemon module is responsible for restarting the corresponding
module. Periodic log events are stored in the dispatch database.
If a critical situation occurs, e.g. unavailability of the database,
a critical log is written to a file in /var/log folder on the
dispatch server machine. In such a case, the administrator
is responsible for handling the error situation and restarting
required modules.

Monitor module: Monitor module is responsible for manag-
ing the dispatch database. It periodically checks records in the
database and invokes the dispatch and transfer module when

• a new simulation record occurs (to handle this issue),
• going through all simulation job records to update their

statuses,
• a simulation has just finished in order to download a

result file and store it temporarily on the dispatch server
machine.

A couple of stored procedures are implemented. Those
routines, e.g., create a new simulation record, download a
result file or get simulation status, are used by the HTTPS
server after a user request.

Dispatch and transfer module: The dispatch and transfer
module can be invoked by the monitor module in order to

• create a simulation plan for a new simulation record,
create job scripts, connect to the remote machine or
machines, upload all necessary files there and submit
jobs.

• check jobs statuses by connecting to the corresponding
remote machine and read progress files.

• download a result file to a temporary storage. Before
downloading, the estimation of free disk space on the
dispatch server machine needs to be calculated.

The dispatch and transfer module is the only module that
might be connected to a remote computational resource. Con-
nection is provided using ssh protocol and file transfers are
provided by rsync.

B. Remote execution

Remote executions are completely hidden from the user.
Based on the knowledge in the dispatch database, the dispatch
server controls the simulation execution planning and running.

An example workflow (after handling a user request and
receiving a planning file):

• The planning file is temporarily stored on the dispatch
server machine. Based on this planning file, the simula-
tion plan is created. According to the simulation plan and
based on the information stored in the dispatch database,
job scripts are created and temporarily stored in the same
folder as the planning file.

• Remote disk space for the simulation and used core-
hours estimation are calculated. If there is no problem,
the blockage of disk space and core-hours is stored in the
particular database record and the workflow continues to
the next point. If the simulation cannot be fully performed
due to any of these facts, or the machine is unavailable,
a particular error message and status is stored in the
database record. The whole process is repeated later. If
a maximum number of unsuccessful attempts has been
made, an error message and status are updated in the
particular database record.

• A new folder belonging to the simulation is created on the
remote machine. Temporary folder is completely copied
to remote one.

• Depending on the complexity of the simulation, job
scripts are submitted to the queues concurrently or with
dependencies.

After successful job submission, monitoring is periodically
made.

C. Security

The security model essentially stands on the ssh and https
security models, i.e. public and private keys are used to
authenticate the user and to authenticate all operations on
remote machines. Security in terms of a correctly performed
simulation is provided by the monitor module and checking
progress files.

IV. USE CASE

The dispatch server is designed to be a modular and easily
extendable software. A couple of applications may use it. At
this time, the dispatch server will be used mainly within a
medical system for administrating the simulation workflows.
This software is called k-Plan and is being developed in a
collaboration with the team from the University College Lon-
don (UCL). The k-Plan software is intended for offline model-
based treatment planning for therapeutic ultrasound treatments,
e.g., tissue ablation, targeted drug delivery, ultrasonic neuro-
modulation and opening the blood brain barrier. Simulation
calculations particularly use the k-Wave toolbox [7]. One of
the tissue ablation examples is a cancer treatment in soft
tissues, e.g. breast, kidney, or prostate, using HIFU1. The aim
is to find optimal parameters of ultrasound transducer. A user,
i.e. a medical doctor, sets these parameters based on their
experience. The output of the simulation tells how successful a
treatment would be. In other words, the simulation output tells

1High Intensity Focused Ultrasound
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Fig. 2. Simulation plan example. Pink rectangles represent input/output of the simulation. Green rectangles represent individual stages in a pipeline. Each
simulation, i.e. ultrasound wave propagation, thermal diffusion and tissue model, differs in its own nature but in computational requirements as well. Therefore,
coupling interfaces have to be implemented for a correct communication between models. These coupling interfaces are represented by additional stages in
the pipeline (highlighted by orange dashed rectangles). Tasks which are planned at the same level might be executed concurrently (see level 0 and 1 as an
example). Tasks in different levels have to be executed sequentially because of dependencies.

whether the affected tissue has been fully destroyed. At least,
the simulation consists of the ultrasound wave propagation, the
thermal diffusion and the tissue model. These simulations are
computed in a pipeline. To provide a correct model coupling,
additional stages need to be added to this pipeline. These
stages define model coupling interfaces. See Figure 2 for more
details.

V. CONCLUSION

The overview and purpose of the dispatcher were described
in this work. The approach offering the HPC as a service
could reduce the complexity of daily administrative tasks.
The dispatch server is a modular and easily extendable tool
providing planning, executing and monitoring of cooperat-
ing computations. Furthermore, it provides an authentication,
encryption, billing and a notification mechanism. It enables
concurrent running of tasks and provides a level of fault
tolerance. The dispatch server enables ordinary users to take
the full advantage of new computing technologies and speed
up their own development. This brings the novelty and the
technology progress to other business fields.

The topic of my PhD thesis is to design and create model-
coupling framework for complex medical simulations. The
partial goals of my PhD thesis are to

1) design a tool allowing to automatically execute complex
simulation codes.

2) design a coupling interface between acoustic, thermal
and tissue models.

3) optimise the coupling interface to support heterogeneous
architectures (CPUs, GPUs, etc.).

4) evaluate the benefits on realistic medical simulations
(photoacousting imaging, HIFU treatment planning,
etc.).

At this time, I’m working on point 1). The dispatch server
serves me as a base component for model coupling and a start
point for my research. It’s designed to be a part of the k-Plan
medical system being developed in a collaboration with UCL.
However, the generic design of the dispatch server enables

connecting various user applications and unifies the access to
different computational resources.
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Abstrakt—Pro kritické nejen řı́dicı́ systémy je výskyt poruch
velice nežádoucı́ záležitostı́. Obzvláště pokud by mohlo dojı́t
k újmě na zdravı́ nebo finančnı́m ztrátám. Proto se rozvı́jely
techniky známé pod názvem systémy odolné proti poruchám. Pro
zotavovánı́ z poruch je využitı́ rekonfigurace obzvláště výhodné.
Platformou schopnou rekonfigurace pro návrh a implementaci
obvodů je FPGA. Pro zajištěnı́ opravy obvodu v FPGA pomocı́
rekonfigurace je velice výhodné využı́t řadič částečné dynamické
rekonfigurace tedy speciálnı́ přidanou komponentu. Dále je
žádoucı́, aby i řadič byl odolný proti poruchám, obzvláště když
bude umı́stěn na stejném FPGA. Právě vypracovánı́m přı́slušných
kritériı́ a návrhem tohoto řadiče se bude zabývat metodika, která
bude také tématem disertačnı́ práce.

Klı́čová slova—Řadič rekonfigurace, systémy odolné proti po-
ruchám, částečná dynamická rekonfigurace, FPGA.

I. ÚVOD

V dnešnı́ době nás obklopujı́ elektronická zařı́zenı́
v nejrůznějšı́ch přı́strojı́ch všeho druhu. Podle jejich určenı́
se klade důraz na výkon, spotřebu, cenu, atd. Ovšem exis-
tujı́ také aplikace, kde je potřeba zajistit spolehlivost. Ta je
vyžadována obzvláště u systémů, kde by mohlo dojı́t k újmě
na životech nebo na financı́ch. Typickými zástupci takových
aplikacı́ jsou řı́dicı́ systémy, které se starajı́ o řı́zenı́ letadel,
družic, elektráren, ale také třeba nemocničnı́ch přı́strojů a
mnoha dalšı́ch. Je zřejmé, že se jedná o systémy, které musı́
pracovat bezchybně anebo se musı́ umět z vlastnı́ch poruch
zotavit, popř. i přes poruchu pracovat správně.

Tento článek je dále uspořádán následovně. Sekce II je
zaměřena na uvedenı́ do problematiky a objasněnı́ pojmu
Odolnost proti poruchám. Je zde vysvětleno možné dělenı́ a
také základnı́ přı́stupy. Sekce III se věnuje řadiči částečné dy-
namické rekonfigurace pro FPGA. Kromě obecných možnostı́
je zaměřena na konkrétnı́ implementaci a také na budoucı́
výzkum, který bude pokračovat nad touto problematikou.
Obzvláště se jedná o možnosti jeho zabezpečenı́ a tı́m zvýšenı́
jeho spolehlivosti. Sekce IV pojednává o poslednı́m neza-
bezpečeném prvku volı́cı́m majoritu. V sekci V jsou nastı́něny
cı́le disertačnı́ práce. Závěrečné shrnutı́ je v sekci VI.

II. ODOLNOST PROTI PORUCHÁM

Odolnost proti poruchám (Fault tolerance) [5] je přı́stup, kdy
je systém schopen pracovat dle specifikace i přes výskyt po-
ruch. Snižovánı́ dopadu poruch je možné dosáhnout využitı́m
prostorové, časové nebo datové redundance. Jejich volba záležı́
na požadavcı́ch výsledné aplikace. Prostorová redundance
znamená několikanásobný výskyt stejných komponent, které
pracujı́ současně. Oproti tomu časová redundance je dána
prováděnı́m stejného výpočtu několikrát na stejné kompo-
nentě. Datovou redundancı́ je myšleno opatřenı́ dat opravným
kódem, který zajistı́ jejich opravu při výskytu chyb. Sa-
mozřejmě je možné výše nastı́něné techniky kombinovat a vy-
tvořit tak zabezpečenı́ dle požadavků na výslednou aplikaci.

Dalšı́m možným členěnı́m odolnosti proti poruchám je
rozlišovánı́ pasivnı́ch a aktivnı́ch metod. Pasivnı́ metody [4]
jsou založeny na předpokladu, že je možné zjistit všechny
možné poruchy a pro každou z nich předem nachystat
řešenı́, které snižuje jejı́ dopad. U jednoduchých problémů
takové omezenı́ nemusı́ vadit, ale pro rozsáhlé aplikace může
být značně náročné analyzovat takové poruchy nebo mı́t
připravené a uložené potřebné opravy a náhrady může být
značně prostorově náročné. Ovšem při výskytu poruchy ne-
vzniká zbytečná prodleva do znovuobnovenı́ funkcionality.
To je zásadnı́ rozdı́l od aktivnı́ho přı́stupu, kdy přı́slušnou
poruchu je třeba analyzovat a následně připravit řešenı́ na mı́ru
za běhu. I když odpadá potřeba mı́t připravené kompenzace
napravujı́cı́ poruchu tı́m, že se počı́tajı́ za běhu, jejich výpočet
zabere určitý výpočetnı́ čas, kdy je zařı́zenı́ v nedefinovaném
stavu. Odstraněnı́m zásadnı́ch problémů a kombinacı́ obou
přı́stupů se zabývá hybridnı́ metoda [11], kterou je možné
shrnout v následujı́cı́m postupu. V aplikaci je detekována
porucha. Využije se pasivnı́ přı́stup, kdy je porucha co nejlépe
kompenzována a současně je spuštěna jejı́ diagnostika. Po nı́ je
možné připravit opravu na mı́ru. Až je oprava připravena, tak
je aplikována pomocı́ rekonfigurace systému. Tı́mto způsobem
je možné opravit i předem neočekávané poruchy a zároveň je
odstraněna doba nedefinované funkce. Jsou tedy využity silné
stránky jednotlivých přı́stupů a současně potlačeny podstatné
nedostatky.

Počítačové architektúry & diagnostika PAD 2017 Smolenice, 6.9. - 8.9.2017

24



Výše zmı́něné přı́stupy lze aplikovat i na programovatelná
hradlová pole FPGAs Field Programmable Gate Arrays [7],
která se stále vı́ce uplatňujı́ v nejrůznějšı́ch systémech dı́ky
svému výpočetnı́mu výkonu a schopnosti změnit svou kon-
figuraci pro přizpůsobenı́ se aktuálnı́m podmı́nkám. Jejich
hlavnı́ nevýhodou je náchylnost nejen na kosmické zářenı́,
které způsobuje poruchy konfiguračnı́ paměti. Dle intenzity
a doby působenı́ může způsobit přechodné, ale i trvalé po-
ruchy. Typickou poruchou je překlopenı́ jednoho náhodného
bitu libovolné paměti např. té konfiguračnı́. Tato porucha
je známa pod označenı́m Single Event Upset (SEU). Odol-
nost proti poruchám může být zajištěna jejich maskovánı́m
pomocı́ zdvojenı́ s porovnánı́m (DwC – Duplication with
Comparison) podle schématu na obrázku 1 nebo pomocı́ třı́-
modulové redundance (TMR – Triple Modular Redundancy)
podle schématu na obrázku 2. V modulech může být obsažen
jak celý obvod, tak i jen jeho důležité částı́. Dále je také
možné využı́t zřetězenı́ přı́slušných přı́stupů a rozdělit tak
obvod na menšı́ zabezpečené části.

Obrázek 1. Schéma DwC

Obrázek 2. Schéma TMR

Dalšı́ možnostı́, která již skutečné provádı́ opravu poruch, je
přı́stup, kdy je konfiguračnı́ informace daného FPGA přepsána
pomocı́ správné konfigurace (golden bitstream). Tento přı́stup,
při kterém docházı́ k rekonfiguraci FPGA, se nazývá Scrub-
bing. Pro uloženı́ golden bitstreams je potřeba mı́t k dispozici
radiačně odolnou pamět’. Takový požadavek je možné zajistit
využitı́m speciálnı́ho hardware nebo opatřenı́m dat opravným
kódem. Jiným přı́stupem je Lazy Scrubbing [3], který využı́vá
násobného výskytu stejných konfiguracı́ v rámci TMR. Když
je na FPGA daná část v TMR, pak každý modul je vytvořen
dı́ky stejné konfiguraci, která je tudı́ž uložena v konfiguračnı́
paměti FPGA také třikrát. V takovém přı́padě už nenı́ potřeba
pamět’ s golden bitstreams a v přı́padě poruchy v jednom
z těchto modulů, je konfiguračnı́ informace přı́slušného po-
rouchaného modulu přepsána pomocı́ majoritnı́ho výskytu
konfiguračnı́ch informacı́ z těchto třı́ stejných modulů. Ne-
boli z konfiguračnı́ paměti FPGA jsou přečteny přı́slušné
konfiguračnı́ informace všech třı́ modulů. Dále je pro každý

odpovı́dajı́cı́ si bit určena majoritnı́ hodnota a následně je
takto vytvořený bitstream opět nahrán do konfiguračnı́ paměti
dı́ky částečné rekonfiguraci [9] tzn. možnosti rekonfigurovat
jen určitou část FPGA. Obstarat vše potřebné k částečné
dynamické rekonfiguraci by měl jejı́ řadič, tedy speciálnı́
přidaná komponenta.

III. ŘADIČ ČÁSTEČNÉ DYNAMICKÉ REKONFIGURACE

Pro aktivnı́ přı́stup k odolnosti proti poruchám je řadič
částečné dynamické rekonfigurace přı́mo nezbytnou součástı́,
bez které se nelze v systému obejı́t. Nejjednoduššı́ variantou
je řadič, který provádı́ Sbrubbing s předem danou periodou.
Preventivně přepisuje konfiguračnı́ pamět’ a tı́m také opravı́
přı́padnou poruchu. Je zřejmé, že takový přı́stup nenı́ přı́liš
efektivnı́, ale zvýšı́ spolehlivost a nezabere přı́liš velkou plochu
na FPGA. Také nebude přı́liš náročné jej použı́t, protože
lze přidat k libovolnému již vytvořenému systému prakticky
bez modifikace tohoto systému. Zásadnı́ vylepšenı́ přineslo
IP jádro od Xilinx Soft Error Mitigation Controller [10]
pro jejich FPGA řady 7. Konfiguračnı́ pamět’ byla opatřena
opravným kódem a tudı́ž je přidána možnost provádět rekon-
figuraci jen v přı́padě výskytu poruchy a navı́c opravovat jen
porouchanou část. Stejně jako u předchozı́ho přı́stupu nenı́
nutné upravovat zabezpečovaný systém. Ovšem vzniká zde
prodleva aktivnı́ho přı́stupu, která je způsobena diagnostikou
poruchy, tedy počı́tánı́m syndromu poruchy opravného kódu
a následně určenı́m porouchaného bitu konfiguračnı́ paměti.
Jinou možnostı́, která již prodlevou s nedefinovaným výstupem
systému netrpı́, je propojenı́ třı́-modulové redundance a řadiče
částečné dynamické rekonfigurace [2]. Zabezpečovaný obvod
je nutné uzpůsobit do TMR. Což znamená ztrojnásobenı́
komponent a přidánı́ prvků určujı́cı́ch majoritu ze vstupnı́ch
hodnot. Dále je nutné opatřit tyto prvky také logikou, která
je schopná určit také modul s odlišným výstupem (vstupem
prvku počı́tajı́cı́m majoritu). Tuto hodnotu je třeba vyvést
na dalšı́ výstup, který je nutné přidat. Tı́m se samotný prvek
určujı́cı́ majoritu značně zesložitı́, ale je to potřeba, aby
řadič rekonfigurace dostal co nejpřesnějšı́ informaci o poruše.
S touto informacı́ a dobře namapovaným systémem na FPGA
je řadič schopen zajistit dynamickou rekonfiguraci jen po-
rouchaného modulu. Současně s opravou zbylé dva moduly
TMR pracujı́ dle specifikace a tudı́ž i celý systém pracuje
dle specifikace. Protože prvek určujı́cı́ majoritu bude maskovat
výstup jak porouchaného tak i současně opravovaného neboli
rekonfigurovaného modulu, jehož výstup nebude po tento čas
korektnı́. Právě takto, jak bylo popsáno, je navržen a im-
plementován Generic Partial Dynamic Reconfiguration Cont-
roller (GPDRC) [8].

A. Současný stav výzkumu v oblasti řadiče částečné dyna-
mické rekonfigurace

V rámci výzkumné skupiny zabývajı́cı́ se odolnostı́ proti
poruchám byly postupně navrženy a implementovány dvě
verze řadiče částečné dynamické rekonfigurace pro obecné
použitı́ na FPGA pod názvem GPDRC. Prvnı́ verze [8] je
vytvořena tak, aby umožňovala eliminaci přechodných poruch,
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jako jsou např. SEU. Pro diagnostiku a přechodné maskovánı́
poruch do doby dokončenı́ opravy pomocı́ rekonfigurace je
TMR aplikována na zabezpečovaný systém. V rámci druhé
verze řadiče [6] byla původnı́ rozšı́řena o podporu zotavenı́
systému i z trvalých poruch. Ta je způsobena fyzickým
poškozenı́m libovolné části FPGA. Na úrovni tranzistorů
docházı́ k negativnı́ změně jejich vlastnostı́ a to např. trvalému
zprůchodněnı́ bez ohledu na přiváděné napětı́ na jejich bázi.
U konfiguračnı́ paměti to znamená nemožnost změnit stav
daného poškozeného uloženého bitu a tedy jeho setrvánı́
v jednom z možných stavů. Důsledkem je nemožnost změnit
konfiguraci určité části FPGA, která je ovlivněna právě tı́mto
poškozeným bitem. Pro zotavenı́ se z takové poruchy jsou
v FPGA vyhrazeny rezervnı́ bloky. Při odhalenı́, že se jedná
o trvalou poruchu, je přı́slušný modul vyřazen a nahrazen
jinde vyhrazeným náhradnı́m blokem, do kterého je nakonfigu-
rována funkcionalita přı́slušného vyřazeného modulu. Trvalá
porucha je odhalena tak, že i po rekonfiguraci nenı́ výstup
modulu shodný s ostatnı́mi TMR moduly. V přı́padě vı́ce se
vyskytujı́cı́ch trvalých poruch časem nastane situace, kdy už
dalšı́ rezervnı́ modul nenı́ k dispozici. V takovém přı́padě
zabezpečenı́ degraduje z TMR na pouhé zdvojenı́ se srovnánı́m
DwC. To už nenı́ schopné poruchu lokalizovat přesně, jen ji
dokáže oznámit. Následná trvalá porucha způsobı́ definitivnı́
konec korektnı́ činnosti systému.

B. Budoucı́ výzkum v oblasti řadiče částečné dynamické re-
konfigurace v FPGA

Předchozı́ výzkum se soustředil na zabezpečenı́ obvodu.
Ovšem pokud bude řadič na stejném FPGA jako za-
bezpečovaný obvod, je velmi pravděpodobné, že může být
poruchou zasažen také. V takovém přı́padě nenı́ vyloučeno,
že řadič s poruchou může způsobit neočekávaným chovánı́m
i poškozenı́ jinak korektně fungujı́cı́ho obvodu. Např. by
mohl provést rekonfiguraci, která negativně pozměnı́ funkčnost
zabezpečovaného obvodu. Proto bude dalšı́ výzkum směřovat
k zabezpečenı́ také samotného řadiče.

I pro řadič rekonfigurace je vhodné využı́t podobné techniky
jako pro zabezpečovaný obvod. A to využı́t TMR pro mas-
kovánı́ poruch jednotlivých modulů s řadiči. Řadič tedy bude
v systému třikrát a bude doplněn prvkem určujı́cı́m majoritu
z jednotlivých výstupů, neboli dat posı́laných do konfiguračnı́
paměti v rámci rekonfigurace. Tak je vnı́mána prvnı́ etapa
zabezpečovánı́ řadiče. Lze očekávat nepřı́liš velké zvýšenı́
spolehlivosti, protože řadič zabere trojnásobné mı́sto na FPGA
a tudı́ž se zvýšı́ pravděpodobnost zásahu poruchou. Ovšem
oproti tomu bude možná jednonásobná porucha a ve vhodných
přı́padech i vı́cenásobná porucha maskována dı́ky majoritě.

Dalšı́ etapou zabezpečovánı́ bude zavedenı́ rekonfigurace
i pro samotné řadiče. Vzhledem ke třem instancı́m řadiče
již se nacházejı́cı́m na FPGA by bylo velice vhodné využı́t
právě je. Vize je taková, že předpokládáme poruchu v jednom
z modulů ztrojeného řadiče rekonfigurace a tedy v jednom
ze třı́ řadičů v TMR. Tato porucha je rozpoznána dı́ky prvku
počı́tajı́cı́mu majoritu a jsou tudı́ž o nı́ informovány všechny
tyto řadiče. Zbylé dva korektně fungujı́cı́ řadiče se postarajı́

o rekonfiguraci třetı́ho porouchaného. Je vhodné, aby řadič
s poruchou do vlastnı́ rekonfigurace nezasahoval. Je nutné
zajistit jeho odpojenı́ a tudı́ž zabráněnı́ v činnosti anebo by
mělo být postačujı́cı́ využı́t schopnosti prvku určujı́cı́ho majo-
ritu, který zajistı́ maskovánı́ chybného výstupu z porouchaného
řadiče. I v přı́padě prováděnı́ rekonfigurace pouze dvěma
funkčnı́mi řadiči je možné zjišt’ovat, zda nenastala porucha.
Jedná se o metodu DwC, která ovšem už nenı́ schopná určit,
ve kterém ze dvou řadičů se porucha projevila. Možným
předejitı́m nastánı́ takové situace je přidat na FPGA ještě
jednu instanci řadiče. Celkový počet řadičů by byl čtyři.
V přı́padě rekonfigurace jednoho z nich by pořád zbývali tři
dobře fungujı́cı́ a tudı́ž pracujı́cı́ v režimu TMR. I při výskytu
dalšı́ poruchy by ta byla maskována a následně by mohl
být nově porouchaný řadič opraven dı́ky opravenému řadiči
rekonfigurace a zbylým dvěma korektně fungujı́cı́m řadičů. I
toto řešenı́ by bylo vhodné otestovat v rámci experimentů.

C. Programová implementace řadiče částečné dynamické re-
konfigurace

Kromě výše zmı́něné implementace GPDRC přı́mo v hard-
ware se nabı́zı́ i alternativa v podobě programové imple-
mentace pro procesor. Podstatnou výhodou takového řešenı́
bude odolnost konfigurace proti SEU, pokud tedy nebude
procesor implementován v FPGA jako měkké jádro (soft core).
V takovém přı́padě by se pro jeho zabezpečenı́ využily stejné
techniky, které byly navrženy v předchozı́m odstavci. Ovšem
pokud bude procesor externı́ součást nebo bude v FPGA v po-
době těžkého jádra (hard core), pak mu poruchy konfiguračnı́
paměti nehrozı́. Jediné, co může SEU způsobit, jsou poruchy
v pamět’ových blocı́ch a tedy chyby v datech potřebných
pro činnost. Jedná se o pamět’ s instrukcemi programu,
operačnı́ pamět’ a také registry. Ovšem pro zabezpečenı́ dat
proti chybám se nevyužı́vá rekonfigurace, ale opravné kódy,
kterými se data musı́ opatřit. Lze využı́t i časové redundance,
ale muselo by se zajistit, aby nebylo počı́táno opakovaně
se stejnými poškozenými daty.

V přı́padě externı́ součástky jak procesoru tak jiného FPGA
s řadičem, je zřejmé, že se prodloužı́ datové cesty. Tı́m se
prodloužı́ také čas, který řadič bude potřebovat pro zı́skánı́
informacı́ pro diagnostiku poruchy. Následně bude časově
náročnějšı́ i samotná rekonfigurace, která bude z poruchy
obvod zotavovat. To vše povede k většı́mu zpožděnı́ opravy
a snı́ženı́ rychlosti výpočtu samotného obvodu. Ovšem záležı́
na požadavcı́ch na výsledný systém, protože se ušetřı́ plocha
na FPGA a také by mohl být procesor využit i k jiné činnosti
než pouze pro řadič, když by měl dostatečný výpočetnı́ výkon.

IV. ZABEZPEČENÍ PRVKŮ URČUJÍCÍCH MAJORITU

Poslednı́m slabým mı́stem z hlediska spolehlivosti zůstávajı́
prvky určujı́cı́ majoritu u TMR. Ty nejsou nijak zabezpečeny
a tudı́ž při poruše mohou na svém výstupu mı́t předem
neočekávanou hodnotu. Tı́m mohou způsobit nedefinované
chovánı́ celého systému. Sice je jejich velikost prakticky
zanedbatelná oproti výpočetnı́mu obvodu, ale i tak při dlouhé
době životnosti obvodu šance, že je porucha zasáhne, roste.
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Možné zabezpečenı́ je představeno v [1], kde i tyto prvky
jsou ztrojeny, což je znázorněno na obrázku 3. Modrou
přerušovanou čarou je znázorněn blok, který je třeba rekonfi-
gurovat v přı́padě zjištěnı́ poruchy. Oproti původnı́ variantě je
v něm zahrnut i jeden prvek určujı́cı́ majoritu. Je to dáno tı́m,
že nelze rozlišit, jestli je porucha v prvku určujı́cı́m majoritu
anebo v následném modulu. Vše je totiž diagnostikováno až
v následujı́cı́ vrstvě prvků určujı́cı́ch majoritu.

Obrázek 3. Schéma TMR se zabezpečenými prvky volı́cı́mi majoritu

Nelze takto ale zabezpečit poslednı́ instanci po zřetězenı́,
protože je na výstupu potřeba pouze jedna správná hod-
nota. V tomto přı́padě je výstup ztrojen dı́ky ztrojenı́ prvků
počı́tajı́cı́ch majoritu. Nezbývá než toto poslednı́ zabezpečenı́
omezit a nasadit pouze hlı́dacı́ obvod popřı́padě využı́t me-
todu DwC. Při zjištěnı́ poruchy je ale nutné výpočet obvodu
přerušit do doby, než se pomocı́ rekonfigurace přı́slušných
zabezpečujı́cı́ch prvků znovu neobnovı́ korektnı́ funkcionalita.
Stejný problém je i u hlı́dánı́ výstupů z řadičů rekonfigurace
v TMR, kdy je opět potřeba jen jeden výstup pro zápis
do konfiguračnı́ paměti FPGA.

V. C ÍLE DISERTAČNÍ PRÁCE

V rámci disertačnı́ práce se zaměřuji na vypracovánı́ me-
todiky pro použitı́ řadiče částečnı́ dynamické rekonfigurace
pro systémy odolné proti poruchám. Předevšı́m budu navr-
hovat a experimentovat s různými kritérii pro návrh, imple-
mentaci a samotné použı́vánı́ řadiče. Zatı́m známá kritéria
jsou spolehlivost, rychlost a zpožděnı́, spotřeba, zabraná plo-
cha na FPGA. Dalšı́ mohou být identifikována v průběhu
výzkumu. Je zřejmé, že jsou vzájemně protichůdná a tak
předpokládám vznik různý paretooptimálnı́ch řešenı́, která
budou v rámci metodiky diskutována. Zejména jejich přı́nos
pro různé požadavky aplikacı́.

Vycházı́m z již vytvořené instance GPDRC, která je
výsledkem předchozı́ práce výzkumné skupiny. Tento řadič
budu zabezpečovat pomocı́ výše nastı́něných principů. Dále
pro porovnánı́ počı́tám také s vytvořenı́m implementace pro
procesor a variantou s řadičem mimo FPGA s aplikacı́.
Všechny tyto přı́stupy budou podrobeny experimentům a bu-
dou diskutovány přı́nosy a úskalı́, které budou potřeba pro vy-
pracovánı́ metodiky.

VI. ZÁVĚR

V rámci tohoto článku byly diskutovány základnı́ prin-
cipy pro odolnost proti poruchám se zaměřenı́m předevšı́m
na FPGA. Obzvláště bylo pojednáváno o prostorové redun-
danci zajištěné pomocı́ principu TMR. Ten byl dále rozšı́řen

o možnost částečnı́ dynamické rekonfigurace s využitı́m
přidané diagnostiky do TMR. Tı́m je možné identifikovat
modul TMR, který se má rekonfiguracı́ opravit. Tato rekon-
figurace nenarušı́ činnost obvodu, protože zbylé dva moduly
fungujı́ korektně. Vše potřebné k rekonfiguraci musı́ zajisti jejı́
řadič, jehož přı́kladem je GPDRC vyvinutý v rámci výzkumné
skupiny. Ten bude v rámci budoucı́ práce zabezpečen pomocı́
zde představených principů. Také bude vytvořena implemen-
tace pro procesor, která bude sloužit k porovnánı́. Vše vede
k disertačnı́ práci, ve které bude zpracována metodika pro
použitı́ řadiče rekonfigurace pro systémy odolné proti po-
ruchám. Zejména půjde o vypracovánı́ kriteriı́ pro porovnánı́
jednotlivých přı́stupů a provedenı́ experimentů, které ukážı́,
jaký přı́stup bude pro splněnı́ daných požadavků nejvhodnějšı́.
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AbstraktÑ V pr‡ci sa zaober‡me detekciou porœch vo 
vnoren! ch systŽmoch. Navrhujeme met—du zalo"enœ na dvoch 
pr’stupoch Ð kontrolujeme tok programu a #asovanie œloh. 
Rie$enie kladie d™raz na pou"itie v $tandardn! ch 
mikropo#’ta#och Ð COTS (Commercial off the Shelf) s 
minim‡lnou pridanou rŽ"iou, nako%ko vnorenŽ systŽmy sœ 
spravidla limitovanŽ v! konom, pr’padne spotrebou. Vzh%adom 
na tieto po"iadavky je met—da softvŽrov‡ (v$eobecnŽ pou"itie na 
COTS mikropo#’ta#och) a vych‡dzame z met—d s n’zkou 
pridanou rŽ"iou. Na druhej strane, takŽto met—dy ako napr’klad 
CFCSS (Control -flow Checking Using Branch Sequence 
Signatures) nedok‡"u detegova& #as& porœch. Domnievame sa 
ale, "e pr‡ve spojen’m s kontrolou #asovania vieme pokry& 
viacerŽ typy porœch. Met—dy sœ zapuzdrenŽ v pl‡nova#i œloh 
opera#nŽho systŽmu pracujœceho v re‡lnom #ase. D™vodom je 
zdie%an!  k—d pre v$etky œlohy v systŽme a vedomos& o 
preempcii, ktor‡ je v! znamnou prek‡"kou pri implement‡cii 
kontroly #asovania. Pl‡nova# m‡ mo"nos& kontrol ova& tok 
program vhodnou dekompoz’ciou œloh na podœlohy, ktorŽ 
predstavujœ superuzly diagramu toku programu.   

K! œ"ovŽ slov‡Ñ kontrola toku programu; kontrola "asovania; 
vnoren# systŽm, detekcia porœch 

I.! ò VOD 

Po! ’ta! ovŽ systŽmy zasahujœ do mnoh" ch oblast’ be%nŽho 
%ivota, objavujœ sa v r™znych domŽnach. Z poh&adu ich 
kritickosti m™%e ’s'  o zariadenia, ktor" ch v" padok nezapr’! in’ 
%iadne riziko, na druhej strane zlyhanie po! ’ta! ov v 
zdravotn’ctve, energetike, vesm’rnych misi‡ch m™%e ohrozi'  
%ivoty, pr’padne zapr’! ini'  rozsiahle #kody. Zvl‡#' s 
pr’chodom internetu vec’ sa po! et zariaden’ dramaticky 
zvy#uje. Aj v pr’pade ak by zlyhanie zariadenia nesp™sobilo 
priamo #kody, prich‡dza ! ast"  problŽm v n‡rokoch na 
servisovanie apod. Z t" chto d™vodov je ! asto %iaduce do 
po! ’ta! ov implementova'  doplnkov"  softvŽr, hardvŽr na 
zv"#enie ich spo&ahlivosti. Tieto dodato! nŽ podsystŽmy 
predstavujœ ur! it"  nadbytok (overhead), nako&ko sa 
nepodie&ajœ na prim‡rnej funkcionalite. 

Zv"#enœ spo&ahlivos'  vieme zabezpe! i'  priestorovou, 
! asovou alebo œdajovou redundanciou. D™le%itou sœ! as' ou 
redundancie je detekcia porœch. Porucha mo%e by'  detegovan‡ 
softvŽrovo, hardvŽrovo alebo hybridne, teda kombinovane. 
Pr‡ve pridan"  a teda ne#tandardn"  hardvŽr m™%e zni%ova'  
pou%ite&nos'  met—dy, nako&ko je s' a%enŽ alebo dokonca 
znemo%nenŽ pou%itie be%ne dostupn" ch obvodov (COTS Ð 

Commercial Off the Shelf). Pochopite&ne je rie#en’m 
implement‡cia mechanizmov prostredn’ctvom softvŽru, ! o 
m™%e vies'  k neœnosnŽmu v" po! tovŽmu, pamŠ' ovŽmu 
(œdajov‡ a aj programov‡ pamŠ' ) za' a%eniu. V neposlednom 
rade je problematickŽ softvŽrovo detegova'  niektorŽ typy 
porœch poruchovŽho modelu uvedenŽmu v druhej kapitole.  

V tejto pr‡ci kombinujeme 2 r™zne met—dy detekcie 
porœch, ktorŽ spolo! ne dok‡%u pokry'  aj problematickŽ typy 
porœch. KonkrŽtne pracujeme s kontrolou toku programu a 
doby vykon‡vania blokov programu. Vzh&adom na 
pou%ite&nos'  v" slednej met—dy je na#im cie&om zapuzdrenie 
do systŽmu, konkrŽtne do pl‡nova! a. Vylep#enie pr‡ve 
pl‡nova! a, sa ponœka vzh&adom na to, %e pl‡nova!  je zdie&an"  
medzi viacer" mi œlohami, ! o zni%uje pridan"  k—d (overhead). 
( al#ou v" hodou je jednoduch"  pr’stup k inform‡cii o porad’ 
vykon‡vania œloh a ich doby vykon‡vania. V pr’pade ak 
pl‡nova!  nem‡ implementovanŽ meranie doby vykon‡vania 
œloh (to je o! ak‡vanŽ hlavne v pr’pade RTOS Ð opera! nŽho 
systŽmu pre zariadenia pracujœce v re‡lnom ! ase), je mo%nŽ 
tœto funkcionalitu doplni'  (opŠ'  jedin"  zdie&an"  ! ’ta!  pre 
v#etky œlohy). V neposlednom rade uva%ujeme nad jemnej#ou 
granularitou sledovania toku programu a to dekompoz’ciou 
œloh na pod-œlohy. Vych‡dzame z opa! nŽho pr’stupu ak" m je 
zdru%ovanie blokov programu (sœvisl‡ postupnos'  in#trukci’ 
bez vetvenia, ktorŽ je povolenŽ len na konci z‡kladnŽho bloku, 
aj. basic block - BB) do superblokov prostredn’ctvom 
grafov" ch algoritmov. 

II. ! MOTIVçCIA  

Motiv‡cia tejto pr‡ce prich‡dza z dvoch oblast’. Prvou je 
zabezpe! enie kritick" ch systŽmov proti poruch‡m. Pr‡ve 
detekcia porœch je kritick‡ v zmysle riadenia ) al#’ch 
mechanizmov obnovy a zotavenia z porœch a prevencie pred 
chybami. Zdrojom t" chto porœch je ! asto udalos'  SEU - single 
event upset [2]. SEU m™%e sp™sobi'  preklopenie logickej 
hodnoty v pamŠ' ovej bunky, ! o m™%e vies'  k neo! ak‡van" m 
v" sledkom. M™%e d™js'  k zmene parametrov skoku, dokonca 
zmene in#trukcie skoku na inœ a naopak. $pecifick" m 
pr’padom je aj zmena hodnoty v programovom po! ’tadle. 
Pr‡ve neust‡la miniaturiz‡cia prvkov na krem’ku 
integrovan" ch obvodov vedie k ich ni%#ej odolnosti vo! i 
tak" mto javom. Zdrojom nemusia by'  len javy v hornej ! asti 
atmosfŽry, ale aj r™zne izotopy, ktorŽ sa nach‡dzajœ v puzdre 
integrovanŽho obvodu. 



 

Druh" m zdrojom motiv‡cie je zabezpe! enie systŽmov pred 
#kodliv" m k—dom. MnohŽ pr‡ce uva%ujœ d™le%it"  aspekt, 
ktor" m je rovnak"  d™sledok SEU a œspe#nŽho œtoku. T" m 
d™sledkom je rozdiel v spr‡van’ sa systŽmu oproti #pecifik‡cii. 
Preto aj mechanizmy zvy#ujœce odolnos'  proti poruch‡m 
m™%u zvy#ova'  odolnos'  proti #kodlivŽmu k—du. Jedn" m zo 
sp™sobov m™%e by'  h&adanie charakteristick" ch podstromov 
diagramu toku œdajov, ktorŽ reprezentujœ ! innos'  #kodlivŽho 
k—du [3]. In" m pr’stupom je vynœtenie integrity toku 
programu, ktorŽ zabr‡ni spusteniu aj injektovanŽho cudzieho 
k—du[1][10]. Domnievame sa teda, %e detekcia porœch 
a prevencia pred chybami m‡ v" znam nielen v oblasti 
zabezpe! enia pred poruchami typu SEU (s miniaturiz‡ciou 
neust‡le narastajœci problŽm) , ale aj v oblasti bezpe! nosti 
(narastajœci problŽm s pr’chodom internetu vec’). 

III. ! KONTROLA TOKU PROGRAMU 

Z‡kladom prakticky ka%dej met—dy na prevenciu proti 
ch" b‡m, zapr’! inen" ch poruchou v kontrole programu, je jeho 
rozdelenie na z‡kladnŽ bloky (BB Ð basic block). Z‡kladn"  
blok programu pozost‡va z maxim‡lnej postupnosti in#trukci’, 
ktorŽ sa v pr’pade bezporuchovej prev‡dzky v%dy vykonajœ 
postupne, za sebou. Z‡kladnŽ bloky: 

¥! Okrem poslednej in#trukcie nesmœ obsahova'  
in#trukcie, ktorŽ menia poradie vykon‡vania - 
podmienenŽ skoky (branch).  

¥! Nesmœ obsahova'  %iadnu in#trukciu, ktor‡ je cie&om 
podmienenŽho i nepodmienenŽho skoku, volania 
podprogramu.  

Najkrat#’m z‡kladn" m blokom je teda samotn‡ in#trukcia 
vetvenia, v pr’pade nasledujœcich podmienen" ch skokov alebo 
ak predch‡dzajœca in#trukcia je cie&om &ubovo&nŽho skoku. 
Postupnos'  in#trukci’ v z‡kladnom bloku nemus’ by'  
nevyhnutne bezprostredne v programe v jednej nepreru#enej 
sekvencii. #pecifick" m pr’padom je spojenie dvoch sekci’ 
nepodmienen" m skokom do jednŽho z‡kladnŽho bloku [9]. 

 

Obr. 1. GenerovanŽ pr’znaky met—dy CFCSS. 

VzniknutŽ z‡kladnŽ bloky sa pou%ijœ na zostavenie 
#truktœry Ð modelu bezporuchovej prev‡dzky. * astŽ a ve&mi 
praktickŽ je pou%itie orientovanŽho grafu Ð diagramu toku 
programu (CFC Ð Control Flow Diagram). Po! as samotnej 

prev‡dzky sœ generovanŽ pr’znaky, ktorŽ reprezentujœ tok 
programu. Tieto pr’znaky sœ porovn‡vanŽ s referen! n" m 
modelom. V pr’pade, %e d™jde k nezhode, je generovan"  
poruchov"  sign‡l. 

K ve&mi efekt’vnej met—de kontroly toku programu patr’ 
CFCSS (Control-flow Checking Using Branch Sequence 
Signatures, teda met—da kontroly toku programu pou%’vajœca 
pr’znaky sekvenci’ oddelen" ch in#trukciami vetvenia) [6]. 
Met—da prirad’ unik‡tny identifik‡tor ka%dŽmu bloku v ! ase 
prekladania programu, v prev‡dzke generuje pr’znak, ktor"  je 
s identifik‡tormi porovn‡van" . Efektivitu zabezpe! uje 
vyu%’van’m hlave XOR oper‡cie v kontraste s delen’m, 
modulo oper‡ciou a podobne v in" ch met—dach. Pr’znaky 
predstavujœ jednoduchœ postupnos'  1,2...N, pri! om N je po! et 
z‡kladn" ch blokov. Pr’klad diagramu toku programu ÐCFD 
s priraden" mi pr’znakmi CFCSS je uveden"  na obr‡zku 1. V 
cie&ov" ch blokoch sa v ! ase prekladu vlo%’ e#te rozdiel 
identifik‡torov predch‡dzajœceho a aktu‡lneho bloku. Na 
obr‡zku 1 je vyobrazenŽ po! ’tanie pr’znaku z identifik‡torov 
blokov.  

Met—da je zauj’mav‡ z poh&adu pridanej rŽ%ie. CFCSS 
spotrebuje od 2,17 % do 2,71 % programovŽho priestoru. 
Doba vykon‡vania œloh sa pred+%i o 6,02 % do 14,5 %. 
Pokrytie porœch predstavuje 87,92 %. Pokrytie je mimoriadne 
vysokŽ, aj ke)  hlavn" m d™vodom je, %e SEU poruchy neboli 
pri testovan’ autormi injektovanŽ œplne n‡hodne a v princ’pe 
i#lo o nasledovnŽ 3 typy: 

¥! odstr‡nenie vetvenia - jeho nahradenie in#trukciou 
NOP, 

¥! vytvorenie vetvenia - n‡hodnŽ vlo%enie 
nepodmienenŽho skoku do programu na &ubovo&nŽ 
miesto, 

¥! zmena operandu vetvenia - n‡hodn‡ zmena v parametri 
vetvenia. 

Met—da dok‡%e detegova'  vŠ!#inu porœch prvŽho, tretieho 
a #tvrtŽho typu z nasledovnŽho poruchovŽho modelu: 

¥! 1. typ - neexistujœci, nepovolen"  skok na za! iatok 
z‡kladnŽho bloku; 

¥! 2. typ -  existujœci a povolen"  skok na za! iatok 
z‡kladnŽho bloku, ktor"  je ale neplatn" , teda 
v" sledkom nespr‡vneho vyhodnotenia vetvenia; 

¥! 3. typ -  skok z konca z‡kladnŽho bloku uprostred 
inŽho z‡kladnŽho bloku; 

¥! 4. typ - skok z konca z‡kladnŽho uprostred aktu‡lneho 
z‡kladnŽho bloku; 

¥! 5. typ - skok z akŽhoko&vek miesta z‡kladnŽho bloku, 
kamko&vek do rovnakŽho z‡kladnŽho bloku[5].  

NiektorŽ poruchy tretieho a #tvrtŽho typu ostanœ 
maskovanŽ, ako pr’klad by bol nepovolen"  skok z bloku 3 na 
blok 9 na obr‡zku 1. Tento problŽm ozna! ili autori pojmom 
aliasing a ide o maskovanie porœch sp™sobenŽ 
nekontrolovan’m v" stupu zo z‡kladnŽho bloku. 

IV.! KONTROLA * ASOVANIA 

Kontrola doby vykon‡vania œloh je konceptom, ktor"  sa 
objavuje v publik‡ci‡ch u% nieko&ko desa' ro! ’. Z‡kladn" m 
princ’pom je watchdog ! asova! , ktor"  slœ%i na doh&ad nad 



z‡kladnou slu! kou a je kompromisn" m rie#en’m. 
Komplexnej#’ doh&ad nad dobou vykon‡vania je watchdog 
procesor, ktor"  sleduje priebeh na riadiacej, œdajovej a adresnej 
zbernici, n‡sledne generuje v MISR (posuvn"  register 
s line‡rnou spŠtnou vŠzbou) pr’znak, ku ktorŽmu je priraden"  
! asov"  œdaj z’skan"  ! asto statickou anal" zou k—du. Pr‡ve 
nutnos'  pr’stupu k zberniciam je tento sp™sob v poslednej dobe 
implementovateln"  v #peci‡lne navrhnutom hardvŽri. ( al#’m 
v" znamn" m problŽmom je v pr’pade viac-œlohov" ch systŽmov 
s preemciou, ' a%kŽ identifikovanie zmeny vykon‡vanej œlohy, 
ktor‡ sa jav’ v princ’pe ako porucha. Rie#en’m je napr’klad 
ovl‡da!  do multiœlohovŽho opera! nŽho sytŽmu, ktor"  tak m™%e 
dodato! ne riadi'  watchdog po! ita!  [8]. 

Mimo snahy pokrytia viacer" ch typov porœch je motiv‡ciou 
pou%itia kontroly ! asovania aj dok‡zan‡ nemo%nos'  ochrany 
proti niektor" m œtokom len vynucovan’m integrity toku 
œdajov. Vyu%’vanie platn" ch skokov na systŽmovŽ slu%by 
s vlastn" mi parametrami nie je detegovate&nŽ kontrolou toku 
programu, ale vedie k neœmernŽmu predl%ovaniu doby 
vykon‡vania œloh [4]. 

Posledn" m d™vodom pou%itia kontroly ! asovania je snaha 
vyrie#i'  aliasing, ktor"  sp™sobuje maskovanie porœch pri 
met—de CFCSS, ktor‡ ale prin‡#a tolerovate&n"  overhead.  

V.! CIELE DIZERTA* NEJ PRçCE A TƒZY 

Tak ako aj vyplynulo z predch‡dzajœcich riadkov, hlavn" m 
cie&om dizerta! nej pr‡ce je navrhnutie, implement‡cia 
a overenie kombinovanej met—dy zabezpe! enia vnorenŽho 
systŽmu proti poruch‡m. Pr‡ca v nadch‡dzajœcom obdob’ 
spo! ’va v nasledujœcich okruhoch, predbe%n" ch tŽzach 
dizerta! nŽho projektu: 

¥! Navrhnutie met—dy kontroly ! asovania v pl‡nova! i œloh 
OS; 

¥! Navrhnutie met—dy na dekompoz’ciu œlohy na 
pl‡novate&nŽ podœlohy, teda opa! n"  proces ako 
vytv‡ranie superuzlov z uzlov CFD; 

¥! Navrhnutie kontroly toku programu na z‡klade doh&adu 
pl‡nova! a nad vykon‡van" mi podœlohami; 

¥! Implement‡cia a overenie rie#enia v jednoduchom 
pl‡nova! i RIOS; 

¥! Implement‡cia a overenie v pl‡nova! i FreeRTOS; 

¥! Overenie pokrytia ) al#’ch typov porœch uveden" ch v 
poruchovom modeli; 

¥! Experiment‡lne ur! enie pridanej rŽ%ie a pokrytia pri 
r™znej ve&kosti podœloh. 

PrvŽ experiment‡lne v" sledky (proof-of-concept) 
pl‡nujeme z’ska'  implement‡ciou v jednoduchom pl‡nova! i 
RIOS. Re‡lne, aplikovate&nŽ v" sledky z’skame v ) al#’ch 
etap‡ch pr‡ce implement‡ciou met—dy do pl‡nova! a 
FreeRTOS [7]. 
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