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Abstract

Industrial networks form a special class of computer networks that employ
speci ¢ devices, communication protocols and communication patterns. In
order to study industrial networks, it is important to have an access to
industrial devices and their communication. This is, however, not easy to
implement in university environment. Real devices are expensive, require
regular maintenance and are available to few operators. As alternative to
the real industrial environment, it is possible to combine real devices with
emulated environment.

This study shows how it is possible to create an industrial network with
Modbus protocols and real devices like PLCs and RTUs together with em-
ulator of physical processes using 1/0 Factory software. In this study we
show how to build a virtual factory that includes a simple assembly line and
the sorting conveyor controlled by PLCs.



Introduction

As a members of the TRACTORE] (TRa c Analysis and seCuriTy OpeRa-
tions for ICS/SCADA) project at Faculty of Information Technology, Brno
University of Technology, our task was to create a testing environment for
Modbus TCP communication protocol, which would allow testing of various
types of attacks on SCADA networks.

Nowadays, great emphasis is placed on the automation of various in-
dustrial systems. However, the more it is automated, the more number of
components that need to be interconnected increases. With a large number
of these devices, it is impossible to communicate on the physical layer, and
therefore their mutual communication had to be transferred to the IP layer.
However, moving to the IP layer gives attackers new ways to break into the
system, which we would like to prevent, as these systems are often a part
of the critical infrastructure and their disruption could cause major damage
(power plant - interruption of electricity supply to thousands of households,
factory - production shutdown, etc.) [2].

Our job was to create a testing environment where Modbus TCP com-
munication can be created, captured and analysed. Our testing environment
simulate real world production line, where single components communicate
via Modbus TCP protocol. It also allows to create several types of attacks
and analyse how the system would behave.

Section [I] describes creation of two types of production lines in Factory
1/0 simulation program. The hardware part, which includes all physical
components and their interconnections, is described in Section [2l Software
part is described in Section [3| where main focus is on scripts for automatic
control of our lines. One line also can be controlled via HMI (Human Ma-
chine Interface), where user can control several part of line manually.

Ihttps://www. t.vut.cz/research/project/1321/.en



Chapter 1

Simulation of the factory

Our production lines are simulated by Factory I/Cf] simulation software.
Factory 1/0 is a software for 3D factory simulation that allows to build a
virtual factory using common industrial parts and control each component
of this factory production line directly with PLCs connected to computer.

Factory 1/0 includes a list of example scenes which are inspired by typ-
ical industrial systems. In this project we choose sorting line, which sorts
items by weight and assembly line, which creates one object from two parts
(base and lid). First scene uses both analog and digital inputs/outputs,
which is what we need for our future testing scenarios. This scene was
slightly modi ed to use more pins from the PLCs, but the modi cations
couldn’t be very large because we were limited by number of PLCs, that we
could use. The appearance of this sorting line can be seen in Figure [I.1a
Second scene is much simpler and uses only digital inputs/outputs. This
scene was created as an exercise for students and can be seen in Figure [1.10]

Factory 1/0 software displays a 3D visualization of the production line,
where after starting the line, the user can monitor the operation of the line in
real time. However, without virtual or physical PLCs the software supports
only manual control over the production line which is not always su cient.
For automatic operation there have to be added some PLCs. Factory 1/0
software supports several PLCs from various brands. In this testbed Ad-
vantech USB-4750 and Advantech USB-4704 are used. First one is used for
digital inputs/outputs and second for digital and analog inputs/outputs.

A detailed description how to work with Advantech PLCs in the Factory
1/0 program can be seen on the factoryio website{’f]. In case of problems,
it is necessary to check whether the drivers were automatically downloaded
when connecting the Advantech PLCs to the computer. If not, they can be

Thttps://factoryio.com/
2https://docs.factoryio.com/manual/drivers/advantech/
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(a) Sorting line (b) Assembly line

Figure 1.1: Production lines in Factory 1/0

downloaded additionally from the advantech website®|

In Factory 1/0 software, there is a menu on top bar of application, where
File menu item can be found. This item contains Drivers item, where
Advantech PLCs can be attached to the software. Then, the individual
sensors and actuators can be mapped to speci ¢ input or output pins of the
Advantech PLCs. In Figure [I.2] you can see how the sensors and actuators
of our sorting line are connected to the PLCs pins. In Figure [1.3 you can
see mapping of sensors and actuators of our assembly line.

As you can see in the pictures, sensors are mapped on the left side and
represent the outputs of the Advantech PLCs, while actuators are mapped
on the right side as the inputs of Advantech PLCs. Sensors and actuators
are assigned with a name in Factory 1/0 software for better understanding
and work with them. It is not necessary to map all sensors and actuators,
but it is necessary to keep in mind that those that are not mapped will not
be possible to control using PLCs. As you can see, our lines do not use
all sensors and actuators. Firstly, it is because some are not necessary, but
also because we could map them to Advantech PLCs, but we do not have
a su cient number of UniPi PLCs, which means that we would still not be
able to control them. Di erence between these PLCs is described in next
section.

Shttps://www.advantech.com/support/details/driver?id=1-13L33UP
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Hardware part

Our testing environment consists of two types of PLCs:

" Advantech USB-475(f} Advantech USB-47047
* UniPi Neuron S1038

As already mentioned, the Factory /O software runs a simulation of
the production line where sensors and actuators from this production line
are mapped to the pins of Advantech PLCs. But since we wanted to create
testing environment for Modbus TCP, we had to use another type of PLC,
because Advantech PLCs doesn't support Modbus TCP communication.

Advantech PLCs are connected directly to computer via USB cables
and Unipi PLCs are connected directly to Advantech I/O ports via copper
wires. We need to use two types of PLCs, because Factory I/O doesn't
support Unipi PLCs and Advantech PLCs cannot be con gured as Modbus
TCP servers. Unipi PLCs are build on Raspberry Pi 3 platform and were
con gured as Modbus TCP servers. Unipi also providesOpensource Oﬁ]for
Raspberry Pi which is booted to system through SD card. Con guration
procedure for Unipi PLCs is described below.

 https://www.advantech.com/products/1-2mlkno/usb-4750/mod ~ _43dfaaf0-a44c-4437-
a8c8-0f7460c30b26

2https://www.advantech.com/products/1-2mlkno/usb-4704/mod ~ _4d0800cc-f6fd-402a-
9782-24cd0 daf42

Shttps://www.unipi.technology/unipi-neuron-s103-p93

“https://kb.unipi.technology/cs: les:software:os-images:00-start?tns



CHAPTER 2. HARDWARE PART 7

2.1 Unipi con guration

Each Unipi PLC was con gured as Modbus TCP Server through SSH with
commands:

1. echo "DAEMQQOPTS=--listen=0.0.0.0" |
sudo tee -a /etc/default/unipi-modbus-tools
> [dev/null

2. sudo systemctl restart unipitcp
SSH credentials:

~ Login: unipi

" Password: unipi.technology

Physical wiring can be seen in Figure 2.1. There is also possible to see
what the UniPi Neuron S103 PLCs looks like (blue) and what the Advantech
USB PLCs looks like (black). The physical connection is made using copper
wires. Wiring diagram, where is better illustration of connections, can be
seen in Appendix A. As you can see, we created four circuit boards with
pull-up resistors, because Advantech PLCs weren't able to provide enough
output voltage to Unipi input ports ®. Because of this connection, there
is a need to invert output ports on Advantech PLCs in Drivers section of
Factory I/O software.

As you can see on the pictures, our testbed consists of four UniPi Neuron
PLCs and two Advantech PLCs. But we are using only three Unipi PLCs
as we were limited by number of ethernet ports on our router. On Figure
2.2 you can see our Modbus TCP Client/Server topology, that we are using
in the testbed.

Values of actuators in Factory 1/0O software can be controlled by changing
their values on speci c pins in those UniPi PLCs. Sensor values in Factory
I/0 software can be determined using UniPi by reading speci c pins. Fig-
ure 1.2 and Figure 1.3 shows how the individual sensors and actuators are
mapped to speci ¢ pins of Advantech PLCs in the Factory I/O software.

For example, in our Sorting line, the sensor namedAt scale entry is
connected to Advantech USB-4750 PLC on pin IDO4. This pin is then
connected via copper wire to PLC2, which is the name for one of the UniPi
Neuron S103 PLCs, to pin DI1. This means that if the user wants to know
the value of the At scale entry sensor, he needs to read the value of pin
DI1 on PLC2. The same applies to actuators. For example, an actuator

Shitps://docs.factoryio.com/tutorials/wiring-diagrams/






	Introduction
	Simulation of the factory
	Hardware part
	Unipi configuration

	Software part
	Sorting line control
	Human machine interface
	Usage

	Assembly line control
	Usage


	Conclusions
	Wiring scheme
	Registers and coils

