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Abstract—Every network device has a configuration file con-
taining the current settings and operational functionality such as
IP addresses, running routing processes, and filtering rules. When
new functionality is requested, the network administrator updates
the configuration file by adding new commands. This process can
be automated using an LLM model that understands the con-
figuration language and can generate the relevant configuration
commands. This paper presents a multi-agent LLM system that
generates network configurations. Our approach uses a sequence
of LLM-based agents to decompose the original configuration
task, expressed in natural language, into logical subtasks, which
are then translated into configuration commands. The proposed
LLM-based configuration generation process includes validation
and suggests sanity tests to eliminate potential errors. We
demonstrate our approach by generating Cisco I0S configuration
files for multiple devices. We also propose a dataset of non-trivial
reference configurations for evaluating generation accuracy.

Index Terms—Network configuration, LLM models, Cisco 10S,
LLM agents, validation.

I. INTRODUCTION

When setting up a new network device or adding func-
tionality to an existing network, an administrator typically
carries out basic configuration steps, which include setting a
hostname, assigning an IP address, configuring basic device
security, starting the routing process or implementing filtering.

Replacing the role of administrator with an LLM model
that can generate the requested configuration based on our
intentions seems to be straightforward. However, LLM models
are probabilistic tools, meaning the generated output is not
precise. Instead, the best possible solution is provided based
on LLM parameters and training datasets. While this approach
works well for text generation, it can cause serious problems
with configuration files, where even a minor typo or the
incorrect placement of a command can lead to a significant
error. Therefore, we must develop a strategy to instruct the
LLM model to generate the correct configuration and verify
the syntax and semantics with respect to the required task. The
fact that the configuration tasks can be implemented in various
ways presents a new challenge: how to evaluate the generated
results when two different implementations are possible?

This study addresses the aforementioned challenges by
developing a multi-agent LLM system that decomposes the
given task into a sequence of steps and atomic instructions. We
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guide the LLM model to generate the relevant configuration by
providing task-related hints. To verify that the generated con-
figuration meets the task requirements, we have implemented a
catalogue of validation functions. The validation agent selects
the relevant functions and verifies the generated configuration.

A. Contribution

The main contribution of this paper is the design and
implementation of a prototype multi-agent LLM configuration
system. Based on our experiments, we provide recommenda-
tions on pre-processing tasks, instructing the LLM to generate
a proper configurations and verifying the output. We also
provide a dataset of configuration tasks with solutions that
can be used to evaluate the accuracy of network configuration
generation.

II. RELATED WORK

Several research studies have discussed the application of
LLM in telecommunications [1], intent-based networking [2],
[3], network configuration analysis [4] and translation [5], [6].

Mondal et al. [7] examine the ability of LLM models to
generate and translate a simple configuration from Cisco to
Juniper. They combine the GPT-4 model with verifiers to
provide localised feedback and automatically correct errors.
The configuration generation process runs in loops until the
generated output is correct based on manual inspection. For
verification purposes, they use a Batfish syntax verifier [8]
alongside with Campion [9] and a topology verifier.

Another study of Chakraborty et al. [10] applies an LLM to
generate a network configuration for an ISP network based on
a tariff plan. The LLM analyses the tariff plan written by a hu-
man and identifies keywords with their values. These keyword-
value pairs are then mapped to parameters in a predefined API
template. The orchestrator then determines, which network
functions to apply and invokes the corresponding function
APIs. Finally, a human operator then checks the configuration.

Wei et al. [11] focus on translating the network configura-
tions using an LLM agent. They employ intent-based RAG
(iRAG), which systematically splits configuration files into
fragments, extracts intents, and generates accurate translations.
The generated configuration is analysed using syntax and se-
mantic verification. Syntax verification uses a command syntax
tree and a configuration parser, whereas semantic verification
analyses configuration differences using an LLM.
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III. ARCHITECTURE OF THE MULTI-AGENT LLM SYSTEM

The architecture of the proposed multi-agent LLM system
emulates the decision-making process of a human network
expert who would provide configuration updates. This involves
analysing the specified tasks, decomposing them into single
configuration steps, updating relevant configuration files and
verifying the implemented changes.

A. Preprocessing Phase

The LLM agent breaks a user-specified task down into a
series of self-contained subtasks, each representing a specific
modification intention. This streamlined approach ensures that
no aspect of the task is overlooked during subsequent pro-
cessing. The agent then expands each subtask into a detailed
sequence of high-level steps outlining the general workflow
that the operator must follow to complete it. The aim is to
explicitly detail all the necessary steps, eliminating the need
for further processing to account for any implicit assumptions.

B. Generation Phase

The LLM agent filters the relevant configurations and
selects those containing essential contextual information or
crucial restrictions for fulfilling the subtask. It then determines
an update order that preserves consistency and develops a
plan for updating the current configuration, using high-level
instructions derived from the detailed steps relating to the
current subtask and the context. Finally, the agent applies
the previously generated high-level instructions to the current
configuration. This process may involve translating the instruc-
tions into specific operating system commands or removing
irrelevant commands from the configuration file. This process
is repeated for each subtask until they are all processed.

C. Validation Phase

Each configuration is validated after an update to ensure
it is consistent with the instructions outlined in the task
description. Once all configurations have been updated, their
overall integrity in relation to the associated subtask is val-
idated. This validation process uses a database of manually
created validation functions and employs the pyBatfish net-
work validation tool [8]. Firstly, the LLM agent determines
the relevance of each validation function. It then generates the
call signature for each selected validation function based on its
description. Furthermore, the LLM agent uses a dedicated cov-
erage analysis process to assess whether the chosen validation
functions comprehensively address all aspects of the updates
comprehensively. It generates a report that highlights any
elements that may have been overlooked. This complementary
approach ensures that each modification is either validated
or reported to the user as unverified, along with a suggested
validation strategy.

D. Testing Phase

The LLM agent generates sanity tests relating to the initial
task. This allows users to systematically verify that the gen-
erated configurations conform to the original requirements.
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IV. DATASET AND EXPERIMENTS
A prototype of a multi-agent LLM system was created as
Python scripts communicating with LLM APIs (ChatGPT 5.0,
Llama). The code along with the testing scenarios, and results,
is available at github.com/MichalRozsival/configuration-agent.

V. DISCUSSION AND FUTURE WORK

The work and experiments presented show that it is feasible
to replace a significant portion of a network admin’s mundane
work with LLM models. Despite the common limitations of
LLM models, such as instability, hallucinations and a lack
of domain-specific training datasets, we can generate valid
network configurations based on requests in natural language.

The following observations help to achieve good accuracy:

o Transform a task into a specific instructions (sub-tasks).

« Decompose the sub-tasks into single configuration steps.

¢ Guide the LLM to generate the configuration for a single

step, providing the full context of the task.

« Validate the generated configuration using tools such as

pyBatfish, or create your own validation functions.

« Provide an explanation for each step of the process.

« Provide sanity test commands that can prove the deployed

configuration meets the given task.

All of the above mentioned steps can be implemented using
LLM models, for which we provide task-specific guidance.

Future work will include a support for multiple file con-
figurations, enhancements through domain-specific Retrieval
Augmented Generation (RAG) and configuration templates,
and and extension of typical configuration scenarios.
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